
Decentralized Control
Obligations and permissions in virtual communities of agents

Guido Boella† and Leendert van der Torre‡
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Abstract. In this paper we propose a logical framework for modelling
obligations and permissions regulating decentralized communities of het-
erogeneous agents. Since there is no central design in such virtual com-
munities, it is necessary to express global policies concerning the local
policies regulating the local resources. We address this problem in a logi-
cal framework for normative multiagent systems which is based on three
ideas. First, we distinguish between agents whose behavior is governed
by norms and autonomous normative agents who establish and enforce
the policies. Second, we distinguish some of the usual mental attitudes
for all agents, including the normative agents. Third, we distinguish be-
tween behavior that counts as a violation and sanctions. To formalize
decision making we use a qualitative game theory. n-player games are
based on recursive modelling: the bearer of a norm models the behavior
of local normative authorities as agents who are in turn subject to other
norms and thus model global normative agents.

1 Introduction

Recent developments in network technologies have raised new problems concern-
ing the control of the behavior of highly decentralized structures such as peer-
to-peer systems and grid architectures. In fact, in these computing paradigms
there is no central design nor central administrator; so that the management of
policies for accessing the disparate resources of the system must be decentralized
to local levels. In fact, the agents who compose such systems play both the role
of consumers of resources and of providers. As providers these agents have the
power to control their resources, thus expressing their own local access policies.

However, for a set of agents to be a virtual community, local access policies
should be organized according to some global policies which define how the re-
sources should be shared among the participants. In the traditional client/server
approach the access policies were kept under the control of a central authority.

According to Pearlman et al. [11], ”a key problem associated with the forma-
tion and operation of distributed virtual communities is that of how to specify
and enforce community policies.” Since there is no plausible way to enforce the
respect of global policies by constraining the architecture, it is necessary to have
a normative system able to specify global policies about local policies. Moreover,
a normative system which specifies what is permitted and what is obligatory



is not sufficient: ”exercise of rights is effective only if the resource provider has
granted those rights to the community” [11]. The normative system must be
able to motivate the respect of norms at each of its levels: not only users must
be provided with an incentive to respect the norms but also the local providers
must be motivated to issue policies which respect the global ones.

Motivational aspects of norms have been analyzed by Boella and Lesmo [2] in
the context of multiagent systems composed of heterogeneous agents: norms are
useless unless they are supported by sanctions. And sanctions must be modelled
as actions of the normative system, since it is not possible to presuppose that
they are mere consequences of violations. Hence, [2] attribute to the normative
system the status of an agent who decides whether the behavior of agents counts
as a violation, and thus deserves to be sanctioned by it.

We [3] extended this approach with permissions as exceptions to obligations
and hierarchies of normative authorities. [3] propose a three dimensional frame-
work which distinguish the set of agents involved, the mental attitudes attributed
to these agents and between behavior which counts as a violation and sanctions.

In this paper we extend [3]’s logical framework for modelling obligations and
permissions regulating virtual communities of heterogeneous agents. Using this
framework, we address the following research questions: which characteristics a
normative system must have to control not only the bearers of the norms but
also the policies of the different levels of decentralized authorities? How it is
possible to define norms which refer to the policies of a local authority?

This paper is organized as follows. In Section 2 we discuss the problem raised
by decentralized control and in Section 3 we discuss the three dimensions of
the framework. In Section 4 we present the qualitative game theory, and the
definition of norms. In Section 5, we apply the framework to an example.

2 Decentralized control

Firozabadi and Sergot [8] argue that in a virtual community of heterogeneous
agents, a local authority can deliberately fail to comply with global policies:
”Upon an access request from a1, a2 has to decide whether to grant the access
to a1 or not. 1) a1 is permitted to access the resource, but there is no obligation
on a2 to grant that access. a2 will not violate any policy regardless of whether
it grants or denies the access. 2) a1 is not only permitted to access the resource,
but is also entitled to it. This means that a2 has an obligation to grant the access
whenever a1 requests it. A typical scenario is when a1 is the owner of d and a2 is
the storage service provider for d. 3) a1 has no permission to access d, and so a2

is forbidden to grant the access. Note that a2 may have the practical possibility
to give access to a1 even if it is not permitted to do so.”

In the literature on computer security, the terms right, permission and priv-
ilege have often the same meaning: the term entitlement emphasizes a concept
which is stronger than mere permission: ”suppose that in a virtual community
(VC) there is a community policy that member X makes available 15GB of its
disk storage for use by other members [...]. Suppose that X also has its own local



policies, to the effect that [...] files containing gif images will not be stored [...].
Suppose now that one of the members of the VC, Y, attempts to store a file
on X’s disks. X denies the access because the file contains gif images. Would we
say that X has thereby violated (failed to comply with) the community policies
operative in VC? If the answer is no then the community policy is merely that
Y has permission to store files on X’s disks. If the answer is yes, then Y is not
only permitted to store files on X’s disks but is entitled to do so.”

The formalism used to express the community policies must be capable of
making the distinction between permission and entitlement. In this paper we
extend[3]’s framework to deal with this issue.

3 A three dimensional framework

In this section we discuss the three dimensions of our logical framework: norma-
tive agents, mental attitudes, and the violation / sanction distinction.

The first dimension of our framework is the set of agents that are distin-
guished. Normative systems are “sets of agents (human or artificial) whose in-
teractions can fruitfully be regarded as norm-governed; [...]. Importantly, the
norms allow for the possibility that actual behavior may at times deviate from
the ideal, i.e. that violations of obligations, or of agents’ rights, may occur” [9].

In this paper, normative systems do not contain one authority only but they
are composed of a set of authorities which are in control of their own resources.
A distinguished authority (usually called community authorization service) plays
the role of a global authority which, even if it is not in control of the local re-
sources, issues the norms representing local policies and negotiates the conditions
for the participation of agents to the virtual community.

The second dimension is the set of mental attitudes assigned to the agents.
Agents’ behavior is governed by the their specific balance between beliefs, desires
and intentions. Moreover, norms and obligations seem to be a further ingredient
in the control of agents’ behavior. Agents base their decision process on a sym-
bolic representation of their preferences, hence we adopt a qualitative decision
theory, such as the one proposed by [4].

Boella and Lesmo also attribute mental states to the normative agent (thus
taking an intentional stance [7] towards normative systems). Roughly, the con-
tent of an obligation is a goal of the normative agent. We [3] explained this
attribution of mental attitudes for normative multiagent systems as dynamic
social orders, patterns of interactions among interfering agents “such that it
allows the satisfaction of the interests of some agent A” [6]. A social order re-
quires social control, “an incessant local (micro) activity of its units” [6], aimed
at restoring the regularities prescribed by norms. Thus, the agents attribute to
the normative system, besides goals, also the ability to autonomously enforce
the conformity of the agents to the norms by means of sanctions.

The third dimension of our framework are the aspects of norms that are
distinguished. For what concerns the possibility of not respecting obligations,



we distinguish in [3] between behavior that counts as a violation - in the sense
of the construction of social reality proposed by [12] - and sanctions.

An agent a1 believes to be obliged by a norm issued by agent a2 to do a if:

– Agent a1 believes that agent a2 desires and has as a goal that a.
– Agent a1 believes that agent a2 desires that there is no violation ¬V (¬a),

but if ¬a then it has the goal and the desire that V (¬a): ¬a counts as a
violation.

– Agent a1 believes that agent a2 desires not to sanction ¬s, but if V (¬a) then
it desires and has as a goal that it sanctions agent a1 with s. This goal of
the normative system expresses that it only sanctions in case of violation.

– Agent a1 has the desire for ¬s: the agent does not like the sanction.
In contrast, an agent a1 believes to be permitted by a norm issued by agent

a2 not to do a if agent a1 believes that agent a2 has the goal and desire that ¬a
does not count as a violation: ¬V (¬a).

In this paper we introduce also norms concerning other norms: in this way
we can model global policies which forbid or permit local policies to constrain
the behavior of users. The notion of entitlement introduced by [8] is expressed as
the obligation posed by a global authority that it is permitted to let users access
the resource: since something is permitted if it is does not count as a violation,
the obligation of the global authority to make a behavior permitted amounts to
the obligation that the local authority does not consider it as a violation. The
local authority, however, can still violate this global policy and forbid access to
users if it prefers to face the sanction with respect to permit access.

Our model is not restricted to the notion of entitlement (as a global obligation
that it is locally permitted). It is possible to model the obligation to forbid access
(it is a global obligation that local authority consider access as a violation - the
third case considered in the list of [8] ) the permission to forbid access (it is not
a violation of the local authority if it consider access as a violation), and, finally,
the permission to permit access (it is not a violation if the local authority does
not consider access as a violation - the first case in the list).

4 A framework based on recursive modelling

In this section we present a logical framework for BDI agents based on recursive
modelling. This framework is extended to a qualitative game-theory for dealing
with n-player games for modelling normative systems with multiple authorities.

The basic picture is visualized in Figure 1 and reflects the deliberation of
agent a1 in various stages. Agent a1 is obliged to make certain decisions, and it
is deliberating about the effects of the fulfilment or the violation of the norms
posed by local policies. Agent a2 is the local authority which may recognize
and sanction violations. Agent a1 recursively models agent a2’s decision (taken
from its point of view) and bases its choice on the effects of agent a2’s predicted
actions. But in doing so, a1 has to consider also that a2 is subject to some
obligations posed by global policies: so in modelling a2, it considers that a2

recursively models a3, the normative agent who watches over its behavior.



When agent a1 makes its decision da1 , it believes that it is in state s0
a1

.
The expected consequences of this decision (due to belief rules B1

a1
) are called

state s1
a1

. Then agent a2 makes a decision da2 , typically whether it counts this
decision as a violation and whether it sanctions agent a1 or not. Now, to find
out which decision agent a2 will make, agent a1 has a profile of agent a2: it
has a representation of the initial state which agent a2 believes to be in and of
the following stages. When agent a1 makes its decision, it believes that agent
a2 believes that it is in state s0

a2
. This may be the same situation as state s0

a1
,

but it may also be different. Then, agent a1 believes that its own decision da1

will have the consequence that agent a2 believes that it is in state s1
a2

, due to
its observations and the expected consequences of these observations. Agent a1

expects that agent a2 believes that the expected result of decision da2 is state
s2

a2
. Finally, agent a1’s expected consequences of da2 from a1’s point of view are

called state s2
a1

. And a2 makes a similar reasoning about a3’s decisions.

4.1 Agent theory

The boolean variables of the base language are either decision variables of an
agent, whose truth value is directly determined by it [10], or parameters, whose
truth value can only be determined indirectly.
Definition 1 (Decisions). Let A = {a1, a2, . . . , an} be a set of n distinct
agents. Aa = {ma

1 ,ma
2 , . . .} for a ∈ A and P = {p1, p2, . . .} be n + 1 disjoint

sets of propositional variables. For convention Aa0 = ∅. A literal is a variable or
its negation. For a propositional variable p we write p = ¬p and ¬p = p.

A decision set is a tuple ∆ = 〈da1 , . . . dan〉 where dai is a set of literals of Aai

(the decision of agent ai) for 1 ≤ i ≤ n. We assume that decisions are complete.
We distinguish between what we call the agent’s epistemic states, i.e. its

beliefs about the world, and its mental states, i.e. the sets of its belief, desire
and goal rules. We first formalize the epistemic states. Since the value of the
propositional variables must be distinguished in the sequence of stages, we label
the parameters according to the stage number they describe.
Definition 2 (Epistemic states). Let P 0, P 1, . . . , Pm be the sets of propo-
sitional variables defined by P i = {pi | p ∈ P and 0 ≤ i ≤ m}. We write LAai

,
LAai

P i , . . . for the propositional languages built up from Aai , Aai ∪ P i, . . . with
the usual truth-functional connectives. > stands for a tautology.

The epistemic state of agent ai is a tuple Sai= 〈si−2
ai

, si−1
ai

, si
ai

, si+1
ai

, Sai+1〉,
where si−2

ai
is a set of literals of LP i−2 (the state before agent ai−1’s action. si−1

ai

⊆ LAai−1P i−1 (the initial state of agent ai’s action), si
ai
⊆ LAai

P i (the states
after the decision dai of agent ai), and si+1

ai
⊆ LAai+1P i+1 (the states after the

decision dai+1 of agent ai+1). Moreover, let sai = si−2
ai

∪ si−1
ai

∪ si
ai
∪ si+1

ai
. s−1

a1
is

equal to s0
a1

and that sn
an

= sn+1
an

. The states are assumed to be complete.
We now formalize the agent’s mental state. It contains five sets of rules for

each agent. Three sets of belief rules are used to calculate the expected conse-
quences of decisions and two sets of desire and goal rules express the attitudes
of the agents towards a given state of affairs, depending on the context. Second,
the normative agent’s beliefs depend on what it can observe.
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Fig. 1. An agent a1, a local authority a2 and a global authority a3.

Definition 3 (Mental states). Let a rule of one of the propositional languages
La1 , LAa1P i , . . . be an ordered sequence of literals l1, . . . , ln, l of this language
written as l1 ∧ . . . ∧ ln → l.

The mental state Mai is a tuple 〈Bi−1
ai

, Bi
ai

, Bi+1
ai

, Dai , Gai ,Mai+1〉. Bi−1
ai

is
a set of rules of LAai−1P i−2P i−1 , Bi

ai
is a set of rules of LAai−1Aai

P i−2P i−1P i ,
Bi+1

ai
, Dai

, Gai
are sets of rules of LAai−1Aai

Aai+1P i−2P i−1P iP i+1 . We write Bai
=

Bi−1
ai

∪Bi
ai
∪Bi+1

ai
. B0

a1
= ∅, Bj

ai
= Dai = Gai = ∅ for i > n and 0 ≤ j ≤ 2.

Definition 4 (Observations). The set of observable propositions OPai is a
subset of the description of the stage si−1

ai−1
(according to agent ai−1’s point of

view) including agent ai−1’s decision: P i−1 ∪ Aai−1 . The expected observation
of agent ai in state si−1

ai
is Obsai = {p | p ∈ OPai and p ∈ si−1

ai−1
} ∪ {¬p | p ∈

OPai and ¬p ∈ si−1
ai−1

}: if a proposition describing state si−1
ai−1

is observable, then
agent ai knows its value in si−1

ai−1
. For convention OPa1 = ∅ and s0

a0
= ∅.

The decision sets and epistemic states are related to each other by the agent’s
mental state. There are two different kinds of relations. First, the belief rules ex-
press whether the states are the expected consequences of the decisions. Second,
the desire and goal rules are used to evaluate the consequences of decisions.

How the agents reason about obligations, and in particular how they deliber-
ate whether they fulfill or violate them, depends not only on their interpretation
of the obligations in terms of their beliefs, desires and goals, as defined above, but
also on their agent characteristics. Given the same set of rules, distinct agents
reason and act differently. For what concerns reasoning, different agents can deal
with conflicts among belief rules in different ways. For what concerns acting, a
respectful agent always tries to fulfill the goals of the normative system, whereas
a selfish agent first tries to achieve its own goals. We express these agent char-
acteristics by a priority relation on the rules. As detailed in [4], this encodes the
way in which the agent resolves its conflicts.

Definition 5 (Agent characteristics). The characteristics of the agent ai are
a tuple Cai = 〈≥B

ai
,≥ai〉 where ≥B

ai
is a transitive and reflexive relation on the

powerset of Bai , ≥ai is a transitive and reflexive relation on the powerset of
Dai ∪Gai ∪Dai+1 ∪Gai+1 , which contains at least the subset relation.



Definition 6 (Respecting mental states and beliefs). For s a state, f a
set of literals in L, R a set of rules, and ≥ a transitive and reflexive relation on
the powerset of R containing at least the superset relation, let max(s, f, R,≥) be:

1. S is the set of states after applying a consistent subset of R to the union of
the state s with f :
S = {{l1, . . . , ln} ∪ f | li,1 ∧ . . . ∧ li,mi

→ li ∈ R and li,j ∈ s ∪ f
for j = 1 . . . mi for i = 1 . . . n and {l1, . . . , ln} ∪ f consistent }

2. S′ is the set of maximal elements of S: S′ = {s∈S |6 ∃s′∈S such that s⊂s′}
3. S′′ is the set of maximal (with respect to the ≥ ordering) elements of S′, i.e.
{s ∈ S′ |6 ∃s′ ∈ S′s′ ≥ s and s 6≥ s′}

4. max(s, f, R,≥) is the set of states that contain an element of S′′ together
with some elements from s, then
max(s, f,R,≥) = {s′ ∪ s′′ | s′ ∈ S′′ and s′′ = {li ∈ s | li ∈ P i and li+1 6∈ s′}}
A state description Sai

= 〈si−2
ai

, si−1
ai

, si
ai

, si+1
ai

, Sai+1〉 respects the decision
set ∆ = 〈da1 , . . . , dan〉, the expected observations Obsai of agent ai together
with the mental state description Mai

= 〈Bi−1
ai

, Bi
ai

, Bi+1
ai

, Dai
, Gai

,Mai+1〉 if
si−1

ai
∈ max(si−2

ai
, Obsai , B

i−1
ai

,≥B
ai

), si
ai
∈ max(si−2

ai
∪ si−1

ai
, dai , B

i
ai

,≥B
ai

), si+1
ai

∈
max(si−2

ai
∪ si−1

ai
∪ si

ai
, dai+1 , B

i+1
ai

,≥B
ai

), and, if i < n, Sai+1 respects the decision
set ∆ = 〈da1 , . . . , dan〉, the expected observations Obsai+1 of agent ai+1 together
with the mental state description Mai+1 .

The agent characteristics applied to the belief rules enable us to cope with the
non-monotonic aspects of action effects. In fact, we need to model applicability
conditions for actions and conditional effects. An action, i.e. a decision variable,
may have a given effect unless some contextual condition holds.

The agents value, and thus induce an ordering on, the epistemic states by
considering which desires and goals have been fulfilled and which have not.
Definition 7 (Unfulfilled mental states). Let U(R, s) be the unfulfilled rules
of state s, U(R, s) = {l1 ∧ . . . ∧ ln → l ∈ R | {l1, . . . , ln} ⊆ s and l 6∈ s}. The
unfulfilled mental state description of agent ai is the tuple U

ai+1
ai = 〈UDai

ai , U
Gai
ai 〉

where U
Dai
ai =U(Dai , sai), U

Gai
ai =U(Gai , sai), U

Dai+1
ai =U(Dai+1 , sai), U

Gai+1
ai =U(Gai+1 , sai).

For what concerns the priorities on desire and goal rules, agents can be
classified according to the way they solve the conflicts among the rules belonging
to different components: desires, goals and desires and goals of the normative
system that can be adopted. We defined agent types Tai as they have been
introduced in the BOID architecture [4]. Here, we introduce only a selfish agent
type, which bases its decisions only on its unsatisfied goals and desires.
Definition 8 (Agent types). if Tai = stable then sai ≤ s′ai

iff U ′Gai
ai ≥ai U

Gai
ai

and if U ′Gai
ai ≥ai U

Gai
ai and U

Gai
ai ≥ai U

′Gai
ai then U ′Dai

ai ≥ai U
Dai
ai

Definition 9 (Optimal decisions). For 1 ≤ i ≤ n, given initial state si−2
ai

, a
mental state Mai , observations OPai and agent characteristics Cai , the decision
set ∆ = 〈da1 , . . . , dan〉 is optimal if it is minimal and for all state descriptions
Sai which respect ∆, for all other decision sets ∆′, for all state descriptions S′ai

respecting ∆′, s′ai
≤ sai .



4.2 Obligations and permissions

Our approach is inspired to the so-called Anderson’s reduction of deontic logic
to alethic logic [1], which may be written as O(p) = 2(¬p → V ).
Definition 10 (Conditional obligations with sanction). Let the decision
variables of agent ai contain a set of so-called violation variables
V = {Vaj

(a)|a a literal build out of a propositional variable in P 1 ∪ P 2 ∪Aaj
}.

Agent ai believes that it is obliged to decide to do a (a literal built out of a
propositional variable in P i ∪ P i+1 ∪ Aai) with sanction s (a decision variable
in Aai+1) under condition q (a variable of P i ∪P i+1 ∪Aai

), Oai,ai+1(a, s|q), iff:

1. q → a ∈ Dai+1 ∩Gai+1 : agent ai believes that in context q agent ai+1 desires
and has as a goal that agent ai adopts a as a goal.

2. q ∧¬a → Vai
(¬a) ∈ Dai+1 ∩Gai+1 : ai believes that if q ∧¬a then agent ai+1

has the goal and the desire Vai
(¬a): to recognize it as a violation of agent ai.

3. > → ¬Vai
(¬a) ∈ Dai+1 : agent ai believes that agent ai+1 desires that there

are no violations.
4. Vai(¬a) → s ∈ Dai+1 ∩ Gai+1 : agent ai believes that if Vai(¬a) then agent

ai+1 desires and has as a goal that it sanctions agent ai.
5. > → ¬s ∈ Dai+1 : agent ai believes that agent ai+1 desires not to sanction.
6. > → ¬s ∈ Dai : agent ai has the desire not to be sanctioned.

A permission not to do a is an exception to an obligation to do a if agent
ai+1 has the goal that ¬a does not count as a violation. The permission overrides
the obligation if this goal has higher priority in the agent characteristics with
respect to the goal that ¬a counts as a violation.
Definition 11 (Conditional permission). Agent ai believes that it is permit-
ted to decide to do a (a propositional variable in P i∪P i+1∪Aai) under condition
q (a variable of P i∪P i+1∪Aai), Pai,ai+1(a|q), iff q∧a → ¬Vai(a) ∈ Dai+1∩Gai+1 :
in context q, agent ai believes that agent ai+1 does not want that a counts as a
violation of agent ai.

Finally, we define obligations and permissions concerning obligations and
permissions in order to model global policies.
Definition 12 (Obligation to oblige). Agent ai+1 believes that it is obligated
by agent ai+2 to oblige agent ai to do a in context q, Oai+1,ai+2(Oai,ai+1(a|q)),
iff Oai+1,ai+2(Vai(¬a)|q ∧ ¬a) where Vai(¬a) is a decision variable in Aai+1 .

Definition 13 (Obligation to permit). Agent ai+1 believes that it is obligated
by agent ai+2 to permit agent ai not to do a in context q, Oai+1,ai+2(Pai,ai+1(¬a|q)),
iff Oai+1,ai+2(¬Vai(¬a)|q ∧ ¬a) where Vai(¬a) is a decision variable in Aai+1 .

Definition 14 (Permission to permit). Agent ai+1 believes that it is permit-
ted by agent ai+2 to permit agent ai not to do a in context q, Pai+1,ai+2(Pai,ai+1(¬a|q)),
iff Pai+1,ai+2(¬Vai(¬a)|q ∧ ¬a) where Vai(¬a) is a decision variable in Aai+1 .

Since Vai(¬a) is a decision variable Va+1(Vai(¬a)) is also a decision variable:
considering ¬a a violation represents a violation by agent ai+1 of a global policy.
These definitions can be extended to cope also with sanction based obligations.



5 Entitlement in action

In this section we formalize [8]’s example (Section 2): agent a1 wants to achieve
p1 by accessing a resource a which is in control of agent a2 who locally forbids
access. We consider two situations, the first where agent a1 is not entitled to
have access, the second where it is entitled by agent a3 to access a in context q.

Example 1. Oa1,a2(¬a, s)
s0

a1
= {q0}, Ba1 = {a → p1},≥B

a1
= ∅, a ∈ Aa1 , p, q ∈ P,

Ga1 = ∅, Da1 = {> → p1,> → ¬s},≥a1= {> → p1} > {> → ¬s}, Ta1 = stable,

s0
a2

= {q0}, Obsa2 = Aa1 ∪ P 1, Ba2 = ∅, ≥B
a2

= ∅, Va1(a) ∈ V ∩Aa2 , s ∈ Aa2 ,
Ga2 = {> → ¬a, a → Va1(a), Va1(a) → s}, Da2 = {> → ¬a, a → Va1(a), Va1(a) →
s,> → ¬Va1(a),> → ¬s}, Ta2 = stable,

s1
a3

= ∅, Obsa3 = Aa2 ∪ P 2, Ba3 = ∅, ≥B
a3

= ∅, Ga3 = ∅, Da3 = ∅, Ta3 = stable,

Optimal decision set: 〈da1 = {a}, da2 = {Va1(a), s}, da3 = ∅〉
Expected state description: s1

a1
=s1

a2
=s1

a3
={a, q1, p1}, s2

a2
=s2

a1
={Va1(a), s, q2, p2}, s3

a3
=s3

a2
={q3, p3}

Unfulfilled mental states: U
Da1
a1 = {> → ¬s}, UGa1

a1 = ∅, UDa2
a2 = {> → ¬a,> →

¬Va1(a),> → ¬s}, UGa2
a2 = {> → ¬a}, UDa3

a3 = U
Ga3
a3 = ∅

Since agent a1 decides to do a, then s1
a1

= max(s0
a1

, da1 , B
1
a1

,≥B
a1

) = {a, q1, p1}.
Agent a1’s desire not to be sanctioned is not fulfilled: the antecedent > of the
unconditional rule > → ¬s is true, and the consequent is not consistent with
state s2

a1
since agent a2 decides to sanction (s). In contrast, the unconditional

(and hence applicable) goal > → p1 is achieved in state s1
a1

.
For what concerns agent a2’s attitudes, its unconditional desire and goal

that agent a1 adopts the content of the obligation > → ¬a is not satisfied in
s1

a2
. Analogously are not satisfied the desires not to prosecute and sanction in-

discriminately: > → ¬Va1(a) and > → ¬s. The remaining conditional attitudes
a → Va1(a), etc. are applicable and satisfied.

Had agent a1’s decision been d′a1
= ∅, agent a2 would have chosen d′a2

= ∅.
The unfulfilled desires would have been: U ′Da1

a1 = {> → p1} and U ′Da2
a2 =∅.

How does agent a1 take a decision between da1 and d′a1
? Since its agent

type is stable it compares which of its goals and desires remain unsatisfied:
U

Ga1
a1 = U ′Ga1

a1 = ∅ but U ′Da1
a1 = {> → p1} ≥ U

Da1
a1 = {> → ¬s}.

In the second example, a2 grants to a1 the access it is entitled to by agent
a3 since it prefers not to be considered a violator by the global authority a3.
Example 2. Oa1,a2(¬a, s) and Oa2,a3(Pa1,a2(a|q1)), i.e., Oa2,a3(¬Va1(a)|q1 ∧ a)
s0

a1
= {q0}, Ba1 = {a → p1},≥B

a1
= ∅, a ∈ Aa1 , p, q ∈ P,

Ga1=∅, Da1={>→p1,>→¬s},≥a1={>→p1}>{>→¬s}, Ta1=stable,

s0
a2

= {q0}, Obsa2 = Aa1 ∪ P 1, Ba2 = ∅, ≥B
a2

= ∅, Va1(a) ∈ V ∩Aa2 , s ∈ Aa2 ,
Ga2 = {> → ¬a, a → Va1(a), Va1(a) → s,> → ¬Va2(Va1(a))}, Da2 = {> →
¬a, a → Va1(a), Va1(a) → s,> → ¬Va1(a),> → ¬s},
≥a2⊇{>→¬Va2(Va1(a))}>{a→Va1(a)}>{>→¬V (a),>→¬s}, Ta2=stable,

s1
a3

= ∅, Obsa3 = Aa2 ∪ P 2, Ba3 = ∅, ≥B
a3

= ∅, Va2(Va1(a)) ∈ V ∩Aa3 ,
Ga3 = {q1 ∧ a → ¬Va1(a), Va1(a) → Va2(Va1(a))}, Ta3 = stable,



Da3={q1∧a→¬Va1(a), Va1(a)→Va2(Va1(a)),>→¬Va2(Va1(a))},
≥a3⊇ {Va1(a) → Va2(Va1(a))} > {> → ¬Va2(Va1(a))},
Optimal decision set: 〈da1 = {a}, da2 = ∅, da3 = ∅〉
Expected state description: s1

a1
=s1

a2
={a, q1, p1}, s2

a2
=s2

a1
={q2, p2}, s3

a3
=s3

a2
={q3, p3}

Unfulfilled mental states: U
Da1
a1 =U

Ga1
a1 =∅, UDa2

a2 =U
Ga2
a2 ={>→¬a, a→Va1(a)}, UDa3

a3 =U
Ga3
a3 =∅

6 Summary and concluding remarks

In this paper we propose a logical framework with three dimensions. The first
dimension is the set of agents involved, the second one is the mental attitudes
attributed to each agent. The third dimension is the distinction between behavior
that counts as a violation and sanctions. We extend the framework to deal with
decentralized normative systems composed of global and local authorities.

An issue for further research is the distinction between enacting a permission
and granting an authorization. While these two notions seem similar, they are
distinct when we consider that permissions are meaningful only when there is
a possibility to forbid the permitted behavior [5]. Hence, only the agent who is
in control of the resource (i.e., it can sanction to prevent violations) can enact
a permission to use the resource. This permission is not general but conditional
on an authorization which can be issued by some delegated authorities.
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