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Abstract: This work studies how the notion of accountability can play a key role in the design1

and realization of distributed systems, that are open and that involve autonomous agents which2

should harmonize their own goals with the organizational goals. The Socio-Technical Systems3

that support the work inside human companies and organizations are examples of such systems.4

The approach that is proposed in order to pursue this purpose, is set in the context of multiagent5

systems organizations, and relies on an explicit specification of relationships among the involved6

agents for capturing who is accountable to whom and for what. Such accountability relationships7

are created along with the agents operations and interactions in a shared environment. In order8

to guarantee accountability as a design property of the system, a specific interaction protocol is9

suggested. Properties of this protocol are verified, and a case study is provided consisting of an actual10

implementation. Finally, we discuss the impact on real-world application domains and trace possible11

evolutions of the proposal.12

Keywords: Methodologies for agent-based systems; Organizations and institutions; Socio-technical13

systems; Computational accountability; Social commitments; Agent-based programming.14

1. Introduction15

The design of complex distributed systems, such as Socio-Technical Systems (STS)s, requires the16

coordination of activities that are carried out simultaneously by different software components, i.e., the17

interfaces through which humans interact. Multiagent Systems (MAS) allow tackling this problem by18

providing many modeling, like [1–5] , and development approaches, like [6,7], and frameworks, like19

[8–11]. Broadly speaking, such solutions represent software components as goal-oriented, autonomous20

agents, which act in a shared environment and need to coordinate so as to achieve their goals [12].21

This goal-oriented approach, in which modularity is realized through the assignment of sub-goals22

to the agents, is criticized in [13–15] because it does not fit the realization of open systems, which23

comprise autonomous agents, each with its own goals to accommodate in a greater picture. For24

instance, an agent could be assigned a goal it has no capability to achieve, making the whole system25

vulnerable. Interaction and a representation of the responsibilities, that are explicitly taken by the26

agents, are suggested by those works to play a central role. The proposal that we present in this paper27

develops this perspective (i) by supplying a definition of computational accountability [14,16] and (ii)28

by providing both modeling and computational tools that can be used in actual implementations.29

Accountability is a well-known key resource inside human organizations: it fosters the creation30

of commitments that will help the organization to meet expectations, develop and align strategies,31
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assign resources, analyze and react to failures, adapt processes to evolving environmental conditions.32

In decision making, accountability constrains the set of acceptable alternatives, and thus it allows33

organization members to take decisions in a way that goes beyond the private beliefs, goals, and34

psychological dispositions of the decision-maker [17]. At the core of the proposal lies an interpretation35

of accountability as a design property. We will explain how it is possible to design systems where36

accountability is a property that is guaranteed by design, and where the monitoring of on-going37

interactions will allow identifying behaviors that diverge from the expected. The proposed solution38

builds upon the equally important notions of control and of accountability relationship. In particular,39

the realization of computational accountability follows principles, explained in Section 3, that find a40

realization in the ADOPT (Accountability-Driven Organization Programming Technique) protocol for41

creating and manipulating accountability relationships. Technically, the core of the proposal builds42

upon the notion of role and in the action of role adoption (or enactment), on one side, and on the concept43

of social commitment [18,19], on the other side. An early version of ADOPT was presented in [16]. In44

this paper we enhance the protocol by clearly separating the role adoption phase from the goal agreement45

phase, and by relying on well-known FIPA protocols to capture the message exchanges which create the46

accountability relationships (represented by social commitments), and make them evolve. Moreover,47

we present, as a case study, an extension of the JaCaMo framework [11] that implements the proposal.48

From a practical perspective, the proposal can find a natural application in supporting49

self-regulatory initiatives in human organizations. For instance, many organizations and companies50

voluntarily adopt monitoring and accountability frameworks, e.g. [20,21], but such frameworks are51

currently very little supported by software and information systems. The commitments that involve52

the parties are basically hand-written by filling in forms [22,23], and the assessment of satisfaction53

or violation, of the involved liabilities, as well as the actual accounting process, are totally handled54

by authorized human parties [24]. The problem is that when accountability channels are informal or55

ambiguous in the long run all these processes, that are at the heart of a healthy organization, will be56

thwarted, leading to little effectiveness and poor performance. The ADOPT protocol and, more in57

general, MASs that provide accountability as a design property would find immediate application in58

such contexts.59

The paper is organized as follows. Section 2 explains the lacks, due to relying mostly on60

goal-orientation, of current MAS approaches (in particular those concerning MAS organizations).61

It motivates the need of a change of perspective in order to enable the realization of accountability62

frameworks. Section 3 explains accountability, getting into the depths of computational accountability63

in organizational settings. Section 4 explains the ADOPT accountability protocol, including also the64

verification of properties that are granted by the protocol. Section 5 reports, as a case study, the65

implementation of ADOPT in the JaCaMo framework, which is one of the best-known, and widely66

used, MAS programming frameworks. Section 6 discusses the impact and related works, and Section 767

ends the paper with some conclusions.68

2. Multiagent Systems Need Accountability69

A common way to tackle coordination in MAS is to define an organization, that is, a “structure”,70

within which interaction occurs. Inspired by the human organizations, a MAS organizational model71

includes a specification of organizational goals, and of a functional decomposition for achieving these72

goals through sub-goals distributed among the agents in the organization. One key notion, that is used73

in defining an organization, is that of role. Organizational roles are typically understood as a way to74

delegate a complex task to different principals, abstracting from the actual individuals (the agents)75

which will play the roles. Following [25], when adopting a role an agent, who satisfies some given76

requirements, acquires some powers inside that organizational context. A power extends the agent’s77

capabilities, allowing it to operate inside the organization and to change the organizational state.78

Requirements, in turn, are needed capabilities that a candidate player must exhibit to play a particular79

role. This definition of role follows the one given in [26] in which roles are definitionally dependent80
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from the organization they belong to: roles do not exist as independent entities, rather, they are linked81

by definition to the organization they belong to.82

Typically, in organization-oriented approaches the MAS designer focuses on the organization83

of the system, taking into account its main objectives, structure and social norms. OperA [2], for84

instance, defines an organization along three axes: an organizational model describes the desired85

overall behavior of the organization, specifies the global objectives and the means to achieve them;86

a social model defines the agent population, maps agents to organizational roles, and defines social87

contracts (agreements) on role enactment; the interaction model correlates role-enacting agents through88

specified interactions. OMNI [3], based on OperA, provides a top-down, layered model of organization.89

An abstract level describes the general aims of the organization through a list of externally observable90

objectives. A concrete level specifies the means to achieve the objectives identified in the the abstract91

level. Finally, an implementation level describes the activity of the system as realized by the individual92

agents. In this perspective, individual agents will enact organizational roles as a means to realize93

their own goals. E-institutions [1] model organizations as social groups of individuals built to achieve94

common (shared or antagonistic) goals. Here, organizations usually provide a set of norms, which95

agents in the system need to follow, depending on the role they are playing. If an agent violates a96

norm, the system must detect the violation and act consequently, e.g. applying a sanction or warning97

the other participants. OCeAN [4] is a conceptual framework that extends the concept of E-institution.98

The authors state that a suitable meta-model for open interaction systems must comprise, besides99

norms, an ontology, a set of roles associated to institutional actions, and a set of linguistic conventions.100

Roles provide agents the capability of perform institutional actions, that are actions whose meaning101

and effects require a convention among participants of the system. OCeAN foresees that institutional102

actions are messages, whose sending is bound to an institutional action by means of a count-as relation.103

2OPL [10] is a rule-based language to define norms within a MAS, in order to achieve global goals104

of the system. The state of the world is represented by means of brute facts, first order atoms, and105

of institutional facts which model the normative state of the system, tracing occurred violations. In106

Tropos [7], a MAS is seen as an organization of coordinated autonomous agents that interact in order107

to achieve common goals. Considering real world organizations as a metaphor, the authors propose108

some architectural styles which borrow concepts from organizational theories, such as joint ventures.109

The styles are modeled using the notions of actor, goal and actor dependency and are intended to110

capture concepts like needs/wants, delegations and obligations. Finally, the organizational model111

adopted in JaCaMo [11] decomposes the specification of an organization into three dimensions. The112

structural dimension specifies roles, groups and links between roles in the organization. The functional113

dimension is composed of one (or more) scheme(s) that elicits how the global organizational goal(s) is114

(are) decomposed into sub-goals and how these sub-goals are grouped in coherent sets, called missions,115

to be distributed to the agents. Finally, the normative dimension binds the two previous dimensions by116

specifying the roles’ permissions and obligations for missions.117

Recently, however, such a goal-oriented perspective on organizations has been criticized [13,118

27]. The point is that this approach provides a viable solution for modularizing complex tasks119

in terms of sub-tasks, each of which assigned to a specific agent, but it is not a good solution for120

handling open distributed systems where agents are autonomous. In such scenarios, in fact, agents’121

goals might be in contrast between each other. Indeed, the organizational goals may not overlap122

completely with agents’ goals. It follows that agents’ obedience to the system norms cannot be taken123

for granted. Agent autonomy demands for a different way of conceptualizing software modularity:124

not in terms of sub-goals that are assigned to the agents, but rather in terms of responsibilities that are125

explicitly taken on by the agents. In [13] the authors see interaction as a central element of their modeling126

approach, and model interactions in terms of mutual expectations among the agents, bringing to the127

conception of accountability as a way of characterizing the “good behavior” of each of the involved128

agents. Here accountability is a directed relationship from one agent to another and reflects the129

legitimate expectations the second principal has of the first. The resulting approach, dubbed Interaction-130
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Oriented Software Engineering (IOSE), focuses on social protocols, which specify how accountability131

relationships among the concerned principals progress through their interactions. In particular, as132

the authors themselves state “in IOSE, it makes little sense to ask what functionality a role provides133

[...]; it makes sense though to ask to whom and for what is a role accountable [...]. A social protocol134

essentially describes how a principal playing a role would be embedded in the social world by way of135

accountability.”136

The essential message we want to stress, thus, is that the lack of an explicit treatment of the137

accountability relationship, within the existing organizational models, makes those models vulnerable.138

In this paper we have demonstrate this vulnerability in practice in the context of the JaCaMo platform.139

In particular, we show how the lack of an explicit take on of responsibilities, for the distributed goals,140

thwarts goal achievement as well as the overall system capability of answering when some exceptional141

event occurs. We show, in fact, that when an agent joins an organization by playing a role, it is not142

aware of all the possible goals it will be asked to achieve as a role player. Thus, an agent can be143

assigned a goal for which it has no plan. The failure of the goal, though, cannot be attributed to the144

agent nor to the organization in an easy way. In fact, one the agent side, the lack of a proper plan for145

the goal does not make the agent responsible. On the organization side, the organization has no means146

to know what an agent can actually do, thus, the system cannot be considered as responsible either. In147

other terms, if an agent does not have the capabilities for achieving a goal, assigning that goal to it,148

even through an obligation, does not bring any closer to the achievement of the goal of interest. In149

JaCaMo the possibility to create goals along with the execution is a desired feature, whose rationale is150

that goals pop up dynamically and cannot be foreseen; the problem is that agents, who are aware of151

their own capabilities, do not possess instruments for accepting or negotiating their goals.152

Notably, these are not just features of JaCaMo, but of all the organizational models based on153

functional decomposition of goals. Those approaches substantially assume that the agents playing154

roles have been specifically designed for that purpose. This limits the openness of the system and the155

reuse of code. Instead, the design of an organization should rely on explicit relationships between156

agents, and also between agents and their organizations, capturing assumptions of responsibility by157

the agents. This would make the system accountable.158

The organizational model, thus, should no longer be a structure that distributes goals to its agents,159

but it should become a way for coordinating responsibility assumption by the agents. More precisely,160

since agents are opaque (i.e., not inspectable even by the organization), and since no assumption on161

their capabilities can be done, an organization cannot assign a goal to an agent without putting the162

system in danger (as we have seen). The organization, however, can safely undertake an interaction163

protocol through which negotiate with agents the attribution of goals. At the end of such a protocol,164

the agent itself takes on the responsibility of achieving a specific goal. The rationale here is that only165

the agent knows whether it has the control over a goal. Hence, if the agent accepts to bring about166

that goal, it also takes on the responsibility for the very same goal. The organization has therefore a167

legitimate expectation that the goal will be obtained. If the final outcome is not satisfactory, then, the168

agent is held to account for its conduct. Before explaining the accountability protocol, we characterize169

in the next section the key features of computational accountability.170

3. Computational Accountability in Organizational Settings171

Different research communities have dealt with the topic of accountability, such as [28–36]. While172

its main features remain relatively static, definitions vary in approach, scope, and understanding in173

different communities. The cause of such variability lies with its socio-cultural nature and is one of the174

main reasons of the lack of a comprehensive support for the realization of accountability frameworks175

in current socio-technical systems. Accountability’s most general definition refers to the assumption176

of responsibility for decisions and actions that a principal, individual or organization, has towards177

another party. In other words, principals must account for their behavior to another when put under178

examination. The concept is inherently social, and provides a mechanism by which entities constrain179
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one another’s behavior [17]. The previously cited examination is usually carried out by an investigative180

entity, a forum, of auditors [37,38]. The process can be divided into three main phases: 1) the forum181

receives all information regarding the principals’ actions, effects, permissions, obligations, etc. that182

led to the situation under scrutiny, 2) the forum contextualizes actions to understand their adequacy183

and legitimacy, and finally 3) the forum passes judgment on agents with sanctions or rewards. Our184

goal consists in automating the entire process for use in multi-agent organizations, although we will185

presently leave out the sanctioning piece of the third phase due to its domain-specific application.186

With the term computational accountability we mean the abilities, realized via software, to trace,187

evaluate, and communicate accountability, in order to support the interacting parties and to help solve188

disputes. In modern organizations, in particular, accountability determination can be a way to obtain189

feedbacks useful to evaluate and possibly improve the processes put in place and, eventually, the190

overall structure, too. Accountability determination is an extremely complex task, as the following191

example highlights.192

Example 1. Alice and Bob are a painter and a bricklayer, called by Carol for estimating the cost of renovating a193

room. The walls in the room are very old and for this reason, before being painted, they should be spackled. Since194

the prices seem reasonable Carol decides to hire both Alice and Bob with the following work plan. Firstly, Bob195

should spackle the walls and Alice should paint them white afterwards. Come execution time, Bob decides to use196

a new variety of dark colored spackle, since he has an open tin of it and he had not received any precise instruction197

from Carol. The following day, when Alice finds the dark colored walls she realizes she will not be able to satisfy198

the commitment she made with Carol because, in order to do a nice job, she will have to use twice as much paint199

as expected. This simple example shows many challenges brought about when trying to tackle accountability in a200

computational way. Let us suppose the agreement between Alice and Carol was somehow formalized (e.g. with a201

contract). Alice is unable to fulfill her contract with Carol. Should the simple fact that she made a commitment,202

which is now impossible for her to fulfill, cause a computational system to conclude she is accountable for the203

failure? Clearly, conditions have changed since the original room inspection. One may argue that contextual204

conditions, constituting the prerequisites for Alice for the execution of the work, should have been formalized. In205

the real world, however, contextual conditions that hardly change over time are presumed implicitly stipulated206

even when they are not formalized. How could Alice foresee that Bob would have used a particular kind of spackle207

while the great majority of the bricklayers uses white ones? Is, then, Carol accountable? Perhaps she should have208

checked all the involved parties to be in condition to fulfill their tasks properly, when she organized the work.209

On the other hand, we know that Bob is the one who arbitrarily changed the color of the spackle. However, he210

received no instruction about the desired color of the spackle from Alice nor by Carol. In other words, there was211

no reason to assume that a similar decision would have caused problems. Here the problem arises from the fact212

that the involved parties, despite being in a collaborative environment, have different expectations and rely on213

(conflicting) assumptions about some contextual conditions. An alternative ending of the story is that Alice,214

feeling responsible, will paint the room at the agreed price because she values the satisfaction of the contract more215

than earning money.216

In our society, accountability becomes possible because of shared meanings culturally accepted as217

interpretations of events. Without such attributed meanings, mechanisms of accountability become218

difficult to be realized for lack of consensus concerning the interpretation of the events in question.219

This means that accountability becomes impossible in the absence of collective interpretations and220

meaning attributions. Another difficulty lies in value attribution. How does one decide whether a given221

outcome is “good” or “bad”? Who decides? This depends on the value attribution mechanism adopted222

in the system. In different systems the same outcome could be judged in different ways. In other223

words, accountability requires the presence of a social-meaning defining structure in which actions224

and outcomes can be interpreted and evaluated in a uniform manner. Software systems can provide225

such a structure in the form of an organization, which provides the tools and infrastructure needed to226

communicate and collaborate with the reassurance of shared meanings.227
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Our interest in applying accountability to the software world lies in two of its natural228

consequences: its diagnostic ability, that is, the ability to understand what went wrong, and its229

society-building aspect, that is, a system in which entities can know what most helps the encompassing230

organization and find encouragement to act on that knowledge to better it. With our concept of231

computational accountability we strive towards a general goal of teaching agents correct behavior232

in the context of a particular organization. The mechanism of accountability contains two sides that233

we call a positive and a negative approach. Positive accountability means that an entity is socially234

expected to act in a certain way and will be held to account for that expectation’s fulfillment. Negative235

accountability means that an entity is expected to not impede organizational progress and negatively236

impact others. In this work we focus on positive accountability, leaving the discussion related to237

negative accountability for future studies.238

Accountability implies agency because if an agent does not possess the qualities to act239

“autonomously, interactively and adaptively," i.e. with agency, there is no reason to speak of240

accountability, for the agent would be but a tool, and a tool cannot be held accountable [39]. As241

discussed in [40], entities are free to act as they wish even against behavioral expectations. Because242

accountability’s domain lies in the past, it only concerns how entities acted, and places no restrictions243

on future actions. So, accountability does not hinder autonomy and allows entities the freedom to244

choose. On the other hand, neither does accountability unjustly single out those who have no control245

and are unable to act as autonomous beings. For example, during a robbery, a bank teller who hands246

over money would not be held accountable even though that person is an autonomous being who247

directly caused a financial loss because that person had no “avoidance potential” [41], that is, no248

control over the situation. In an analogous fashion for positive accountability, entities must exhibit249

the possibility of action for accountable expectations: they must have control. Control is an extremely250

complex concept, related to the philosophical notion of free will. Restricting our attention to the scope251

of software agents, we cannot say, broadly speaking, that they have free will, but that they can exhibit252

some kind of control. Referring to [42], control can be defined as the the capability, possibly distributed253

among agents, of bringing about events. [43] gives a slightly different definition of control as the ability254

of an agent to maintain the truth value of a given state of affairs.255

Accountability requires but is not limited to causal significance. Intuitively, for an entity to be held256

accountable for an outcome, that entity must be causally significant to that outcome [38]. However,257

accountability cannot be reduced only to a series of causes, that is, be reduced to the concept of258

traceability. Some authors, namely [40], even suggest that traceability is neither necessary nor sufficient259

for accountability. Accountability comes from social expectations that arise between principals in a260

given context. However, as implied by the word social, both principals must be aware of and approve261

the stipulated expectation in order to hold one another accountable. Accountability cannot be solely a262

result of principals’ internal expectations. Expectations, here, follow the definition in [13], of ways to263

represent a given social state.264

In order to make correct judgments, a forum must be able to observe the necessary relevant265

information. However, in order to maintain modularity, a forum should not observe beyond its scope.266

Organizations can be made up of other organizations. Societies, for example, contain micro-societies in267

which actions are encoded differently. In each micro-context the forum must be able to observe events268

and actions strictly contained in that context and decipher accountability accordingly. In each context,269

the forum must be able to observe events and actions strictly contained in its scope and decipher270

accountability accordingly. As context changes, accountability will change accordingly. Observability,271

thus, becomes integral for the forum to exercise its ability to process information. For this reason, a272

mechanism to compose different contexts and decide accountability comprehensively is essential.273

The object under a forum’s scrutiny can take the form of either an action or an outcome. The274

evaluation of the former implicates the recognition of social significance inherent in that action275

relatively independently of where it leads. On the other hand, an evaluation of the latter denotes an276

importance in a state. When speaking of evaluating actions rather than outcomes in accountability,277
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the examination implicitly involves a mapping between individual and social action, since the same278

individual action performed in different social contexts can take on different social significance.279

Therefore a fundamental part of holding an individual accountable consists in identifying the social280

significance mapped from that individual’s actions. In a social context an agent is accountable for an281

action to others, because the realization the others’ goals depend on the outcome of the given actions.282

3.1. When does a MAS Support Accountability?283

A MAS can be said to support accountability when it is built in such a way that accountability can284

be determined from any future institutional state. Consequently, the MAS must necessarily provide a285

structure that creates and collects contextualized information, so that accountability can actually be286

determined from any future institutional state. We consider integral to this process the following steps.287

A forum must receive all information (including all causal actions), regarding a given situation under288

scrutiny. The forum must be able to contextualize actions to understand their adequacy and legitimacy.289

Finally, the forum must be able to pass judgment on agents.290

We identify the following necessary-but-not-sufficient principles a MAS must exhibit in order to291

support the determination of accountability.292

Principle 1 All collaborations and communications subject to considerations of accountability among293

the agents occur within a single scope that we call organization.294

Principle 2 An agent can enroll in an organization only by playing a role that is defined inside the295

organization.296

Principle 3 An agent willing to play a role in an organization must be aware of all the powers297

associated with such a role before adopting it.298

Principle 4 An agent is only accountable, towards the organization or another agent, for those goals it299

has explicitly accepted to bring about.300

Principle 5 An agent must have the leeway for putting before the organization the provisions it needs301

for achieving the goal to which it is committing. The organization has the capability of reasoning302

about the requested provisions and can accept or reject them.303

Principle 1 calls for situatedness. Accountability must operate in a specific context because individual304

actions take on their significance only in the presence of the larger whole. What constitutes a highly305

objectionable action in one context could instead be worthy of praise in another. Correspondingly, a306

forum can only operate in context and an agent’s actions must always be contextualized. The same307

role in different contexts can have radically diverse impacts on the organization and consequently on308

accountability attribution. When determining attribution, thus, an organization will only take into309

account interactions that took place inside its boundaries.310

Placing an organizational limit on accountability determination serves multiple purposes. It311

isolates events and actors so that when searching for causes/effects, one need not consider all actions312

from the beginning of time nor actions from other organizations. Agents are reassured that only for313

actions within an organization will they potentially be held accountable. Actions, thanks to agent roles314

(Principle 2), also always happen in context.315

To adequately tackle accountability by categorizing action, we must deal with two properties316

within a given organization: 1) an agent properly completes its tasks and 2) an agent does not interfere317

with the tasks of others. The principles 2–5 deal more explicitly with the first property, i.e., how to318

ensure that agents complete their tasks in a manner fair for both the agents and the organization. The319

second property is also partially satisfied by ensuring that, in the presence of goal dependencies, the320

first agent in sequence not to complete its goal will bear accountability, not only for its incomplete321

goal, but for all dependent goals that will consequently remain incomplete. That is, should an agent be322

responsible for a goal on whose completion other agents wait, and should that agent not complete its323

goal, then it will be accountable for its incomplete goal and for that goal’s dependents as well.324

As an organizational and contextual aid to accountability, roles attribute social significance to325

an agent’s actions. Following the tradition initiated by Hohfeld [44], a power is “one’s affirmative326
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‘control’ over a given legal relation as against another.” The relationship between powers and roles has327

long been studied in fields like social theory, artificial intelligence, and law. By Principle 3 we stipulate328

that an agent can only be accountable for exercising the powers that are publicly given to it by the329

roles it plays. Such powers are, indeed, the means through which agents affect their organizational330

setting. An agent cannot be held accountable for unknown effects of its actions but, rather, only for331

consequences related to an agent’s known place in sequences of goals. On the other hand, an agent332

cannot be held accountable for an unknown goal that the organization attaches to its role, and this leads333

us to Principle 4. An organization may not obligate agents to complete goals without prior agreement.334

In other words, an organization must always communicate to each agent the goals it would like the335

agent to pursue, and accountability will not be attributable in the presence of impossibilities, that is336

when the agent does not have control on the condition or action to perform. Correspondingly, agents337

must be able to stipulate the conditions under which a given goal’s achievement becomes possible, i.e.338

the agent’s requested provisions. The burden of discovery for impossibilities, therefore, rests upon an339

agent collective: a goal becomes effectively impossible for a group of agents should no agent stipulate340

a method of achievement. Conversely, an agent declares a goal possible the moment it provides341

provisions to that goal. Should an uniformed agent stipulate insufficient provisions for an impossible342

goal that is then accepted by an organization, that agent will be held accountable because by voicing343

its provisions, it declared an impossible goal possible. The opportunity to specify provisions, therefore,344

is fundamental in differentiating between impossibilities and possibilities.345

The next section introduces a high-level protocol that enables the creation and collection of that346

contextualized information, that is necessary for accountability to be determined from any future347

institutional state. The adoption of this protocol allows an organization to support accountability.348

4. The ADOPT Accountability Protocol349

ADOPT is a protocol that allows the realization of accountable MAS organizations. Agents and350

organization will, thus, share the relevant information by exchanging messages, whose structure351

follows the FIPA ACL specification [45]. In the protocol, the organization is considered as a persona352

juris, a principal as any other principal, on which mutual expectations can be put. The protocol is353

divided into two main phases, a role adoption phase and a goal agreement one (explained in Sections 4.1354

and 4.2 respectively.), that are shown in Figures 1 and 2 as UML sequence diagrams. Such diagrams355

provide a sequencing of the messages but what produces the accountability is the set of commitments356

that is created and that evolves with the messages, of both the role adoption and the goal agreement357

phases. Along with the message exchanges, in fact, the protocol records and tracks the evolution of358

accountability relationships between the parties, that we represent by way of social commitments [19,46].359

In principle, other sequencings can be allowed as long as the the commitments are satisfied.360

A social commitment is formally specified as C(x, y, p, q), where x is the debtor, that commits to361

the creditor y to bring about the consequent condition q should the antecedent condition p hold. Social362

commitments embody the capacity of an agent to take responsibilities autonomously towards bringing363

about some conditions. They can be manipulated by the agents through the standard operations create,364

cancel, release, discharge, assign, delegate [19]. Commitment evolution follows the lifecycle formalized in365

[47]. A commitment is Violated either when its antecedent is true but its consequent is false, or when it366

is canceled when Detached. It is Satisfied, when the engagement is accomplished. It is Expired, when367

it is no longer in effect. A commitment should be Active when it is initially created. Active has two368

substates: Conditional as long as the antecedent does not occur, and Detached when the antecedent has369

occurred. A commitment is autonomously taken by a debtor towards a creditor on its own initiative.370

This preserves the autonomy of the agents and is fundamental to harmonize deliberation with goal371

achievement. An agent will create engagements towards other agents while it is trying to achieve its372

goals or to the aim of achieving them. Commitments concern the observable behavior of the agents373

and have a normative value, meaning that debtors are expected to satisfy their engagements, otherwise374

a violation will occur. Commitment-based approaches assume that a (notional) social state is available375
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alt

alt

alt

call_ f or_proposal(adopt_role(Ag, R))

re f use(adopt_role(Ag, R))

propose(adopt_role(Ag, R))

reject_proposal(adopt_role(Ag, R))

accept_proposal(adopt_role(Ag, R))

Ag Org

in f orm(done(adopt_role(Ag, R)))

f ailure(adopt_role(Ag, R))

propose(adopt_role(Ag, R)) :: create(C1)

in f orm(done(adopt_role(Ag, R))) :: create(C2,k) ∀pwrk ∈ PR

C1 = C(Ag, Org, accept_proposal(adopt_role(Ag, R)),
∧

pwrk∈PR
C2,k)

C2,k = C(Ag, Org, C(Ag, Z, pwrk), pwrk)

f ailure(adopt_role(Ag, R)) :: violate(C1)

Figure 1. The first phase of the accountability protocol (role adoption).

and inspectable by all the involved agents. The social state traces which commitments currently exist376

and the states of these commitments according to the commitments lifecycle. By relying on the social377

state, an agent can deliberate to create further commitments, or to bring about a condition involved in378

some existing commitment.379

4.1. Role adoption380

The first phase of the protocol, reported in Figure 1 regulates the interaction which occurs when381

a new agent joins an organization by adopting an organizational role. The organization provides382

the context which gives significance to the actions that will be executed, thus satisfying Principle 1.383

Moreover, an agent will have an impact inside an organization only if the role adoption is successful,384

thus satisfying Principle 2. The interaction pattern follows the well-known Contract Net Protocol385

(CNP) [48,49]1. There are two different types of agents, one initiator and one or more participants.386

CNP provides a means for contracting as well as subcontracting tasks, where the initiator is the agent387

willing to delegate the task and participants are contractors. In our case, the organization is the initiator,388

the agents in the system are participants and the task corresponds to role adoption. The messages that389

are exchanged in this phase are the following:390

1 In the description of the messages we omit those arguments of the FIPA speech acts which are not strictly necessary to
manage accountability.
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call_for_proposal(adopt_role(Ag, R)): this message notifies an agent Ag that the organization Org is391

looking for someone to play role R. A specification of R is provided, including the the set PR of the392

powers a player of that role will be provided with. Such powers allow a role player to operate in393

the organizational context, and the role player will have to commit towards the organization for394

their use, thus becoming accountable to the organization (see propose). We invoke a knowledge395

condition, and stipulate that an agent can only be accountable for exercising the powers that are396

publicly given to it by the roles it plays, thus realizing Principle 3.397

refuse(adopt_role(Ag, R)): with this message the agent declares that it is not interested in playing role R.398

propose(adopt_role(Ag, R)): this message is, instead, used by an agent to399

candidate for playing role R. This amounts to creating a commitment C1 =400

C(Ag, Org, accept_proposal(adopt_role(Ag, R)),
∧

pwrk∈PR
C(Ag, Org, C(Ag, Z, pwrk), pwrk)).401

In the following we denote by C2,k the the inner commitment concerning power pwrk. Note that402

this commitment amounts to a declaration of awareness by the agent to the organization of the403

powers it got, and also that it will exercise such powers, when this will be requested by the legal404

relationships it will create towards other principals. In this way, the agent becomes accountable405

towards the organization itself, of its behavior.406

reject_proposal(adopt_role(Ag, R)): with this message the organization rejects the agent’s proposal.407

accept_proposal(adopt_role(Ag, R)): with this message the organization accepts the agent as a player of408

role R. The commitment C1, having the organization as creditor and the agent as debtor, will be409

detached.410

inform(done(adopt_role(Ag, R))): this message from the agent notifies the organization that the agent has411

successfully adopted role R, and creates all the commitments C2,k with pwrk ∈ PR. Commitment412

C1 is satisfied.413

failure(adopt_role(Ag, R)): this message from the agent notifies the organization that the role adoption414

operation has not succeeded. This means that C1 will not be satisfied.415

We assume that reject_proposal(adopt_role(Ag, R)) is mutually exclusive with416

accept_proposal(adopt_role(Ag, R)), and also that failure(adopt_role(Ag, R)) is mutually exclusive417

with inform(done(adopt_role(Ag, R))). This means that the occurrence of reject_proposal(adopt_role(Ag, R))418

will make C1 expire. Instead, occurrence of failure(adopt_role(Ag, R)) will cause the violation of C1,419

neglecting what previously stipulated.420

After the role adoption phase is successfully concluded, the organization can request the agents421

to pursue goals. This aspect is addressed in the second phase of the protocol.422

4.2. Goal agreement423

This phase of the protocol regulates the agreement process between an agent and an organization424

for the achievement of a given organizational goal. Figure 2 shows the sequencing of the exchanged425

messages, which combines FIPA request interaction protocol [50] with the already described CNP.426

When an organizational goal is to be pursued, the organization asks an agent to achieve it. The agent427

has, then, the possibility to accept or refuse the request made by the organization, or to make further428

requests of certain provisions that are considered by the agent as necessary to achieve the goal. This429

realizes Principles 4 and 5. The messages that are exchanged in this phase are the following:430

call_for_proposal(achieve(g)): by this message Org starts an interaction with Ag with the aim of assigning431

it a goal g to pursue.432

refuse(achieve(g)): the agent refuses the request made by the organization to achieve g.433

propose(achieve(g), prov): with this message, an agent creates a commitment C3 = C(Ag, Org,434

accept_proposal(g, prov)∧ request(achieve(g, prov)), agree(achieve(g, prov))). This means that435

on receiving a request to achieve g, given that the provisions prov were accepted, the agent436

is expected to agree to pursue the goal. It is up to the organization to decide whether prov is437

acceptable or not. Only in case prov is accepted, the commitment will eventually be detached.438

When no provisions are needed prov will amount to >.439
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in f orm(done(prov))

reject_proposal(achieve(g), prov) :: release(C3)

propose(achieve(g), prov) :: create(C3)

C3 = C(Ag, Org, accept_proposal(g, prov) ∧ request(achieve(g, prov)), agree(achieve(g, prov)))

C4 = C(Org, Ag, request(achieve(g, prov)) ∧ agree(achieve(g, prov)), in f orm(done(prov)))

C5 = C(Ag, Org, in f orm(done(prov)), in f orm(done(achieve(g, prov)))

accept_proposal(achieve(g), prov) :: create(C4)

agree(achieve(g, prov)) :: create(C5)

f ailure(prov)

in f orm(done(achieve(g, prov)))

f ailure(achieve(g, prov))

re f use(achieve(g, prov)) :: release(C4)

re f use(achieve(g, prov)) :: violate(C3)

f ailure(prov) :: violate(C4)

f ailure(achieve(g, prov)) :: violate(C5)

re f use(achieve(g))

agree(achieve(g, prov))

propose(achieve(g), prov)

reject_proposal(achieve(g))

accept_proposal(achieve(g), prov)

alt

alt

alt

alt

alt

Ag Org

call_ f or_proposal(achieve(g))

request(achieve(g, prov))

re f use(achieve(g, prov))

Figure 2. The second phase of the accountability protocol (goal agreement).

This is a necessary step to reach two ends: agent’s awareness of assigned goals, and agent’s440

acknowledgement to exert the necessary control to reach the goal. The rationale is that an agent,441

by being aware of its own capabilities, will not promise to pursue a goal it is not capable to442
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pursue – even indirectly by enticing other agents to act –, and that the relevant conditions that are443

necessary to goal achievement, but that the agent does not control (prov), are clearly stipulated.444

reject_proposal(achieve(g), prov): with this message the organization rejects the request for provisions445

prov made by the agent for goal (g). It will release C3.446

accept_proposal(achieve(g), prov): with this message the organization accepts to provide the provisions447

prov, that were requested by the agent for goal g. This creates a commitment C4 = C(Org, Ag,448

request(achieve(g, prov))∧ agree(achieve(g, prov)), in f orm(done(prov))). With this commitment449

the organization ties the request to the agent to pursue a goal with the supply of provisions prov.450

The commitment will be detached by the final word of the agent, and its possible agreement to451

the pursuit. The rationale is that, since provisions may come at a cost, before supplying them,452

the organization waits for a confirmation by the agent.453

request(achieve(g, prov)): with this message the organization Org asks agent Ag to achieve goal g, with454

provisions prov. Note that stipulation of what provisions should be supplied was done earlier455

through propose and accept_proposal, but while that was an interaction aimed at deciding whether456

to assign g to Ag, now Org wants the goal achieved. Generally, request may be uttered time after457

call_for_proposal. The occurrence of a request contributes to detaching both C3 and C4.458

refuse(achieve(g, prov)): with this message the agent refuses to achieve g with provisions prov. It,459

thus, releases C4, meaning that Org does not have to actually supply prov. We assume that this460

message is mutually exclusive with agree(achieve(g, prov)), thus, by this refuse the agent violates461

C3, which at this point is already detached.462

agree(achieve(g, prov)): with this message the agent creates the commitment where C5 = C(Ag, Org,463

in f orm(done(prov)), in f orm(done(achieve(g, prov))), meaning that it will pursue the goal if prov464

is actually provided. Org is now expected to supply provisions.465

failure(prov): the organization did not succeed in supplying provisions. We assume this message to be466

mutually exclusive with inform(done(prov)), thus, C5 will expire and C4 will be violated.467

inform(done(prov)): the organization succeeded in supplying the provisions, thus, C5 will be detached468

and C4 will be satisfied.469

inform(done(achieve(g, prov))): the agent achieved g and C5 is satisfied.470

failure(achieve(g, prov)): the agent failed in achieving g with prov. Commitment C5 is violated.471

4.3. Verifying ADOPT472

We now verify the correctness of the ADOPT protocol discussed above. To this end, we have to
verify two aspects: first, the adherence of ADOPT to the five principles we have identified as necessary
conditions for accountability; and second, the satisfaction of some fundamental properties that any
good protocol should possess, specifically safety and liveness conditions. According to the literature
about protocol verification [51–53], safety means that a protocol never enters an unacceptable state,
whereas, liveness, strictly related to state reachability, means that the protocol always progresses
towards its completion. As usual in protocol verification, we will turn to a temporal logic for
formalizing and validating the protocol dynamics. In particular, the verification of ADOPT has
to be focused on the treatment of the commitments that are created along the interaction since
these encode the relations upon which the accountability is established. Intuitively, we have to
demonstrate that ADOPT allows the commitments to progress towards satisfaction. This demands
for logics that are capable of handling commitments directly. El-Menshawy et al. [54] have proposed
a temporal logic, named CTLC (i.e., Computation-Tree Logics with Commitments), which is an
extension of CTL [55] with a modality operator for social commitments. In addition, the authors
show how commitment-based protocols, specified in CTLC, can be checked by resorting upon existing
model-checking engines. Specifically, CTLC can be reduced to CTLK [56], an epistemic logic on
branching time whose calculus has been implemented in the MCMAS model checker [57]. In a nutshell,
the CTLC syntax is as follows:

ϕ ::= p | ¬ϕ | ϕ ∨ ϕ | EXϕ | EGϕ | E(ϕUϕ) | C(i, j, ϕ)
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where p is an atomic proposition, and where the temporal modalities have the same semantics as473

in CTL. For example, EXϕ means that “there is a path where ϕ holds at the next state in the path”.474

Whereas, EGϕ means that “there is a path where ϕ holds in every state along that path”. Finally,475

E(ϕ1Uϕ2) means that “there is a path along which ϕ1 holds in every states until ϕ2 holds”. The same476

shortcuts defined for CTL are also valid in CTLC: ¬EX¬ϕ ≡ AXϕ it can be read as “ϕ holds in all477

the next states reachable from the current one”; ¬EF¬ϕ ≡ AGϕ: “ϕ holds in every state of each path478

outgoing from the current state”; and ¬EG¬ϕ ≡ AFϕ: “ϕ will eventually hold in every path outgoing479

from the current state”.480

The peculiar characteristic of CTLC is the modality C(i, j, ϕ), that is read: “agent i commits towards481

agent j to bring about proposition ϕ”. Since the modality operator only tackles base commitments, a482

conditional commitment C(i, j, ψ, ϕ) must be reduced to the formula ψ→ C(i, j, ϕ), and in the following483

we will use CC(i, j, ψ, ϕ) as a shortcut of such a reduction. The interpretation of a CTLC formula is484

based on Kripke models where a specific accessibility relation Rsc is defined for the commitment485

modality C. Providing a detailed reporting of the CTLC semantics is out the scope of this paper. For486

our purposes, it is sufficient to say that a commitment modality C(i, j, ϕ) is satisfied in a model M at a487

state w iff ϕ is true in every accessible state from w using the accessibility relation Rsc.488

For the sake of readability, we will just report some of the formulas that have actually been used489

for the verification of the ADOPT protocol. The usage of the CTLC language allows us to provide490

a synthetic yet formal account of how the protocol can be verified. Of course, in order to prove491

concretely the CTLC formulas above, we have to reduce them into equivalent CTLK formulas so as492

to use the MCMAS model checker. We leave these details out of this paper as our intent, here, is to493

provide just some insights about the correctness of ADOPT, while the substantial contribution lies in494

the engineering of accountability in MAS enabled by ADOPT.495

Principles 1, 2, and 3496

Let us take into account the principles, and observe that the usage of commitments as a means497

for representing accountability relationships imposes some design choices. Commitments, in fact, are498

meaningful only when placed into a context, and the context is provided by the organization, the set499

of its roles, and its social state. Thus, when an agent is willing to play a role within an organization500

Org, it must be aware of the organization itself, the role R, and the powers PR that come along with R.501

Only by having this knowledge, Ag can, during the role adoption phase, create the commitment C2,k for502

each of the power pwrk in PR. Summing up: 1) the organization must exist, 2) roles must be defined503

in the context of an organization, and 3) power associated with roles must be known at the time of504

role enactment. When these elements are all known to an agent before joining an organization, the505

system implicitly satisfies the Principles 1, 2, and 3, which are structurally satisfied by the adoption506

of commitments as a means to represent accountability relations. Indeed, in the role adoption phase507

of ADOPT, the only elements that come into play are the structural (i.e., static) properties of the508

organization.509

Reachability Property and Principles 4 and 5510

Principles 4 and 5, instead, concern goals, which are dynamic by nature. Specifically, Principle 4511

states that an agent is only accountable for those goals for which it has taken an explicit commitment,512

whereas Principle 5 allows an agent to negotiate the provisions necessary for achieving a specific goal.513

The verification of these principles requires to consider the dynamics of the accountability protocol,514

and overlaps with the reachability property we are interested to verify in ADOPT. Relying on CTLC, it is515

possible to express useful properties about commitment satisfaction, and hence, about the correctness516

for the ADOPT protocol. For instance, for each commitment C(i, j, ψ, ϕ) that is foreseen by the protocol,517

one can verify that when the commitment is created it can also be satisfied. This corresponds to518

express the following reachability property in CTLC: AF EF(createdC→ CC(i, j, ψ, ϕ)), where createdC519

is an atomic proposition that becomes true when the given commitment C(i, j, ψ, ϕ) is created (i.e.,520
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when a specific message is sent by the debtor agent). This formula is valid if and only if in all the521

possible paths (i.e., runs of ADOPT), a state will be reached, from which there exists at least one path522

along which either createdC is false (the commitment is not created), or createdC is true and the523

modality CC(i, j, ψ, ϕ) will eventually be satisfied. Please, recall that CC(i, j, ψ, ϕ) is just a shortcut for524

ψ→ C(i, j, ϕ). This formula is satisfied either when ψ is false, corresponding to the case in which the525

commitment expires (e.g., released by the creditor); or when ψ is true and hence C(i, j, ϕ) must hold.526

The latter corresponds to the case in which the commitment is, first, detached by the creditor and, then,527

satisfied by the debtor. Intuitively, this can be verified simply by looking at the sequence diagrams528

in figures 1 and 2, and observing that whenever a commitment is created by a message of the debtor,529

the creditor has always the chance to release that commitment or detach it. Similarly, whenever a530

commitment is detached, the protocol encompasses at least a run along which the debtor can send a531

message whose meaning consists in the progression of that commitment to satisfaction.532

In short, it is possible to show that the above formula holds for every commitment that may arise533

in ADOPT. This means that, in every possible run of ADOPT, there is always an execution path along534

which the conditional commitment C(i, j, ψ, ϕ), once created, can always be released by the creditor, or535

satisfied by the debtor. As a consequence, we can conclude that Principles 4 and 5 of the accountability536

requirements are actually satisfied since the agent will have also the chance to agree to achieve a537

goal by creating a commitment (specifically C4 of the goal agreement phase), and by negotiating its538

provisions again via a commitment (specifically C3). An agent, thus, will only be accountable for the539

goals it has agreed upon, possibly having also established some necessary provisions.540

Safety541

To verify the safety condition, we have to show that “bad” conditions will never be reached. In the542

specific case of ADOPT, an unwanted condition is the impossibility to satisfy a commitment C(i, j, ψ, ϕ)543

after the commitment has been created. This condition can be formulated in CTLC as the formula544

¬AF EF(createdC→ CC(i, j, ψ, ϕ)). Also in this case, we can show intuitively that the above formula is545

false in every possible run of the protocol. In fact, the only situation in which the role adoption phase546

completes without the satisfaction of any commitment is when the agent answers with a refuse message547

to the call for proposal from the organization, but in this case no commitment is created. In all the548

other possible runs of the first phase, for every commitment which is created there exists at least one549

run along which it will be eventually satisfied. A similar consideration holds for the goal agreement550

phase, too. This means that ADOPT is safe.551

Liveness and Nested Commitments552

Also the nested commitments in ADOPT deserve some special attention. In553

the role adoption phase, the following nested commitments are created: C1 =554

C(Ag, Org, accept_proposal(adopt_role(Ag, R)),
∧

pwrk∈PR
C2,k); where, as before, C2,k =555

C(Ag, Org, C(Ag, Z, pwrk), pwrk) for every power pwrk ∈ PR. In this case it is interesting to556

verify whether whenever C1 is detached by Org, Ag has the chance to satisfy C1 by creating557

the commitments C2,k. That is, whether there exists at least one run of the protocol where these558

commitments will be actually created. This corresponds to verifying the liveness of the protocol559

by asking whether something “good” will eventually happen. The following CTLC formula serve560

this purpose: AG(detachedC1→ EF(createdC2k))), where detachedC1 is an atomic proposition that561

becomes true when Org sends message propose(adopt_role(Ag,R)), whereas createdC2k is another562

proposition that becomes true when Ag sends the message inform(done(adopt_role(Ag, R))). Indeed,563

looking at the sequence diagram in Figure 1, it is apparent that once the commitment C1 is detached,564

there exists at least one run of the protocol along which the message inform(done(adopt_role(Ag, R))) is565

actually sent by the agent. The formula is thus satisfied, and the protocol enjoys the liveness property.566
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5. Case study: Accountability in the JaCaMo Framework567

JaCaMo [11] is a conceptual model and programming platform that integrates agents,568

environments, and organizations. It is built on the top of three platforms, namely Jason [8] for569

programming agents, CArtAgO [9] for programming environments, and Moise [58] for programming570

organizations. More specifically, Jason is a platform for agent development based on the language571

AgentSpeak [59]. Here, an agent is specified by a set of beliefs, representing both the agent’s current572

state and knowledge about the environment, a set of goals, and a set of plans which are courses573

of actions, triggered by events. CArtAgO, based on the Agents & Artifacts meta-model [60], is a574

framework for environment programming which conceives the environment as a layer encapsulating575

functionalities and services that agents can explore and use at runtime [61]. An environment is576

programmed as a dynamic set of artifacts, whose observable states can be perceived by the agents.577

Agents can act upon artifacts by executing the operations that are provided by the artifact’s usage578

interface. Finally, Moise implements a programming model for the organizational dimension. It579

includes an organization modeling language, an organization management infrastructure [62] and a580

support for organization-based reasoning at the agent level. A JaCaMo multi-agent system is, then,581

given by an agent organization, programmed in Moise, organizing autonomous agents, programmed582

in Jason, working in a shared, artifact-based environment, programmed in CArtAgO.583

According to [62], the Moise organizational model, adopted in JaCaMo, decomposes the584

specification of an organization into three dimensions. The structural dimension specifies roles,585

groups and links between roles in the organization. The functional dimension is composed of one or586

more schemes that elicit how the global organizational goals are decomposed into sub-goals and how587

these sub-goals are grouped in coherent sets, called missions, to be distributed to the agents. Finally,588

the normative dimension binds the two previous dimensions by specifying the roles’ permissions589

and obligations for missions. One important feature of Moise is to avoid a direct link between roles590

and goals. Roles are linked to missions by means of permissions and obligations, thereby keeping591

the structural and functional specifications independent. This independence, however, is source of592

problems from the viewpoint of accountability determination. The reason is that schemes, in principle,593

can be dynamically created during the execution (thus modifying the organizational specification), and594

assigned to groups within an organization when agents are already playing the associated roles. This595

means that agents, when entering into an organization by adopting an organizational role, in principle596

have no information about what they could be asked to do in the future. At the same time, the organizational597

infrastructure implemented in JaCaMo does not provide any mechanism for agents to explicitly accept598

a given organizational goal or to negotiate any provision for it. This is, indeed, in contrast with what599

discussed in Section 3.600

JaCaMo provides various kinds of organizational artifacts that altogether allow encoding the601

state and behavior of an organization, in terms of groups, schemes and normative states. These602

organizational artifacts provide both the actions the agents will use (to take part in an organization and603

act upon it) and the observable properties that allow the state of the organization (and its evolution)604

to be perceived by the agents. Artifacts’ observable properties are automatically mapped to agents’605

beliefs. The main organizational artifacts are the following:606

• OrgBoard artifacts, which keep track of the overall current state of the organizational entity, one607

instance for each organization (optional);608

• GroupBoard artifacts, which manage the lifecycle of specific groups of agents, one for each609

group;610

• SchemeBoard artifacts, each of which manages the execution of one scheme;611

• NormativeBoard artifacts, used to maintain information concerning the agents’ compliance to612

norms.613
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giacomo bh_group bh_scheme

adoptRole(plumber)

obligation(companyA, n8, committed(companyA, install_plumbing, ...,) ...)

commitMission(install_plumbing)

obligation(companyA, ..., achieved(..., plumbing_installed, companyA), ...)

goalAchieved(plumbing_installed)

Figure 3. Interaction between the companyA agent and the organization in the building-a-house example.

5.1. Accountability Issues and their Reasons614

In order to explain the lack of accountability of JaCaMo, let’s now consider a scenario based on an615

excerpt of the building-a-house example presented in [11]:616

Example 2. An agent, called Giacomo, wants to build a house on a plot. In order to achieve the goal he will617

have to hire some specialized companies, and then ensure that the contractors coordinate and execute in the right618

order the various sub-goals. Some tasks depend on other tasks while some other tasks can be performed in parallel.619

This temporal ordering is specified in the functional specification of the scheme describing the process.620

As soon as the building phase starts, Giacomo creates a GroupBoard artifact, called here bh_group2,621

following the organization specification. Roles are gathered in a group that will, then, be responsible622

for the house construction. After that, he adopts his role and asks the hired agents to adopt theirs.623

Roles are adopted by executing an operation that is provided by the GroupBoard artifact. Finally, a624

SchemeBoard artifact, called bh_scheme is created. When all agents have adopted their roles (i.e. when625

the group is well-formed), this is added to the schemes the group is responsible for.626

After this step, the involved agents could be asked to commit to some “missions" – in JaCaMo627

the term ”commit“ does not refer to social commitments but it is used in a general sense. This628

is done by relying on obligations that are issued by the organization, according to the normative629

specification. Figure 3 shows the general interaction pattern which is used in JaCaMo for role630

adoption, mission distribution, and goal assignment, as it would be instantiated for a companyA631

agent, a plumber role and an install_plumbing mission (which in turn contains a plumbing_installed632

goal). Agent companyA is asked to commit to install_plumbing with an obligation of the form633

obligation(companyA, n8, committed(companyA, install_plumbing, ...), ...), where n8 is the norm634

that binds the plumber role with the install_plumbing mission in the normative specification. This does635

not yet mean the agent has to pursue the goal, this other obligation, however, may now be issued636

by the organization. Indeed, the main purpose of the SchemeBoard artifact, bh_scheme, is to keep637

track of which goals are ready to be pursued and create obligations for the agents accordingly. For638

2 For sake of discussion, the example is slightly revised with respect to the original version, presented in [11]. This includes a
change in the artifacts’ names.
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instance, when the plumbing_installed goal will be ready to be pursued, companyA will receive a new639

an obligation obligation(companyA, ..., achieved(..., plumbing_installed, companyA),...), and so640

forth with other organizational goals as soon as they become ready. Such obligations are observed by641

the agents and the corresponding internal goals are automatically created.642

Listing 1 shows an excerpt of the companyA agent. The above mentioned obligation, through the643

plan at line 15, creates the (internal) goal which is then pursued by following the plan at line 21. After644

that, the organizational goal is set as achieved, too, (line 19) using the goalAchieved operation provided645

by the SchemeBoard artifact.646

647

1task_roles (" Plumbing", [plumber ]).648

2649

3+! contract(Task ,GroupName)650

4: task_roles(Task ,Roles)651

5<- lookupArtifact(GroupName , GroupId );652

6for (. member(Role , Roles )) {653

7adoptRole(Role)[ artifact_id(GroupId )];654

8focus(GroupId)655

9}.656

10657

11+obligation(Ag,Norm ,committed(Ag ,Mission ,Scheme),Deadline)658

12: .my_name(Ag)659

13<- commitMission(Mission )[ artifact_name(Scheme )].660

14661

15+obligation(Ag,Norm ,What ,Deadline )[ artifact_id(ArtId)]662

16: .my_name(Ag) &663

17(satisfied(Scheme ,Goal)=What | done(Scheme ,Goal ,Ag)=What)664

18<- !Goal[scheme(Scheme )];665

19goalAchieved(Goal)[ artifact_id(ArtId )].666

20667

21+! plumbing_installed668

22<- installPlumbing.669
670

Listing 1. Excerpt of the Jason code of the companyA agent.

Now, let’s suppose that Giacomo decides to have an air conditioning system installed, a thing671

he had initially not thought of for this house. Suppose also that he wants to exploit the contracted672

companies to achieve this purpose, which is related to the house construction, but was not discussed.673

Let’s also suppose he decides to assign an air_conditioning_installed goal to the agent playing the674

plumber role. Giacomo’s exploitive plan would work because when an agent adopts a role in a group,675

that agent has no information about the tasks that could be assigned to it. The bh_scheme SchemeBoard676

artifact could even not have been created yet. In fact, tasks could be created independently of roles,677

and only subsequently associated with them. In the example, however, the companyA agent, playing the678

plumber role reasonably will not have a plan to achieve the air_conditioning_installed goal (indeed,679

it has no such plan). Thus, when the corresponding obligation is created, this will not be fulfilled.680

Given the above scenario, who could we consider accountable for the failure of the organizational681

goal air_conditioning_installed?682

• Should the agent playing the plumber role be held accountable? The agent violated its obligation683

but it could not have reasonably anticipated the goal’s introduction, which effectively made684

achievement impossible.685

• Should Giacomo be held accountable since he introduced an unachievable goal, however licit?686

• Perhaps the system itself ought to bear the brunt of accountability since it permits such kind of687

behavior? The system, however, doesn’t know agent capabilities.688

The inability to attribute accountability stems from the lack of adherence to Principles 4 and 5. Goal689

assignment is, in fact, performed through schemes, which can even be dynamically created and690

associated with an existing group. Moreover, the very independence between roles and goals violates691

Principle 4: when enacting a role in JaCaMo, agents do not have a say on the kind of goals they could692
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be assigned. For this reason they cannot be held accountable later for some organizational goal they693

haven’t achieved. The problem, here, is that JaCaMo’s organizational infrastructure agents don’t have694

the possibility to discuss with the organization about the acceptability of organizational goals, which695

is, instead, encoded in the goal agreement phase of the ADOPT protocol. In particular, it is impossible696

for agents to put before the organization the provisions needed to achieve a given organizational goal.697

This contradicts Principle 5.698

Another critical issue concerns the powers the agents gain by taking part into an organization.699

Following JaCaMo’s conceptual meta-model, the only ways for an agent to affect the organizational700

state are either to enter into a group, or to change the state of an organizational goal, e.g. by achieving701

it. In order to join a group, an agent must have access to the GroupBoard artifact which manages that702

group – indeed, the adoptRole operation is provided by that artifact. Similarly, to set an organizational703

goal as achieved, the agent must have access to the SchemeBoard artifact, which manages the execution704

of the scheme to which the goal belongs. From an accountability standpoint, then, the role adoption705

does not end when a given agent enters into a group, but only when a scheme is associated with the706

group and, consequently, the agent gains access to it. However, should a new scheme be added to the707

the group, the agents inside the group would also receive new powers (i.e., the powers to change the708

states of the goals in the new scheme). This clearly contradicts Principle 2 that requires a declaration709

of awareness of the powers, associated with a role, that should be done by each of its players. This710

awareness is, instead, guaranteed by the role adoption phase of the ADOPT accountability protocol.711

5.2. Achieving Accountability712

We now show how we implemented the ADOPT accountability protocol in JaCaMo. A new713

kind of artifact, called AccountabilityBoard artifact, was added to the organizational infrastructure to714

preserve modularity3. In other words, this addition did not affect the implementation of the other715

organizational artifacts, that were previously in JaCaMo. The new artifact supports both phases of716

ADOPT: the role adoption phase and the goal agreement phase. The artifact also provides some717

observable properties, informing the agents that focus on it about the overall state of the interaction.718

These observable properties represent the events occuring during the interaction, and allow encoding719

the created commitments. More precisely, the artifact keeps track, in the first phase, of which calls720

for roles are pending, of the agents’ replies, of which proposals have been accepted, and which have721

not, of which agents have successfully completed the role adoption, and which have failed. Later on,722

in the goal agreement phase, the observable properties encode which provisions were accepted and723

which were not, which goals were agreed upon by which agents (and with what kinds of provisions),724

which ones were refused, and which provisions were confirmed to be holding. All such observable725

properties are created by executing the above described operations on the accountability artifact. In726

case of inspection, the observable properties help to identify the accountable parties.727

Concerning role adoption phase, the artifact provides an organization with the operations to call728

for role players, and to accept or reject the agents’ proposals. Agents, on the other hand, are provided729

with the operations to answer calls (either by refusing, or by proposing themselves), to declare the730

acquisition of organizational powers and to declare a failure in the role adoption process. With respect731

to the power awareness declaration, we assume here that an agent acquires the powers to operate on a732

given scheme when the scheme is assigned to the group to which the agent belongs, and when the733

agent commits to the missions associated with its role in the scheme itself. To stipulate this awareness,734

the agent declares it has access both to the group and to the scheme artifacts, as player of the given role,735

which together define the scope of the agents’ actions in the organizational context. By doing so the736

agent ensures that it is conscious that it could be requested to achieve organizational goals defined in737

the given scheme as a role player in the given group (and it will have the possibility to refuse them or738

3 The source code of the AccountabilityBoard artifact can be found here http://di.unito.it/accountabilityboard.

http://di.unito.it/accountabilityboard
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agree to their achievement). Should a new scheme be added to a given group, agents inside it should739

renegotiate the terms of role adoption (by executing again the first phase of the protocol) in order740

to acquire the organizational powers needed to act on the new scheme, too. The AccountabilityBoard741

artifact operations which allow all these things are:742

callForRole(String addressee, String role): implements ADOPT’s call_for_proposal(adopt_role(Ag,743

R)). It allows the organization owner to open a call for a role, addressed to a given agent. An744

observable property pendingRole(addressee, role) is defined;745

refuseRole(String role): implements propose(adopt_role(Ag,R)). It allows agents to answer to a call for746

role, refusing to adopt it. Its execution creates an observable property refusedRole(agent, role);747

proposeForRole(String role): implements propose(adopt_role(Ag,R)), and allows agents to propose748

themselves as role players. It creates an observable property proposedForRole(agent, role);749

rejectProposalForRole(String proposer, String role): implements propose(adopt_role(Ag, R)), and750

allows an organization owner to reject a proposer agent’s proposal. An observable property751

roleProposalRejected(proposer, role) is created;752

acceptProposalForRole(String proposer, String role): implements accept_proposal(adopt_role(Ag,753

R)), and allows the organization owner to accept an agent’s proposal. It creates an observable754

property roleProposalAccepted(proposer, role);755

declareAdoptionSuccess(String role, String group, String scheme): implements756

inform(done(adopt_role(Ag, R))), and allows a role player to declare awareness of the powers757

given by scheme scheme, belonging to group group as a player of role R. An observable758

property powerAcquired(agent, role, group, scheme) is defined. The execution of this operation759

completes the role adoption phase of ADOPT;760

declareAdoptionFailure(String role, String group, String scheme): implements761

failure(done(adopt_role(Ag, R))), and allows an agent to inform the762

organization that its role adoption process failed. An observable property763

powerAcquisitionFailed(agent, role, group, scheme) is defined.764

With respect to the goal agreement phase of ADOPT, instead, the artifact provides operations to the765

agents for refusing a goal, for proposing themselves as goal achievers, for proposing provisions for it,766

for agreeing to pursue a goal when the provisions are accepted by the organization and for declaring767

goal achievement or failure. At the same time it allows the organization (i.e. the agent which is the768

organization owner) to open a call for goal achievement, to accept or reject provisions proposed by the769

agents and to declare that a given provision holds or not. In particular, the operations provided by the770

artifact are:771

callForGoal(String addressee, String goal): implements call_for_proposal(achieve(g)) and allows772

the organization owner to open a call for goal goal addressed to agent addressee, a773

pendingGoal(addressee, goal) observable property is defined;774

refuseGoal(String goal): implements ADOPT’s refuse(achieve(g)) and refuse(achieve(g,prov)). With775

this operation, an agent which a goal is addressed to can refuse to achieve it. A776

refusedGoal(agent, goal) observable property is defined;777

proposeProvision(String goal, String provision): realizes the propose(achieve(g), prov) message.778

An agent can propose a provision provision for goal goal assigned to it. A779

pendingProvision(agent, goal, provision) observable property is created;780

acceptProvision(String proposer, String goal, String provision): implements781

accept_proposal(achieve(g), prov) and allows the organization owner to accept a provision782

provision proposed by agent proposer for goal goal. An observable property783

acceptedProvision(proposer, goal, provision) is defined;784

rejectProvision(String proposer, String goal, String provision): conversely, implements785

reject_proposal(achieve(g), prov), and allows the organization owner to reject the provision786

proposed by the agent for the goal. A rejectedProvision(proposer, goal, provision) property787

is defined;788
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requestGoal(String addressee, String goal): implements request(achieve(g,prov)) in ADOPT. The789

organization owner asks addressee to agree to achieve goal since the provisions proposed by it790

have been accepted. A requestedGoal(addressee, goal) property is created;791

agreeGoal(String goal): implements agree(achieve(g, prov)) and allows an agent to agree to achieve a792

given goal previously requested. An agreedGoal(agent, goal) property is defined;793

informProvision(String goal, String provision): implements inform(done(prov)). The organization794

owner agent confirms that a provision provision related to a goal goal is currently holding. This795

operation defines an observable property holdingProvision(goal, provision);796

failureProvision(String provision): implements failure(prov). The organization owner agent797

declares that a provision provision related to a goal goal cannot hold. This operation defines an798

observable property failedProvision(provision).799

informGoal(String goal): implements inform(done(achieve(g,prov))). It allows an agent to confirm that800

a goal has been achieved. This operation defines an observable property achievedGoal(goal);801

failureGoal(String goal): implements failure(achieve(g,prov)). The agent declares that it has not been802

able to achieve goal goal. This operation defines an observable property failedGoal(goal).803

5.3. Building-a-house revisited804

Let’s, now, see how the AccountabilityBoard artifact supports the execution of the ADOPT805

protocol with the help of a revised version of our example4. In this case, before starting with the806

actual house construction, Giacomo will create an instance of the AccountabilityBoard artifact, thereby807

becoming the organization owner. This will allow it to execute organization-reserved operations on808

the artifact, such as acceptProposal, acceptProvision, confirmProvision, etc.809

The original implementation of the example presented in [11], also, includes a contracting phase810

before the building one, in which Giacomo hires the needed company agents and assigns roles to them811

through an auction mechanism. Thus, we mainly focus here on the agreement of goals. With respect812

to the first part of the protocol, however, agents, after having adopted their roles in the bh_group, still813

have to declare their awareness of the powers they are endowed with when the bh_scheme is assigned814

to the group. This is achieved by means of the plan reported in Listing 2. As soon as the scheme is815

added to the ones the bh_group is responsible for, agents inside it will focus on it (lines 7 and 11) and816

declare power awareness w.r.t. the bh_group and bh_scheme (line 8). At the same time they will commit817

to their missions as requested by the organizational infrastructure.818

819

1// declare powers awareness820

2+schemes(L)[ artifact_name(_,Group), workspace(_,_,W)]821

3: .my_name(Ag) &822

4play(Ag,Role ,Group)823

5<- for (. member(Scheme ,L)) {824

6lookupArtifact(Scheme ,ArtId )[wid(W)];825

7focus(ArtId)[wid(W)];826

8declareAdoptionSuccess(Role ,Group ,Scheme );827

9.concat(Group ,".",Scheme ,NBName );828

10lookupArtifact(NBName ,NBId)[wid(W)];829

11focus(NBId)[wid(W)];830

12}.831
832

Listing 2. Jason plan needed by an agent to declare powers awareness

Role players will now have the possibility to explicitly refuse or agree to pursue the organizational833

goals assigned to them (possibly asking for some provisions to hold) when asked by the organization834

owner. This is achieved by means of the plans reported in Listing 3. For instance, the plan at line835

2 is triggered when an acceptable goal (line 4) is proposed to the agent and there is no need to ask836

for provisions (line 5). In this case, the agent will simply propose a dummy true_prov provision to837

4 The full code of the revised example is available here http://di.unito.it/buildingahouse.

http://di.unito.it/buildingahouse
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achieve the goal (line 6). The plan at line 9 deals with an unacceptable goal (line 11). In this case the838

agent simply refuses it (line 12). The plan at line 15 allows the agent to propose a provision for a839

pending goal (line 17). Should the provision be accepted (line 22) and the goal requested (line 20), the840

agent would then agree to pursue the goal given the provision (line 23). Finally, the plan at line 26841

is triggered when a provision for a previously agreed goal is declared to hold. In this case the agent842

works in order to achieve the goal. An internal goal corresponding to the organizational one will be843

generated 30 and, if achieved, the organizational goal will be set to achieved (line 31), as well. As a844

final step, the goal will must be declared as achieved on the AccountabilityBoard, too (line 32).845

846

1//no provision needed847

2+pendingGoal(Ag,Goal)848

3: .my_name(Ag) &849

4acceptableGoal(Goal) &850

5not provision(Goal ,Prov)851

6<- proposeProvision(Goal , true_prov ).852

7853

8// refuse goal854

9+pendingGoal(Ag,Goal)855

10: .my_name(Ag) &856

11not acceptableGoal(Goal)857

12<- refuseGoal(Goal).858

13859

14// propose provision860

15+pendingGoal(Ag,Goal)861

16: .my_name(Ag) & acceptableGoal(Goal) & provision(Goal ,Prov)862

17<- proposeProvision(Goal ,Prov).863

18864

19//agree goal , provision accepted865

20+requestedGoal(Ag,Goal)866

21: .my_name(Ag) &867

22acceptedProvision(Ag,Goal ,_)868

23<- agreeGoal(Goal).869

24870

25// provision confirmed , must satisfy goal871

26+holdingProvision(Goal ,Prov)872

27: .my_name(Ag) &873

28agreedGoal(Ag,Goal) &874

29acceptedProvision(Ag,Goal ,Prov)875

30<- !Goal[scheme(Scheme )];876

31goalAchieved(Goal)[ artifact_id(ArtId )];877

32informGoal(Goal).878
879

Listing 3. Excerpt of the Jason plans needed by an agent playing a role in an organization to be compliant with
the goal agreement phase of ADOPT

Listing 4, in turn, shows an excerpt of the plans needed by Giacomo, as organization owner, to880

be compliant with the second phase of the ADOPT protocol. First of all, the plan at line 1 allows it to881

open a call for the achievement of a given goal (line 3) when the corresponding obligation is issued882

by the organizational infrastructure. The plans at lines 5 and 10, in particular, allow it to accept or883

reject provisions for goals asked by the role players (lines 7 and 12) depending on whether they seem884

acceptable or not (lines 6 and 11). If a provision is accepted, then the goal is requested to the agent, too885

(8). The plans at lines 14 and 19, finally, allow the organization owners to inform that a given provision886

which has been agreed by some agent for a goal is holding. To this end, the provision must be present887

in the agent’s belief base (i.e. the agent must believe that the proposition representing the provision is888

true).889

890

1+obligation(Ag,_,What ,_)[ artifact_id(ArtId )]891

2: (satisfied(Scheme ,Goal)=What | done(Scheme ,Goal ,Ag)=What)892

3<- callForGoal(Ag ,Goal).893

4894

5+pendingProvision(Agent ,Goal ,Provision)895

6: acceptableProvision(Goal ,Provision)896
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7<- acceptProvision(Agent ,Goal ,Provision );897

8requestGoal(Agent ,Goal).898

9899

10+pendingProvision(Agent ,Goal ,Provision)900

11: not acceptableProvision(Goal ,Provision)901

12<- rejectProvision(Agent ,Goal ,Provision ).902

13903

14+agreedGoal(Ag,Goal)904

15: acceptedProvision(Ag,Goal ,Prov) &905

16Prov906

17<- informProvision(Goal ,Prov).907

18908

19+Prov909

20: acceptedProvision(Ag,Goal ,Prov) &910

21not achievedGoal(Goal)911

22<- informProvision(Goal ,Prov).912
913

Listing 4. Jason plans needed by an organization owner agent to be compliant with the second phase of the
accountability protocol

Going back to the companyA agent, playing the plumber role, should an air_conditioning_installed914

(aci for short) goal be requested via call_for_proposal(achieve(aci)), the agent would have915

the legitimate possibility to refuse the proposal or to conditionally accept by specifying916

a provision. It could therefore ask that the walls be built in order to successfully install917

the air conditioning by adding provision(aci, walls_built). The plan in line 15 in Listing 3918

would be consequently triggered. As a result of executing proposeProvision, the following919

commitment would be created: C1 = C(companyA, Giacomo, accept_proposal(aci, walls_built) ∧920

request(achieve(aci, walls_built)), agree(achieve(aci, walls_built))). Giacomo in turn has921

the freedom to either accept or reject companyA’s proposal. Since in the scheme922

specification walls are built beforehand, Giacomo will reasonably accept the provision923

by executing the acceptProvision operation in line 7 of Listing 4, leading to the creation924

of the commitment C2 = C(Giacomo, companyA, request(achieve(aci, walls_built)) ∧925

agree(achieve(aci, walls_built)), in f orm(done(walls_built))). Moreover, it will subsequently execute926

requestGoal, which in turn detaches C1 and partially satisfies the antecedent in C2.927

At this point, companyA should agree to achieve the aci goal to satisfy C1, given928

walls_built. The agreement will also detach C2 and will create a commitment C3 =929

C(companyA, Giacomo, in f orm(done(walls_built)), in f orm(done(achieve(aci, walls_built)))).930

Giacomo will, then, execute informProvision, thereby satisfying C2 and detaching C3. As a931

final step, companyA will achieve the goal by installing the air conditioning (see plan 26 in Listing 3)932

and will communicate success via informGoal. After this step, C3 will be satisfied, and hopefully the933

house construction will be successfully completed as expected.934

At the same time, in case of organizational goal failure, an investigative entity, possibly Giacomo935

itself, could inspect the observable properties of the AccountabilityBoard artifact defined during the936

interaction, which altogether allow to reconstruct the previously described commitments, and, on937

this foundation, discern accountability comprehensively. For instance, should the walls not be built,938

Giacomo would not be able to inform companyA that the previously accepted provision walls_built939

holds. Consequently, companyA would not start to pursue the goal because C3 would not be detached.940

At the same time, this would cause the violation of commitment C2, which would correctly lead to941

considering Giacomo as accountable for the failure since it was Giacomo who failed to provide an942

agreed-upon provision. Similarly, should the provision hold and companyA not pursue the goal and943

therefore be unable to preform informGoal, the violation of commitment C3 would allow to consider944

the company agent itself accountable. In any case, the investigation process is outside the scope of this945

work but the infrastructure provided by the artifact keeps track of the necessary information.946
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6. Impact and Discussion947

MASs have demonstrated to be a viable approach for developing complex, distributed systems.948

Indeed, several methodologies for designing MASs have been discussed in literature [1–4,6,7] and,949

correspondingly, different agent platforms [5,8–11] have been proposed as technological means for950

practically implementing distributed applications. As discussed in Section 2, most of these design951

methodologies and platforms adopt the organizational metaphor as a way for distributing and952

coordinating agents. The organization provides a functional decomposition of organizational goals953

into sub-goals that can be assigned to agents. In addition, norms and obligations arising within an954

organization specify the good conduct of agents. As we have already pointed out, this approach955

has been criticized by some recent works [13,16], since such organizations lack of a fundamental956

characterization: the specification of accountability relationships among the agents. In [13], the need for957

accountability relationships is motivated by the necessity of robustness even in open and dynamic958

environments. Open systems, in fact, are particularly challenging from the point of view of software959

engineering because agents see an organization as a complex resource to be used in order to get960

their own goals, that may not match with the organizational ones. As shown in [16], the functional961

decomposition of organizational goals, and their attribution to agents is not a viable solution for962

assuring software robustness. In fact, when an agent fails an obligation and does not achieve a goal, it963

cannot be held accountable since the contextual information are not sufficient to find out the causes,964

and hence assign the blame. Did the agent have the control over the goal? In other words, did the965

agent have a plan for reaching the goal? Was it legitimate from the point of the organization to expect966

that the agent had and used such a plan? The impossibility to precisely determine the causes of a967

failure makes the overall system vulnerable and poorly debugged.968

ADOPT provides a mechanism for answering the above questions. By imposing agents to follow969

a protocol, for enacting a role and for explicitly agreeing to accomplish a goal, our approach makes970

agents accountable for their activities within the organization. When an agent agrees to achieve a goal,971

it implicitly declares to have control over that goal. This is consistent with the fact that agents are not972

inspectable, and hence only the agent itself knows the tasks it can perform. On the other hand, the973

agent’s declaration allows an organization to justly expect that the agent will bring about the goal974

condition. When an agent fails to achieve a goal, thus, the fault can be easily isolated in the agent, if it975

agreed with the goal, or in the organization, if it assigned that goal to an agent despite the agent had976

not previously accepted the goal. The ADOPT protocol is specified in terms of social commitments.977

Commitments are indeed a powerful software engineering tool, since they provide a standard for978

agent correctness. To verify the compliance of an agent to a protocol, in fact, it is sufficient to verify979

whether the agent is capable to fulfill the commitments associated with a specific protocol role. This980

paves the way to methodologies for implementing agents driven by the commitments (see e.g., the981

CoSE methodology [63]), and also mechanisms of agent type checking in which agent behaviors are982

typed with the set of commitments they make progress [64].983

Concerning human organizations, business ethics and compliance programs and, more in general,984

self-regulatory initiatives are becoming more and more central [20,21,65,66], bringing to the forefront985

the importance of accountability. Many organizations and companies voluntarily adopt monitoring986

and accountability frameworks, e.g. [20,21], or comply to social accountability standards, like [67],987

which aim at increasing awareness about values (like health and safety, sustainability, no use of child988

labor, gender equality, etc.) and also behaviors that account for such values. Principals must be held989

accountable for their (mis)behavior and, therefore, provide feedback about the reasons of performance.990

Accountability frameworks vary considerably, depending on the kind of actors that are involved, on the991

kind of commitments, on the activities that may be put under scrutiny. Figure 4 summarizes a general992

cycle that can be found (declined in many ways) in many organizations5. An accountability framework993

5 The picture is inspired by the framework schemas described in [20,22].
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Figure 4. A general scheme for accountability frameworks.
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Figure 5. Types of self-regulatory initiatives within individual civil social organizations [24].

relies on further frameworks, not in the picture for simplicity: for monitoring, for risk assessment,994

for managing complaints responses. Of these, the monitoring framework is strictly necessary, as995

monitoring pairs with and completes the obligation to report that is inherent in accountability.996

Developing and implementing self-regulatory initiatives is a difficult task which requires human997

and financial resources. Stronger compliance mechanisms risk reducing participation to a small group998

of well-resourced organizations. Smaller organizations, often those most in need of support to improve999

quality and accountability, may be unable to participate [24]. Figure 5 shows the mechanisms through1000

which self-regulation is realized: more often than not, realization of compliance (and its assessment)1001

requires the intervention of external agencies and auditors. Informal structures have a limited impact.1002

Accountability frameworks are currently very little supported by software and information systems.1003

The commitments that involve the parties are basically hand-written by filling in forms [22,23] and1004

the assessment of satisfaction or violation, of the involved liabilities, as well as the actual accounting1005

process are totally handled by authorized human parties [24]. The problem is that when accountability1006

channels are informal or ambiguous in the long run all these processes will be thwarted, leading to1007

little effectiveness and poor performance, in particular when cross-organizational relationships must be1008

established and maintained.1009

The proposal presented in this paper can help in supporting organizations, big and small, in1010

realizing self-regulatory initiatives. Specifically, it allows creating software support to the commitment1011

creation phase, the monitoring of the act phase, and the identification of the accountable parties who should1012

report about circumstances under scrutiny. The subsequent revision, embodied by the review and1013

learn phases, will instead be carried out by the involved principals. This can be done because the1014

way in which accontability is modeled finds correspondence in the way accountability is understood1015

in human accountability frameworks. Most of these, among which [20,22,23,65,66], share a common1016
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interpretation of accountability, that is well described by [68] as a relationship between two or more1017

parties that implies responsibilities and consequences, among which the obligation to take responsibility1018

(belonging to the development of commitments and to the act phase), to demonstrate performance, to1019

review. In particular, taking responsibility belongs to the development of commitments and to the act1020

phase: it entails awareness to answer for what was (not) accomplished and also for the means used1021

in the effort. Expectations about outcomes are intended to be agreed expectations (even in hierarchic1022

contexts), and to stem from either a formal or informal agreement on what should be accomplished.1023

7. Conclusion1024

Accountability is important asset in human societies. In this paper we have shown how1025

accountability plays a central role also in MAS engineering. Specifically, we have argued that1026

while MASs rely on the metaphor of (human) organizations as a way for distributing goals, and1027

for establishing norms of good behavior, the organizational models in the state of art are inadequate1028

for developing robust open systems. In open systems, the agents see an organization as a means1029

for reaching their own goals, which may not coincide with the organizational ones. Thus, when an1030

organization assigns a goal to an agent, that organization cannot hold the expectation that the agent1031

will pursue that goal. This poses a question about the robustness of an open MAS, which can only be1032

obtained by relying on the commitments, that each agent voluntarily takes towards the organization1033

as a whole. This is the rationale that has driven us in proposing the ADOPT protocol, whose objective1034

is to make agents and the organization, to which they belong, mutually accountable.1035

We plan to continue this study along two main research directions. The first concerns the1036

specification of a conceptual model of accountability for use in MASs. We believe the notions of1037

expectation and of control to be at the heart of accountability, and find a challenge in capturing1038

the relational nature of this concept. Among the repercussions of such a model lies the possibility1039

to provide organizations with a tool that will enable them to evaluate, and possibly improve, the1040

processes put in place as well as the whole organizational structure. The second is to account in1041

the model, and also in the protocol, also for a notion of negative accountability. This means not only1042

accounting for what agents should have achieved and have not, but also for active interferences, by1043

which agents may impede social progress. In addition, the ADOPT protocol presented in this paper1044

could be complemented with some reasoning mechanism on the forum side. ADOPT, in fact, aims1045

at tracing, during the interaction, the relevant information for the computation of accountability, but1046

it does not address how to use such information to identify who is accountable. Indeed, this is the1047

task of the forum [38]. A possible way to support the forum, thus, could be represented by the Delphi1048

protocol, whose first formalization in terms of a MAS organization is given in [69] by means of the1049

INGENIAS [70] methodology. In the Delphi protocol, a client submits to a group of experts a question,1050

and one, or more, monitor agent(s) sets up an iterative interaction among the experts until a consensus1051

is reached about the answer to the question. A similar mechanisms for consensus reaching can be1052

adopted for automating, at least in part, the task of the forum.1053

Supplementary Materials: The source code of the AccountabilityBoard artifact and of the examples presented in1054

Section 5 is available at http://di.unito.it/adoptjacamo.1055
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CNP Contract Net Protocol
CTL Computation Tree Logic
CTLC Computation Tree Logic with Commitment Modality
CTLK Computation Tree Logic with Epistemic Modality
FIPA Foundation for Intelligent Physical Agents
IOSE Interaction Oriented Software Engineering
MAS Multiagent System
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