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• ANWB Drive Safely is a car insurance offered by Dutch motorist 
association ANWB. The driver gets a discount on the premiums 
when driving safely. The safer the driving, the higher the discount. 

• Driving behavior is measured by a device that is placed in the car, 
connected to the car management system. It measures four driving 
aspects: speed, acceleration, slowing down and taking turns. The 
assessment of these four aspects is converted into a driving score. 
Only the score is sent to the insurance company’s servers. 

• The discount is based on the average driving score calculated over 
three months. Safe driving is defined as follows: the customer 
should observe the rules of the road (such as speed limits), adapt to 
other road users, adapt to circumstances (e.g. construction works or 
slippery road), take turns calmly, accelerate smoothly and do not 
brake abruptly.

Example
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• This Drive Safely initiative sounds like a good idea. Such initiatives can 
make the road more safe. However, there are concerns about privacy 
and data protection. 

• The new General Data Protection Regulation (GDPR) that will enter into 
force in the EU 2018, defines profiling as “any form of automated 
processing of personal data consisting of the use of personal data to 
evaluate certain personal aspects relating to a natural person, in 
particular to analyze or predict aspects concerning that natural person's 
performance at work, economic situation, health, personal preferences, 
interests, reliability, behavior, location or movements.”  (par 71)

Q1. Is the Drive Safe initiative considered profiling? [ yes ] 

Q2. Is it allowed? [ yes; provided informed consent ] 

Q3. If allowed, how can ANWB justify the premium, later? 

Example
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• Algorithmic accountability. Information systems are more and more 
pervasive; making decisions that crucially affect people’s lives. 

• Some person (human or legal) is responsible for the decisions being 
made by the system. Looking back, she is also accountable for the 
outcomes. Legally, she may even by liable, in case of damages. 

• That means that the system should be designed in such a way that 
decisions can be justified later, so the person can be held accountable: 

• evidence of the data and decision rule that were actually used to 
generate a decision (outcome control), 

• or, evidence that the system is set-up in such a way that it follows 
proper processes and uses proper data (behavioural control). 

(compare Eisenhardt 1985)

Problem
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• Agents are responsible for their actions, because they have a choice 
(free will). Responsibility is forward looking. 

• Agents are accountable for their actions to others, who depend on the 
outcome of the actions. Accountability is backward looking. 

• Van De Poel (2011): necessary conditions to be held accountable  
a. Capacity. The agent must be able to act responsibly (including 

‘free will’). But when the agent is under pressure or coerced, or 
mentally or physically disabled, she is no longer accountable. 

b. Wrongdoing. Something must be at fault. The agent failed to avoid 
undesired condition X. Or, the agent transgressed duty D.

c. Causality. The agent is instrumental in causing some undesired 
condition X. Either the agent is generally able to influence 
occurrence of X or transgression of duty D causes X to occur. 

• The notions of blame and liability look similar, but are different. 

Some terminology 
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• Nissenbaum (1994): “accountability is systematically undermined in 
our computerized society” (p 73).  

• Four barriers to accountability:

1. problem of many hands: software is produced by groups, 
collectives or corporations, and, software itself is modular. 

2. bugs: errors are inevitable, for a complex system. This attitude 
makes it easy to avoid accountability; it can’t be helped. 

3. computer as scapegoat: this creates sympathy, but avoids the 
role of the responsible people behind the error.  

4. ownership without liability: debate about software ownership 
(e.g. patents) avoids responsibilities!  (compare aircraft)

Computing and Accountability
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• Accountability is about the attitude of social agents towards 
technology; it concerns socio-technical systems. These can be 
fruitfully studied and understood using MAS techniques.   

• Accountability is especially relevant to agent systems
• Accountability requires a reflective agent architecture
• Logics for practical reasoning, are especially useful when 

studying accountability conditions (Broersen)
• Fault detection (diagnosis) is AI (Reiter 1987; De Kleer 1987)

• Accountability is especially relevant to multi-agent systems 
• MAS are distributed systems: problem of many hands
• MAS display emergent behaviour; faults are hard to trace

• Accountability relations involve social interaction. 

Accountability and MAS
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A THEORY OF DIAGNOSIS FROM FIRST PRINCIPLES 79 

f o r m u l a  o f  t he  f o r m  AB(Cl) V - - "  v AB(Ck) , f o r  t h e n ,  s ince  SD [30BS I--AB(CI) V 
• "" v AB(Ck), we have SDt3OBSLJ {TAB(Cl) , . . .  ,"aAB(Ck) } inconsistent, 
whence { C l , . . .  ,ck} is a conflict set. This appears to be the basis for 
computing suspects used by Genesereth 's  DART program [7]. 

In particular applications TP might profitably be realized by special purpose 
theorem provers, e.g. constraint propagation techniques for solving systems of 
equations, as used by Davis [4] and de Kleer and Williams [6]. 

Whatever  the theorem proving techniques used by TP, it should probably be 
implemented in such a way that intermediate computations obtained while 
computing a conflict set are cached for possible use in subsequent calls to TP. 

(3) If the function TP can be realized so that it returns only minimal conflict 
sets, then in the generation of a pruned HS-tree,  no edge will ever be marked 
redundant so that in this circumstance we can simplify the tree generation 
algorithm. 

(4) Because pruned HS-trees are generated breadth-first, diagnoses are 
computed in order of increasing cardinality. Thus, all of the diagnoses involv- 
ing just a single component  are determined by those nodes labeled by ~/ at 
level 14 in the tree, and these are computed before the level-2 nodes which 
determine the diagnoses involving two components,  etc. If, for some reason, 
we believe that diagnoses of cardinality greater than k are highly improbable, 
or if we are interested only in diagnoses of cardinality k or less, then DIAGNOSE 
can stop growing the HS-tree at level k. 

Example 4.9. Figure 8 illustrates a device first introduced by Davis [4], and 
subsequently extensively analyzed by de Kleer and Williams [6]. The device 
has 5 components,  M 1, M2, M3, A1, and A 2. The observation is given by: 

in l (M,)  = 3 ,  in2(M, ) = 2 ,  

inl(M3) = 3 ,  in2(M3) = 2 ,  

inl(M2) = 3 ,  in2(Mz) = 2 ,  

out(A1) = 10, out(A2) = 12. 

I A1 I 10_ 

2 ~ M2 
-I -[ A2 12 

2 I - -1  
FIG. 8. A device with observed inputs and outputs. M~, M2, and M 3 a re  multipliers; A~ and A 2 a re  
adders. 

4 The root node is at level 0. 

Fault Detection (Diagnosis)

8

(Reiter 1987; De Kleer 1987)

80 R. REITER 

We omit a full specification of the system description; it will involve axioms 
specifying how the components normally behave, together with axioms about 
addition and multiplication of integers. 

For example, the normal behaviour of a multiplier will be specified by: 

MULTIPLIER(m) A --]AB(m) ~ out(m) = inl(m) * in2(m) . 

The system description will also contain axioms describing how the components 
are interconnected, e.g. 

out(M1) = inl(A1) , out(M2) = in2(A 1) , 

out(M2) = i n l ( A : ) ,  etc. 

{m.,~,A1} 

/ "  
{M3 ,A2,MI,AI} / 

FIG. 9. A pruned HS-tree for Example 4.9. 

{i't3 ,A2,M1 ,A1 } 

{MI,M2,AI,A2 / {MI,M2,AI} V 

/ × 

FIG. 10. A pruned HS-tree for Example 4.9. 

x~ / x 

What is the minimal set of observations, in order to determine 
which component is at fault? 



• Norm as a ‘filter condition’ 

Agent Architectures for Compliance
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Burgemeestre et al 2009

2 Cognitive Agent Architectures

Belowwe discuss a number of general cognitive agent architectures. We determine what
it means to be compliant given the capabilities offered by each architecture.

2.1 Perception and action

The most simple agent architecture consists of two modules: perception and action [26].
These are linked in a feedback-control loop (Figure 1). Therefore this architecture is
called a reactive agent architecture. The agents behaviour is determined by a data struc-
ture called policy ⇡: a set of situation-action pairs s ! a, which specify for each pos-
sible situation s, what appropriate actions a would be. The policy is non-deterministic:
several actions may be possible in a situation. The perception module determines on
the basis of observations what situation the agent is likely to be in. Perception may be
wrong. The agent has a (limited) memory of the previous situations it has been in. These
may be called its beliefs. The action module simply executes the action suggested by
the policy. Not all actions will be successful.

perception

action

world

policy

control beliefs
+/-

Fig. 1. Perception and Action

If we compare this to the business world, there are similarities with the way a com-
pany is run. The daily operations are usually determined by business processes and
standardised operating procedures. Like the policy data structure, processes and proce-
dures outline for known situations what to do.

What does it mean to be compliant given this architecture? In a reactive architecture,
being compliant to a norm can in principle be implemented in two ways:

1. Adapt the perception module to send a warning signal when the next move is likely
to lead to a violation, and to send an alert when detecting an actual violation. This
is called self monitoring. Adapt the action module to suspend all actions after a
warning and undo the previous move after an alert. This is called self control.

2. Adapt the policy data-structure and filter out all situation-action pairs which are
known to lead to a violation. Depending on the computational complexity, such
readjustment can be done either immediately after a warning or an alert, or off-line.
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Fig. 2. Perception, planning and action

When we compare such reflective capabilities to the business world, the so called
Deming Cycle comes to mind: plan-do-check-act [12]. Variants of this management
control cycle are very influential in management approaches to quality control, risk
management or information security. Plan and do correspond to our planning and ac-
tion. Check (or study) refers to all kinds of learning and evaluation. This corresponds to
our perception. Act refers to making decisions: altering the plan, based on the outcome
of the evaluation. This is modelled here by the control module. Learning is also one of
the cornerstones of capability maturity models [17]. In other words: mature organisa-
tions have the ability to learn, evaluate and adjust their behaviour.

What does it mean to be compliant in a deliberative architecture? Again, we can
adjust execution by adding self monitoring and self control to the perception and action
modules, or we can adjust the data-structures which generate the behaviour. The policy
data structure is now replaced by goals and plans. In general, there are two ways of
adjusting plans and goals to address compliance: by filtering out potential violations
from existing plans and goals [23], or by adopting a norm as a new goal [6, 8, 13].

Filtering We can deal with compliance in three different ways: (1) filter the plan li-
brary (no capability to violate), (2) filter the adopted plans and goals (no intention to
violate), and (3) filter the potential goals (no desire to violate). Filtering the plan library
(option 1) can be done off-line. It needs an algorithm to scan all recipes for potential
violations. Such recipes are then suppressed: they receive a special status such that they
will never be adopted. This is essentially the compliancy approach of Meneguzzi and
Luck [23], implemented in the AgentSpeak programming language.

Option 1 assumes that possible violations can be detected out of context. But in
general violations are context dependent. Consider an agent intending to “go as fast as
possible given the condition of the terrain”. We can’t decide off-line if this plan would
violate a speed limit of 30 km/h. Or consider a budget of $20. Buying fuel ($8), tires
($11) and a new mirror ($3) will add up to a violation, but it is unclear which goal con-
stitutes ‘the’ violation. Therefore potential violations need to be assessed in conjunction
with current beliefs and relevant other goals. This can be done under option 2. Option 3
suffers from a similar problem: potentially illegal desires cannot be detected off-line.

• Norm as a constraint on plans in the plan library 

• Norm as a filter on adoption 

Agent Architectures for Compliance
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Fig. 3. Perception, goal generation, planning and action

What does it mean to be compliant in such an architecture? All previously men-
tioned ways of being compliant will work here too: self monitoring and self control, as
well as adjusting the plans and goals or even the priority order guiding decision making.
Given that resources (money, energy, time) are limited, adopting a norm as a goal means
that other goals can no longer be achieved. Norms may conflict with individual desires,
with reality, with previous intentions or with other norms. So norm adoption creates
dilemmas; it requires a form of conflict resolution. Because agents are autonomous, we
cannot ensure an agent will always adopt a norm. At least the agent should be aware of
the consequences of possible violations such as sanctions or loss of reputation. When
an agent nevertheless decides to violate a norm this should be a conscious decision.

How can dilemmas be resolved? A priority order determines how an agent will
make choices. In the BOID, priorities are fixed by agent type. In general, the relative
importance of goals is linked to social values [30]. In the business world, consider
values like profit, safety, or quality. Such values are embedded in the corporate culture.
For example, a culture which values short term profits over security – as apparent from
payment and incentive schemes – will be more likely to lead to behaviour which violates
a security norm, than a culture which values security over profits.

Social values may look vague, but fortunately, there has been progress in the com-
putational representation of argumentation systems based on social values, see Atkin-
son et al [1]. Decision making is a form of practical reasoning. Crucial is what counts
as a justification for an action. In a BDI architecture justification is essentially based
on goals.But how are goals justified? Social values account for the fact that people
may disagree upon an issue even though it would seem to be rational [30]. That means
that justification becomes a matter of debate. Like in legal theory, it doesn’t matter
who is right; what matters is who can construct the most convincing argument and de-
fend against counter arguments. An argument starts with a position [1]: “In the current
circumstances s, we should perform action a, to achieve consequences s0, which will
realise some goal g, which will promote some value v.” A position can be attacked
by critical questions, which seek to undermine the underlying assumptions (Table 1).
Critical questions provide a kind of quality test for the justification of a decision.

• Norm as a maintenance goal

Agent Architectures for Compliance
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• What kinds of properties can be monitored?

• Monitoring norms under the condition of imperfect observability 
(Alechina, Dastani, Logan 2014)  

MAS and Monitoring  
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• A lot of emphasis on an audit trail, that allows to trace who did what. 

• Accountability =\= traceability 

• First, traceability of actions is not always necessary. One can also 
use the outcomes of a process, rather than the way it was carried 
out, to hold someone accountable. Compare the difference between 
outcome control and behavioral control (Eisenhardt 1985). 

• Second, traceability is not enough. What is needed in addition is a 
social mechanism of holding the agent accountable: someone must 
evaluate the audit trail and confront the agent with possible faults. 

Accountability and Traceability 
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• Actor: feels obliged to report about conduct, to forum 

• Forum: some ‘significant other’, e.g. clients, general public, God, ...

• Can be specified as a dialogue game (Burgemeestre et al 2011)

Accountability as a dialogue
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Bovens identifies 5 necessary conditions:
• (1) public accessibility of the account giving—and not purely 

internal, discrete informing; 
• (2) explanation and justification of conduct—and not propaganda, or 

the provision of information or instructions to the general public; 
• (3) the explanation should be directed at a specific forum—and not 

be given at random; 
• (4) the actor must feel obliged to come forward—instead of being at 

liberty to provide any account whatsoever; and 
• (5) there must be a possibility for debate and judgment, including an 

optional imposition of (informal) sanctions, by the forum—and not a 
monologue without engagement” (Bovens, 2005) (p 185)

Accountability
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• Accountability: management must provide reliable evidence of financial results 
(compliance) to stakeholder (regulator)  

• Paradox: evidence is generated by procedures and information systems, which 
are controlled by the party being regulated

• Internal controls: precautions built into the processes, information systems and 
governance structure to ensure reliability

• Audit: provide assurance over reliability (accuracy and completeness) of the 
evidence, and hence over reliability of internal controls

Audit and  Agency Theory 
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• Requirements for an accountability relation (compare Grice)

• Reliable reporting (accurate and complete). Effectuated by 
internal controls, built into processes and systems. 

• Existence of a some standard or norm, to compare. 

• From Bovens: Specific, independent and critical forum. Powerful 
enough to have a credible claim to sanctions. Expertise to 
evaluate and pass judgment. 

Designing for Accountability 
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• Data drives modern society. 

• Citizens’ rights are being threatened; citizens feel uninformed or 
even powerless towards these large organizations when consenting 
to new data practices 

• General Data Protection Regulation

• compliance by design

• duty to report breaches of security 

• right to be forgotten

• privacy officer

• profiling forbidden, unless … 

• But ... 

Problem
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• The notion of informed consent, on which much legal doctrines to 
protect personal data are based, is ineffective in practice (Schermer, 
Custers, & van der Hof, 2014; van Boom, Giesen, & Verheij, 2008). 

• contract terms on data protection are often hidden in complex 
sets of standard terms. 

• consumers tend to easily accept standard contract terms, 
regardless whether they really understand the consequences. 

• consumers often agree because there is no real alternative.

GDPR has a number of flaws (i)
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• Current public law legislation only covers the collection and 
processing of personal data, i.e. about individuals. Data concerning 
groups is not regulated (Taylor, Floridi, & van der Sloot, 2017). 

• Control over how data is being used is not covered either. 

• Practices like automated decision making (profiling) are obscure and 
very hard to regulate (accountability of algorithms)

GDPR has a number of flaws (ii)
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• Supervision is largely based on corporate compliance, embedded in 
a public law framework. 

• Companies make privacy policies, but compliance to these 
policies is hardly ever tested. 

• In case of violations, regulators can only take action after the fact 
and in individual situations measures can be taken. 

• There is insufficient enforcement capacity 

• No role for individual end users

GDPR has a number of flaws (iii)
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• We argue that private law instruments could empower consumers to 
take data protection into their own hands. The existing public law 
data protection framework remains valuable as a ‘last resort’

• Purpose binding. The notion of ‘purpose’ remains central in the 
GDPR (minimize data collecting; minimize storage duration, 
unless needed for given purpose). What evidence? The contract. 

• Counter offer In many business models, consumers essentially 
‘pay’ for services by providing personal data. 

• Consumer empowerment. Collectively consumers have power 
over an organization. The organization needs the data. When 
contracts are individually negotiable, the user remains in power. 
He or she could withdraw consent at any moment. When users 
organize themselves in collectives, they can leverage that power 

Proposal
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• Currently, contract law falls short, since the notions consent and 
considerations are not fit for purpose when payment with personal 
data instead of money is at stake. 

• Clauses in standard contract terms (“small print”) that include the 
collection or use of personal data are not yet protected by law. For 
instance, clauses in standard contract terms that exclude or limit 
damages in relation to consumer, or clauses in standard contract 
terms that force consumer to bring their dispute to a court of 
arbitration instead of the civil court, are unfair to consumers (art. 
6:236/237 BW). 

• Unfair contract terms that lead to consumers being in a possible 
worse situation than professional contract parties are not allowed 
according to Dutch and European contract law [HvJ Océano, 
Pannon, Mostaza Claro etc.] 

Strengthening data protection rights in contracts 
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• An organization and a user jointly agree on a data policy. The policy 
clearly states which data are collected, for which purpose, and 
against which compensation. 

• Some trusted infrastructure monitors the way data is actually being 
used and provides frequent reports, for example through a 
dashboard. 

• Using these reports, stakeholders can determine whether 
organizations conform to the policies.

• If not, stakeholders can take action: raise awareness, withdraw 
consent, or negotiate a better compensation. Collectively 
stakeholders have a lot of power. 

Strengthening enforcement 
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• What is needed in terms of software support and environment?

• A framework to help users negotiate sensible contracts that take data 
collection and usage into account. 

• A data infrastructure with built-in mechanisms for monitoring adherence 
to these terms and conditions 

• Governance structure with opportunities for challenging the 
organization, and passing judgment. 

• Social network tools, to mobilize a forum, of similar users. 

System requirements
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Towards a framework
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• According to Bovens it is, when 

1. public accessibility:  access limited to meta-data, not content, 
and only within a closed community [ feasible ] 

2. explanation and justification of conduct:  relates to objectives, 
values and policies that were agreed.  [ functionality ] 

3. directed at specific forum: must be mobilized; can be done, 
based on data-driven business model [ functionality ] 

4. actor must feel obliged: powerful enough? [ legal action ]

5. possibility for debate and possibly sanctions [ ability to block ] 

Is this a case of accountability?
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Compliant Norwegian 
Consumer Council 
against Runkeeper
(2016)  

Example
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sports_tracker, 2017-04-27 14:03:04, http://www.e3value.com/
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• User may provide:
• Access to location data [Y/N]
• Personal data [Y/N]
• Right to share aggregated data in community (anonymous) [Y/N]
• Right to share sports related data in community (traceable) [Y/N]
• Contributions to community [ text ]

• Tracker may provide
• Tracker functionality, only if user provides access to location data
• Additional services, only if user provides access to location and 

personal data, and allows tracker to share aggregated location data 
with other users (anonymous) 

• Community services, only if user provides access to location and 
personal data, and allows tracker to share aggregated location data 
with other users, under community ID 

Example
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• Process model

• Need collaboration of 
mobile platforms (iOS, 
Android) to install a kind 
of App-fire-wall: 

• monitoring and filtering 
of different kinds of data 
according to policy rules

Example 
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• Accountability is crucial for our computerized society, but is harmed. 
• Accountability is a real MAS topic. 

• distributed; fault detection and diagnosis; practical reasoning 
• A solution lies in treating accountability as a dialogue with a forum. 

• find a powerful forum (e.g. community of users / data subjects)
• provide tools to negotiate better contracts, and monitor
• allow a debate, and possibly sanction (collective action)

• Application domain: data protection (give subjects control over data)
• could be based on private law
• empower individual end-users
• simple tools; understandable; rooted in existing platforms 

Conclusions
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