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Abstract

In this paper we present the CRUTIAL approach to
model and quantify (inter)dependencies between the Elec-
trical Infrastructure (EI) and the Information Infrastruc-
tures (II) that implements the EI control and monitoring sys-
tem. The quantification is achieved through the integration
of two models: one that concentrates more on the structure
of the power grid and its physical quantities and one that
concentrates on the behaviour of the control system sup-
ported by the II. The modelling approach is exemplified on
a scenario whose goal is to study the effects of a II par-
tial failure (a denial of service attack that compromises the
communication network) on the remote control of the EI.

1. Introduction

This paper describes the approach that has been pur-
sued in the European project CRUTIAL [9] to use stochas-
tic modelling techniques to model and quantify interdepen-
dencies in the Electrical Power Systems (EPS). The main
challenge for CRUTIAL is to make power control resilient
in spite of threats to their information and communication
infrastructures. Considering the crucial role of control sys-
tems in governing the quality and the stability of the elec-
tric power service, it is considered of great importance for
the utilities operating the infrastructures to have tools for
analysing threat impacts and technologies for avoiding, or
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limiting, most serious consequences. The project focuses
on the electrical infrastructure (EI) and the information in-
frastructures (II), by considering different topology realms
and different kinds of risk. CRUTIAL addresses a num-
ber of problems in the field, in particular architectural so-
lutions have been devised to make EPS more resilient to
cyber attacks and testbeds have been implemented to check
the proposed solutions on contexts that emulate, on a nec-
essarily small scale, the EPS behaviour. In order to master
the complex mechanisms of global failures, particular focus
was put on the study and modelling of the types of failures
that are characteristic of interdependent critical infrastruc-
tures. Although the modelling of such failures has received
increasing interest in the last years after the large blackouts
of electric power transmission systems in 1996 and 2003,
there is still no definite understanding on EPS interdepen-
dencies, and on the techniques to evaluate the the impact of
cascading, escalating and common cause failures.

The effort of CRUTIAL has addressed a number of sce-
narios, mainly patterns of interaction between II and EI. In
this paper the most critical scenario described in [13] has
been selected for experimenting with the CRUTIAL Mod-
elling Framework. This scenario explores the security of
the communications between the Transmission and Distri-
bution System Operators under emergency operating condi-
tions, assessing the possible cascading effects of ICT threats
to the communication channels connecting the TSO and
the DSO Control Centres (TSO CC and DSO CC respec-
tively) and the Substation Monitoring Control and Defence
Terminal Units (MCD-TUs). Cyber attacks carried out un-
der emergency conditions, when defence actions have to be
performed under strict real time constraints, can cause se-



vere damages, like inhibiting the proper execution of the
required automatic load shedding actions. Load reduction
usually occurs when the power system is exposed to distur-
bances due to deficiency conditions (faults, loss of gener-
ation, switching errors, etc) [8]. Major disturbances may
have a dramatic impact on the performance of the power
system, requiring fast and reliable load shedding actions
which must be set and timed properly: inappropriate load
reduction caused by the execution of an improper load shed-
ding scheme may be inefficient and even cause cascading
effects.
Modelling effort in CRUTIAL and paper contribution.
The modelling framework addressed by CRUTIAL [9] in-
cludes both qualitative and quantitative analysis and evalu-
ation methods. Qualitative models have been defined that
capture the interaction of EI and II [17] and that have led to
the definition of a new class of automata [12]. Qualitative
modelling will not be discussed in this paper.

To provide a quantitative evaluation of the impact of II
failure on the global EPS behaviour two main approaches
have been pursued. The first one is based on an integration
of a Stochastic Activity Network (SAN) [10, 18] model of
the EPS with techniques imported from the power engineer-
ing field to model and simulate the electrical state of the
EPS. This approach (that we shall call SAN for short) al-
lows a rather detailed model of the structure of the EPS,
although the model of the control algorithms and of the
counter measure that takes place upon a failure are treated at
a rather abstract level. The second one is based on Stochas-
tic Well-formed Net (SWN) [2, 14] and is more centred
around the protocols addressed by the scenario, so it can
represent in some detail the scenarios, but it has to make
stochastic assumptions on the EI behaviour.
Previous literature. Understanding the reciprocal effects
of interdependencies among interacting critical infrastruc-
tures, as well as quantifying resiliency, security and robust-
ness related indicators are tackled by a number of research
initiatives/organisations. An overview is provided in [5]. In
addition to the work performed by the CRUTIAL consor-
tium (partly represented by these authors), several models
based on simulation have been proposed to represent Elec-
tric Power Systems [1, 4, 11]. These studies mainly focus
on reproducing network disruptions, which eventually lead
to blackouts, in order to estimate the vulnerabilities of the
system or the impact on the EPS reliability of important
network parameters, such as overload or load demand, in
presence of disruptions. In most of these approaches, the
modelling of the existing SCADA systems and of II con-
trol is not considered explicitly or is very simple. The on-
going European project IRRIIS [15] devotes significant ef-
fort to interdependencies analysis and modelling. The IR-
RIIS consortium is developing SimCIP [19], an integrated
simulation environment used for the modelling and simu-

lation of critical infrastructures’ interdependencies, based
on the ISE (Implementation, Services and Effects) meta-
model [3]. Both electric power and telecommunication net-
works are considered. The modelling framework addressed
by CRUTIAL [9] includes both qualitative and quantitative
analysis and evaluation methods, and is aimed at building
generic models of interdependencies [6, 7, 16, 17]. In addi-
tion, two testbeds are under development [13].

2 The considered scenario

The scenario modelled in this paper considers a situation
in which a load shedding activity is needed to re-establish
the EI working conditions upon an electrical failure, but the
II is not working properly due to a Denial of Service (DoS)
attack on the communication channel between DSO CC and
the DSO Substations (DSO SSs). In emergency conditions
the TSO is authorised by the DSO to activate load shed-
ding activities on the Distribution Grid. The TSO CC moni-
tors the Electric Power System and detects some potentially
dangerous conditions that could be recovered with appro-
priate load shedding commands applied to particular areas
of the Grid. In order to actuate this defence action the TSO
CC chooses a subset of DSO SSs from the list of DSO SSs
participating in the emergency plan, then sends the requests
of preventively arming the MCD-TUs of these SSs to the
interested DSO CC. These requests are delivered through
communication channels between TSO CC and DSO CC.
The DSO CC forwards the arm command to the required
SSs, and returns their status to the TSO CC. If the poten-
tial emergency condition evolves into a real emergency sit-
uation, the TSO SS sends the load shedding command to
all the DSO SSs participating to the emergency plan, but
only the substations that have been previously armed will
be actually detached. TSO SS periodically sends test pack-
ets toward detachable substations. If an armed substation
does not receive the expected test packet within 1min, it au-
tomatically disarms itself. Disarming also occurs after 20
min. from the arming command if no load shedding com-
mand is issued.

Depending on when the Substation DoS occurs in this
scenario evolution, different behaviours may be envisaged.
A DoS attack starting before issuing the arming command
towards a given substation creates the possibility of pre-
venting the execution of that substations trip. A DoS attack
takes place when the substation is armed, the attack denies
the successful execution of the periodic testing and causes
the consequent automatic disarming of the substation. Fi-
nally the DoS may occur just before issuing the substation
trip thus denying the possibility of defending the system
from extreme contingencies. The effects on the EPS of the
considered DoS will depend on the number of components
attacked and on the pattern and intensity of the DoS. The



identification of the dependencies of EI and II upon an elec-
trical failure in presence of a DoS, and their quantification,
is the aim of this paper.

3 The SWN model

The SWN models in CRUTIAL focus on the ICT control
system implemented by the II infrastructure. The model
presented in the sequel represents the automation system
behaviour under a DoS attack depicted in the scenario de-
scribed in Section 2. In Fig.1A a SWN model of the sce-
nario is depicted: it represents in an abstract way the event
causing the unbalance in the EI that triggers the arming
and the load shedding procedure (transitions e-failure, Star-
tArmingProcess, EndArmingProcess, LoadShedding).

The TSO CC is represented in an abstract way by two
places and three transitions: ProcInfo and ReadyRqArming
together with transitions StartArmingProcess, EndArming-
Process and TransmitArming. A token in place ProcInfo
means that the TSO CC is analyzing the EI and elaborat-
ing some potential emergency conditions that could be fixed
with suitable load shedding commands applied to particular
areas of the EPS. When the defence actions have been elab-
orated (transition StratArmingProcess), TSO CC is ready
to actuate them; this requires to send a request of preven-
tively arming some SSs to the DSO CC (transition Transmi-
tArming). The DSO CC sends the arming command to the
appropriate substations (sequence CC selection, Forward-
edPacket and TxDelay): at this point the influence of the
DOS attack (if it has started) is modelled by the choice
between transitions ForwardedPacket and LostPacket. The
firing probability of these two transitions depends on the
progress level of the DOS attack, represented by the mark-
ing of place AttackSeverity (which in turn is modified by
transition IncreaseSeverity while place Active is marked).
If the packet is forwarded, its transmission time can still de-
pend on the progress of the DOS attack. If the message
is forwarded to the substation, the latter is armed (place
SS armed), moreover it sends back a message to the DSO
CC (the return message is subject to the same risk of being
lost in case a DOS attack is ongoing, modelled by transi-
tions LostPacket and ForwardedPacket).

When a perturbation in the EI is detected (place Par-
tial e-outage marked), a load shedding command is sent
from the TSO SS (called TSO sentinel) to (a subset of) the
armed DSO SSs (transition LoadShedding): those that were
armed, upon reception of the load shedding command per-
form the required procedure. If enough substations com-
plete such procedure, the whole process ends successfully
(firing of transition e-restoration ) and the EI is brought
back in a new balanced state (place e-working). An arm-
ing command not followed by any load shedding, expires
after some time (transition armedExpired). The DoS attack

is represented in an abstract way by three places and three
transitions: places Idle and Active together with transitions
Begin attack and End attack model the presence/absence of
an attack and the transitions from one state to the other;
place AttackSeverity on the other hand models the status of
the connection towards the attacked site(s): when the attack
is ongoing, the connection capacity degrades (transition In-
creaseSeverity) while the absence of attack restores the sta-
tus back to normal. The DSO CC may detect that there
is a communication problem with some substations when
the acknowledge messages are not received within a certain
time (transition Delay).

Observe that the transition #Reset in the EI submodel is a
special transition, with the following semantics. When it is
enabled its firing brings the model back to the initial mark-
ing: the relative throughput of this transition with respect to
the throughput of the TransmitArming transition provides
an indication of the percentage of unsuccessful load shed-
ding activities under a DoS attack. The particular seman-
tics of the reset transitions allows this measure to be com-
puted in steady state. For the SWN model of Fig. 1A to
correctly represent the global behaviour of the EPS under
a DoS attack, a number of parameters should be estimated,
grouped in three sets. Parameters related to the“physical”
scenario: how many substations, communication network
between them, number of substations controlled by an area
control center (and identification of the substations involved
in an arming command or a load shedding one). Parameters
related to EI: distribution or time value from arming and
consequent load shedding command, and from arming to
unarming. These times depend on the EI state. Parameters
related to the II: distributions or time values related to the
communication channel (e.g the package delay, probability
of losing a packet) and to DoS attack (duration and severity
of the attack).

Given a scenario where the first set of parameters is
fixed, the third set could be part of a sensitivity analysis per-
formed with the SWN model, while the second set depends
from the first set in a way that is not explicitly modelled
in the SWN model (since it requires to model the electrical
state and its evolution).

4 The SAN model

To allow a realistic estimation of the impact of the DoS
on the EI, we have decided to make use of the SAN mod-
elling approach of CRUTIAL, reported in [7, 16], and here
summarised in its general aspects and in those aspects that
will be the base for the integration. The SAN approach has
been developed in the context of the Transmission grid and
uses a terminology that is slightly different form the one
used for the scenario and SWN description. To allow the
reader to refer to both the original paper [7] and the sce-



Figure 1: A) SWN reference model for scenario 2; B) Simplified SWN model for the interaction with the SAN model.

nario definition, we shall provide a mapping of the major
terminology items.
Logical scheme of EPS. The EPS that we consider are lim-
ited to a homogeneous region of the transmission grid and
to the corresponding regional control system. The logical
structure is depicted in Fig. 2.

Figure 2: Logical structure of the analysed EPS instance

In the bottom part of Fig. 2 we can see the main elements
that constitute the overall electric infrastructure, and thus
in particular a region of the transmission power grid: gen-
erators (NG components), substations (NS components),
loads (NL components) and power lines (AL components,
which also logically include breakers and protections con-
nected to the power lines). The energy produced by the gen-
erators is adapted by transformers, to be conveyed with min-

imal dispersion, to the different types of end users (loads),
through different power grids. The power lines are compo-
nents that physically connect the substations with the power
plants and the final users, and the substations are structured
components in which the electric power is transformed and
split over several lines. In the substations there are trans-
formers and several kinds of connection components (like
bus-bars, protections and breakers).

Some simplifying assumptions have been made to repre-
sent the power flow through the transmission grid, following
the same approach used in [1, 4, 11]. Therefore, the state
and the evolution of the transmission grid are described by
the active power flow F on the lines and the active power P
at the nodes (generators, loads or substations), which satisfy
linear equations for a direct current (DC) load flow approx-
imation of the AC system.

The Information Infrastructure implements the informa-
tion control system managing the electrical grid. Among
the several logical components composing II (all detailed in
[7]), here we focus the attention on the teleoperation system
for a region of the transmission grid (named TTOS), since
its failure can affect a large portion of the grid, also leading
to black-out phenomena. In the upper part of Fig. 2 we have
depicted a possible logical structure of a regional II, i.e., the
part of the information control system controlling and oper-
ating on a region of the transmission grid. The components
LCS (Local Control System) and RTS (Regional Telecon-
trol System) differ for their criticality and for the locality
of their decisions, and they can exchange grid status infor-



mation and control data over a (public or private) network
(ComNet component). LCS guarantees the correct opera-
tion of a node equipment and reconfigures the node in case
of breakdown of some apparatus. They include the acqui-
sition and control equipment (sensors and actuators). RTS
monitors its assigned region in order to diagnose faults on
the power lines. In case of breakdowns, it chooses the most
suitable corrective actions to restore the functionality of the
grid. Since RTS is not directly connected to the substa-
tions, the corrective actions to adopt are put in operation
through the pertinent LCS. RTS corresponds to the TSO
CC of the scenario, and LCS corresponds to the MCD-TU.
Note that the concept of area control center (TSO and DSO
of the scenario) is not explicitly modelled. It will be part of
the control function explained in the sequel (RS1 and RS2)
to determine which set of LCS are involved in a reconfigu-
ration/load shedding action.

II controls the correct functioning of EI and activates
proper reconfigurations in case of failure of, or integra-
tion of, repaired/new EI components. Such operations are
not considered in detail but they are abstracted at two lev-
els, on the basis of the locality of the EI state considered
by II to decide on proper reactions to disruptions. Each
level is characterised by an activation condition (that spec-
ifies the events that enable the II reaction), a reaction de-
lay (representing the overall computation and application
time needed by II to apply a reconfiguration) and a recon-
figuration strategy (RS), based on generation re-dispatch
and/or load shedding. The reconfiguration strategy RS de-
fines how the configuration of EI changes when II reacts to
a failure. For each level, a different reconfiguration function
is considered: RS1(), to represent the effect on the regional
transmission grid of the reactions of II to an event that has
compromised the electrical equilibrium1 of EI, when only
the state local to the affected EI components is considered.
RS1() is performed by LCS components and, because of
the limited information necessary to issue its output, it is
fast in providing its reaction. RS2(), to represent the effect
on the regional transmission grid of the reactions of II to an
event that has compromised the electrical equilibrium of EI,
when the state global of the whole EI system under the con-
trol of II is considered. Therefore, RS2() is determined on
the global EI state and reacts in a longer time. When new
events occur changing the status of EI during the evaluation
of RS2(), then the evaluation of RS2() is restarted based
on the new topology generated by such events. RS2() is
performed by RTS.

The activation condition, the reaction delay and the def-
inition of the functions RS1() and RS2() depend on the
policies and algorithms adopted by TTOS.

1Events that impact on the electrical equilibrium are typically an EI
component’s failure or the insertion of a new/repaired EI component; for
simplicity, in the following we will mainly refer to failures.

In the current implementation, the output of RS1() is
obtained by the solution (values for active power vectors
P and F ) of power flow equations while minimising a
simple cost function, indicating the cost incurred in hav-
ing loads not satisfied and having the generators producing
more power. The output values of RS2() for P and F are
derived by solving an optimisation problem to minimise the
change in generation or load shedding, considering more
sophisticated system constraints. The reconfiguration strat-
egy RS1() is applied immediately, while RS2() is applied
after a time needed by RTS to evaluate it. All these func-
tions are based on the state of EI at the time immediately
before the occurrence of the failure.
SAN model of EPS. The logical EPS scheme just presented
has been modelled through the SAN formalism [18] a gen-
eralisation of Stochastic Petri Nets featuring state variables
of any type (including doubles) and C-like functions to ex-
press transitions’ enabling and state change.

We recall here the composed SAN model representing
the overall considered EPS instance. The following atomic
models have been identified as building blocks to gener-
ate the overall EPS model: 1. PL SAN, which represents
the generic power line with the connected transformers. 2.
PR1 SAN and PR2 SAN, which represent the generic pro-
tections and the breakers connected to the two extremities
of the power line.

3. N SAN and LCS SAN, which represent, respectively,
a node of the grid (a generator, a load or a substation) and
the associated Local Control System. 4. AUTOEV SAN
and RS SAN, which represent, respectively, the automatic
evolution (autoevolution) of EI when an event modifying
its state occurs, and the local reconfiguration strategy ap-
plied by LCS (function RS1()). 5. RTS SAN and COM-
NET SAN, which represent, respectively, the Regional
Telecontrol System RTS, where the regional reconfigura-
tion strategy RS2() is modelled, and the public or private
networks (ComNet of Fig. 2).

Then the atomic models are composed and replicated to
obtain the composed model representing the EPS region.
The different atomic models interact with each other shar-
ing some places of the SAN (common and extended) that
represent the parameters or part of the states of the EPS,
like the topology of the grid, the susceptance of each line,
the initial and the current power of each node of the grid,
the initial and the current power flow through each line of
the grid, the status of the propagation of a failure or a light-
ning, the disrupted/failed components, the open lines, etc.
Through these interactions, it is also possible to represent
the interdependencies between II and EI subsystems and the
subsequent cascading or escalation failures caused by mal-
functions (either at cyber or electrical levels).



5 Models interaction

While each single model in isolation can be considered
as a model of the behaviour of an EPS whose communica-
tion infrastructure has been attacked by a DoS, it is quite
clear that there are a number of simplifying hypothesis be-
hind. The SWN model assumes that the load shedding com-
mand is issued whenever the EI is in a Partial e-outage
state, but this is not always the case in reality, it depends
on the state of the EI, similarly, the model assumes that the
e-restoration can take place or not depending on the number
of armed substations, and that any restoration is successful:
again this depends on the state of the power grid, that is not
included in the model. Nevertheless the modelling of the
arming and successive load shedding command by the sen-
tinel, in presence of a DoS, represents quite faithfully the
scenario’s behaviour.

For what concerns the SAN model there are also a num-
ber of discrepancies with respect to the considered scenario:
there is no explicit modelling of the Distribution grid and
its control. The control is a two level hierarchy (while it is
three levels in the scenario). Many of this information are
taken into account directly by the reconfiguration function
RS2(), for example the reconfiguration can be computed
on a limited portion of the grid, thus ”emulating” the con-
cept of Area Control Center. The SAN model that has been
presented in Section 4 can account for a loss of an electri-
cal component, which is what triggers the computation of a
new configuration of the electrical state of the grid through
RS2(). The SAN model can also account for a failure in
the II in the following manner: the RS2() functions is com-
puted on the subset of LCS that are estimated being reach-
able at the time RS2() is called. Therefore all types of II
failures are modelled in terms of the number of LCS com-
ponents available for a reconfiguration. In the SAN model
this number is computed based on a probability of an LCS
being reachable or not. The weak point is that this proba-
bility should be a model parameter, moreover an important
characteristics of the DoS is that its behaviour changes over
time, and this should be taken into account in the model.

Fig. 3 depicts the behaviour of the EI and II upon EI-
failures (left) and the behaviour of the DoS attack in terms
of its severity levels (right), so that a DoS severity level is
associated with each event in the time-line.

The first time-line of Fig. 3 depicts a case in which an
EI-failure causes the start of the computation of RS2() at
time 0. At time ∆T the computation terminates, the new
reconfiguration is applied. If the reconfiguration was ade-
quate a stable state is reached, if not, some electrical compo-
nent will disconnect due to the local protections and a new
RS2() is computed, leading potentially to a load shedding
request. Observe that the reconfiguration success depends
also on the DoS attack severity. The second time-line shows

Figure 3: Timed evolution of the EI and II upon EI-failure
and the DoS attack behaviour.

instead a case in which between time 0 and ∆T a second
EI failure takes place. In this case the RS2() function is
aborted, all the armed LCSs are disarmed, and a new RS2()
function is started. The third time-line shows a case where a
low severity EI-failure happens followed by a high severity
one: the former EI-failure moves the system in alert state
and triggers the arming process at time 0, while the latter
one moves the system in alarm state and triggers the load
shedding process at time t′.

The interaction between SWN and SAN takes place pre-
cisely on the computation of the number of available LCSs
at time t given the arming process started at time 0, and
given an initial DoS severity level. This number is a ran-
dom variable whose value at time t is distributed according
to (prob(NumStation, t|InitDosLevel)). This distribu-
tion is computed in isolation on the SWN as the number of
armed substations at a finite time horizon t and for an ini-
tial DoS severity level. If we consider a behaviour like that
depicted in the first two time-lines of Fig. 3, and we con-
sider that the DoS level at time 0 is L, then the SWN should
compute the distributions at times ∆T given the initial DoS
severity level L (prob(∗,∆T |L)). Instead, if we consider
the policy depicted in the last time-line, we should compute
the distributions at times t+∆T given the initial DoS sever-
ity level L (prob(∗, t + ∆T |L)). This is due to the fact that
the arming process is trigger by the first EI-failure, while the
load shedding process by the second EI-failure happened at
time t. To compute this distribution the SWN model can be
significantly simplified (as depicted in Fig.1B), since all as-
pects concerning the Electrical behaviour (issue of arming
and load shedding commands, electrical failure, etc.) are al-
ready taken into account by the SAN model. These distribu-
tions can be used in the SAN model in two different ways.
In the first case, RS2() reconfiguration is computed on k
LCSs, then we use prob(k, ∆T |L) to decide if the reconfig-
uration induced by RS2() leads the EI in a stable state. In
the second case, RS2() reconfiguration is still computed on



k LCSs, but we use prob(∗,∆T |L) to compute the number
of available LCSs at time t that will be really involved in
the reconfiguration given the initial DoS severity level L.

Finally we have to highlight that prob(∗,∆T |L) can be
also used to evaluate “a posteriori” the credibility of the per-
formance measures obtained on the SAN model where the
RS2() functions are computed on the fixed subset of LCSs
that are estimated being reachable at the time RS2().

6 Numerical Evaluations and Analysis of the
Results

The analyzed electric power grid (Fig. 4) is the IEEE
Reliability Test System published in 1999 (RT96)2. Here,

Figure 4: Diagram of the EI grid (generators are circles,
loads are squares and substations are diamonds).

a dummy node (with the label “D” associated with the in-
dex) is added to represent the lines which are assumed to be
on a common right of way or common tower for at least a
part of their length. The label associated with the genera-
tors represents the initial (active) power and the maximum
power that a generator can supply (“Pi/Pmax

i ”). The label
associated with the loads represents the power demand of a
load (“Pi”). The label associated with the lines represents
the initial power flow through the line, the maximum power
flow that each line can carry and the susceptance used to
determine the values for the power flow through the lines
(“Fij/Fmax

ij (bij)”). In the initial grid setting all the ratios

2http://www.ee.washington.edu/research/pstca/rts/pg tcarts.htm

Pi/Pmax
i are equal to a fixed value α = 0.95, called the

power grid stress level. At time zero we suppose that one
power line is affected by a permanent disruption (e.g., due
to a tree fall or a terrorist attack), thus becoming unavail-
able. The repair time of the failed power lines is fixed to
24 hours. The DoS attack ends after an exponentially dis-
tributed time with mean MTTRCNET , and from that time
RTS can start computing the RS2() reconfiguration action
that will be applied after 10 minutes.

The measure of interest we consider is PUD(0, t), de-
fined as the percentage of the mean power demand that is
not met in the interval [0, t] (“UD” stands for ’Unsatisfied
Demand’). It is a user-oriented measure of the blackout size
and can be obtained as the load shed (i.e., the not served
power due to a load shedding) divided by the power de-
mand. In particular, we evaluate the impact on PUD(0, t) of
the DoS failure of the communication network when a si-
multaneous failure of a transmission line occurred, and we
make a sensitivity analysis varying the power line that fails
at time zero, with t = 4 d.

Now we present some of the results that we ob-
tained through the solution of the overall model previously
sketched. A transient analysis has been performed, using
the simulator provided by the Möbius tool [10]. For each
study we executed a minimum of 2000 simulation runs
(batches), and we set the relative accuracy to 0.1 and the
confidence level to 0.95.

Figure 5: PUD(0, t) for different failed power lines, varying
the number of unavailable LCS due to the DoS attack

In Figure 5 we show PUD(0, 4d) for different failed
power lines identified by pairs 〈n, n′〉 of connected nodes,
varying the number of LCS that become unavailable due to
the DoS attack, for MTTRCNET = 24 hours. The first bar
considers that all LCS are unavailable, and in this case all
the considered power lines are “critical”, i.e., their failure
induces an unsatisfied power demand. The second bar con-



siders a random number of unavailable LCS, following dis-
tribution computed by the SWN model assuming the initial
DoS severity level is “L3” (High severity). In this case, all
the considered lines are still identified as critical, but the im-
pact of their failures on PUD(0, 4d) is less significant than
in the previous case. The third bar considers that only 50%
of LCS are unavailable, and in this case there are only 3 crit-
ical power lines. Finally, the last bar represents the best case
where no DoS has occurred and all the LCS are always con-
nected to the network. In this best case only two power lines
are “critical”. Moreover in this last case, we obtain a signif-
icant reduction of PUD(0, 4d) w.r.t. the previous case; for
instance PUD(0, 4d) for line (115,121) is 3 orders of mag-
nitude smaller than the previous one considering only 50%
of LCS are unavailable.

7 Conclusions and Future Work

In this paper we have shown two different approaches to
the modelling and quantification of dependencies between
the EI and the II in a EPS. The two models have been in-
stantiated on a specific scenario of cyberattack to the EPS:
a DoS attack during a control teleoperation in which DSO
and TSO cooperate on a load shedding activity.

The two approaches suffer from a number of limitations
and in this paper we have investigated how they can be over-
come by a synergic use of the two. The interaction is based
on a computation, on the SWN model, of a set of distribu-
tions that are then used by the SAN model to characterise
the DoS attack behaviour. We performed a preliminary
evaluation of the interacting models and additional evalu-
ations are currently running.

An alternative approach could be to extend the SAN
model to embed a SAN submodel equivalent to the SWN
one: this approach however would significantly increase the
simulation time, moreover the efficient SWN specific solu-
tion methods [14] could not be applied.
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