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Chapter 1

Introduction

From Li et al. [2003], in today’s Internet, there are a large and growing number

of scenarios that require authorization decisions. Such scenarios include but are

not limited to electronic commerce, resource sharing within coalitions, execution

of downloadable code (e.g., Java applets and ActiveX controls), and privacy pro-

tection. Authorization in these scenarios is significantly different from that in

centralized systems or even in distributed systems that are closed or relatively

small. In Internet authorization scenarios, there are more entities in the system,

many of which are unknown to each other, and often there is no central authority

that everyone trusts.

Traditional access control mechanisms make authorization decision based on

the identity of the resource requester. Unfortunately, when the resource owner

and the requester are unknown to one another, access control based on identity

may be ineffective. In Internet authorization scenarios, often there is no rela-

tionship between a requester and an authorizer prior to a request. Because the

authorizer does not know the requester directly, it has to use information from

third parties only for certain things and only to certain degrees. This trust and

delegation aspect makes Internet authorization different from traditional access

control. The goal of a growing body of work on trust management is to find a

more expressive and ”distributed” approach to authorization in these scenarios.

Several trust-management (TM) systems have been proposed in recent years, e.g.

Becker et al. [2007]; Ellison et al. [2009]; Gurevich & Neeman [2008]; Lampson
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et al. [1992]; Li et al. [2003]. A key feature of these systems is the support of

delegation.

In the ”trust-management” approach to distributed authorization, a ”requester”

submits a request, possibly supported by a set of ”credentials” issued by other par-

ties, to an ”authorizer”, who control the requested resource. The authorizer then

decides whether to authorize this request by answering the ”proof-of-compliance”

question: ”Do these credentials prove that a request complies with my local pol-

icy?”.

Credentials may be facts (e.g. Tom is a student at Turin University), or,

more generally, non-local policy statements that are more complicated than facts.

Because credentials are not always under the control of the authorizer, they need

to be protected against alteration; thus, credentials are often signed by public

keys.

In this thesis we propose a logical framework that extends the expressiveness of

existing well-known logics for access control. We define a language called Fibred

Security Language and a multimodal semantics based on the fibring methodology

Gabbay [1999]. As a consequence of the employment of the fibring methodology,

FSL has a semantics that permits to merge heterogeneous logics within a common

logical framework.

In Chapter 2 we describe the general problem of fibring logics and what are

the main problems related to combine different modal logics.

In Chapter 3 we take into account what, from our point of view, are the

most important logics for access control and trust management appeared in the

literature.

In Chapter 4 we present the logical framework. First we introduce the propo-

sitional fragment of FSL together with a formal multimodal semantics. Then we

enrich the language going to first-order and we provide a well-founded semantics

together with axiomatization and completeness of the logic. An example closes

the chapter.

In Chapter 5 we show how the logics presented in chapter 3 can be embod-

ied within the FSL framework, and how we can extend their expressiveness by

exploiting the main advantages of the proposed solution.
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In Chapter 6 we first present an Horn clause fragment of FSL, then we give

a translation of an FSL policy into a logical program to show how some of the

key ideas of FSL syntax can be employed to reason about access control policies

in Ordinary Logic Programs (OLP).

Chapter 7 ends the thesis by listing the main contributions with respect to

the access control and trust management literature.
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Chapter 2

Fibring Logics

The purpose of this chapter is to present an intuitive explanation of the fibred

semantics methodology for combining logics and systems, and to give a brief

overview of the main results, ideas and problems of fibring logics. For a complete

overview of fibred semantics and the combination of logics we refer to Gabbay

[1999] from which this chapter is extensively based.

The problem of combining logics and systems is central to modern logic, both

pure and applied. The need to combine logics arises both from applications and

from within logic itself as a discipline. As logic is being used more and more

to formalise field problems in philosophy, language, artificial intelligence, logic

programming and computer science, the kind of logics required become more and

more complex. An increasing number of features from the application area need

to be formally represented. These features are highly mutually interactive and

a formal study of their combined nature becomes necessary. A methodology for

combining systems has now become essential for most logic applications.

A simple example will illustrate the complexity of the problem we are facing.

There exist well known and well studied logical systems and theories of belief and

knowledge. Such systems use notation such as Bϕ (ϕ is belived) and Kϕ (ϕ is

known). The formal theory of such notions has been studied in the past 40 years.

Similarly there are well known systems of temporal logics, with operators such as

Gϕ (ϕ will always be true) and Hϕ (ϕ has always been true). Such systems were

developed in connection with the study of language and some problems in the

philosophy of time. With the rise of artificial intelligence as a consumer of logic,
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various theories and models of reactive agents were put forward. Such theories

involve a cycle of temporally evolving and changing repositories of knowledge

and beliefs, as well as theories of actions for agents making use of their changing

knowledge and beliefs.

Clearly any logical system modelling reactive agents should be a combined

system of logics of knowledge, belief, time and modal logics (of actions).

It is therefore clear that a good understanding of practical methodology for

combining logics can provide the consumer of logic (e.g. robotics designer) with

tools which make him more competent in designing his own system. Such a

methodology can help decompose the problem of designing a complex system

into developing components (logics) and combining them.

Furthermore, such a methodology might allow the designer to use existing

components (which may be very well understood and/or efficiently implemented)

and put them together into a desired useful combined system, at a relatively

acceptable intellectual and practical cost.

In fact, a good combining methodology allows the study of the complex ap-

plication area in therms of some of its pure components, yielding both theoretical

and practical benefits.

A good methodology of combining systems should study transfer theorems.

Such theorems prove that if the components satisfy property P, then we are

assured that the combined system satisfies (a possibly slightly different) property

P′. Moreover, transfer theorems can also help validate existing complex systems

by verifying properties of their components.

It turns out that the fibring methodology not only helps realise many of the

above expectations, but also seems to bring out unexpected theoretical properties

of pure logic itself, showing new connections between existing themes of logic.

The following is a list of the main areas where the fibring methodology makes

a serious contribution.

1. Straightforward combination of logics such as multimodal logics or model

intuitionistic logics, or modal substructural logics.

2. Allowing one logic to act as a metalevel language for talking about another

logic (i.e. transition systems).
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2.1 Combining pure logical systems

3. Combining a metalevel language with its object level language. For example

the problem of bringing a consequence relation into the object language as

a conditional, or allowing one part of a language to talk about another.

4. Allowing for a single language to be syntactically ambivalent, and regard-

ing the various ambivalent ’aspects’ as a combined system. For example

allowing classical logic formulas to apply to themselves (e.g. ϕ(ϕ)).

5. Modelling the temporal behaviour of a systems by fibring it with a temporal

logic.

6. Making a system fuzzy by fibring it with a fuzzy logic.

For the purpose of this thesis, the fibring methodology has been mainly ex-

ploited for the first listed contribution.

2.1 Combining pure logical systems

Problems of combining two logics arise both in pure logical theory and in practical

applications. Among them we mention the following:

1. Modal intuitionistic logics

The logic of modality 2 was originally philosophically motivated. The same

is true for intuitionistic logic. Intuitionistic logic arose as the logic for con-

structive mathematics. It was natural therefore, for philosophers and pure

logicians, to try to study the nature of modal necessity 2 and possibility 3

from a constructive point of view. Such studies gave rise to systems involv-

ing both intuitionistic implication ⇒ and the modal operators 2 and 3.

In the past 40 years many modal intuitionistic systems were put forward,

by philosophically motivated considerations. These systems were formu-

lated directly for the mixed language and were note presented as combined

systems. Various methods were used in the presentation, some semantical,

some theoretical, some straightforward and some rather roundabout and

highly individual. Among the early philosophically motivated systems by

famous logicians were Fitch [1948], Bull [1965] and Ono [1977, 1987].
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2.1 Combining pure logical systems

Later, as modal logic had serious applications in computer science, a new

wave of interest in modal intuitionistic logic arose, by virtue of its appli-

cability. The modality could stand for possible algorithmic options and

the intuitionistic proof theory for the constructive nature of the execution.

Sample papers in this category are Wijesekera [1990] and Simpson [1993].

Among the technical problems involved in the modal intuitionistic logic

area are:

• proof theory for the system. Hilbert formulation, Gentzen formulation,

tableaux formulation, etc.

• Kripke type semantics for the system.

• decision procedures.

• finite model property.

• comparison with other systems of modal intuitionistic logics, in terms

of expressive power and relative interpretability.

2. Syntactical modality

Here we mean that a modal operator may arise naturally in another logic

by a syntactic definition. For example in Girard linear logic, which is in-

dependently and very deeply motivated, some modalities (the exclamation

!) arise naturally by definition. Studying their properties is of course the

study of a combined system.

Modalities can also be obtained as by-products of translations and inter-

pretations. We mention two well-known examples.

(a) the strict implication of modal S4 for boxed formulas is intuitionistic

implication, thus giving rise to a combined modal intuitionistic logic.

(b) the semantics translation of modal logic into classical predicate logic

gives rise to a modal intuitionistic logic when classical predicate logic

is weakened into intuitionistic predicate logic.

3. Multimodal logics

These arise from applications where several modal operators interact. The
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2.2 The Idea of Fibring

application may be a philosophical study of some notions and its paradoxes,

such as systems of obligation and permission, or a direct formalisation of

some practical application area, e.g. logical omniscience, see Fagin et al.

[1990].

A large very useful area of multimodal logic is dynamic logic. In fact,

some applied logicians belive that multimodal logic is the logic for computer

science applications.

2.2 The Idea of Fibring

The basic problem of combining systems can be formally understood as follows.

We are given two systems S1 and S2 in languages L1 and L2. We combine the

languages to form L. We ask the following:

1. How can we define a system S for the combined language, which is a conser-

vative extension of each S1 and S2? This is not an easy problem, because S1

and S2 may be presented to us in two completely different and incompatible

ways. For example even though S1 and S2 may be two modal logics with

modalities 21 and 22, the system for 21 may be defined via some algebraic

semantics while the system for 22 may be a tableaux system.

2. How many options for S are there and how do they relate to each other?

3. If we want S1 and S2 to interact, how do we do that? Can we develop a

methodology for interaction and have a set of prearranged and well under-

stood ’interactive axioms’?

4. Suppose we know that both S1 and S2 satisfy some property P. Can we

prove transfer theorems which ensure that the combined S satisfies property

P′ (a variation of P)?

5. Suppose we are given a system S directly defined in a language L. Assume

L is a syntactic combination of L1 and L2. Can we decompose S into S1

and S2, where Si are some projections onto the sublanguages Li, and then

can we reconstruct S back as some combination of S1 and S2 with possibly
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2.2 The Idea of Fibring

additional interaction axioms? If Si happens to be well understood systems,

we would have certainly ’simplified’ S.

The fibring methodology allows one to combine systems through their semantics

and is a very successful framework for answering the above questions.

2.2.1 Appreciation of the difficulties involved in combin-

ing systems

The problem of combining systems can be pretty difficult in practice, not only

because the two systems to be combined may be presented in two completely

different ways, but also because that even when they are presented in the same

way, it is not clear how to combine them. The next examples will illustrate.

Example 2.2.1 (Two modal logics) Let 21 and 22 be two modalities. We

define two systems as follows:

Let S1 be the system obtained by adding to classical propositional logic the

modality 21 with the following axioms and rules:

1. 21A, where A is a substitution instance of a truth functional tautology

2. 21(A→ B)→ (21A→ 21B)

3. 21(21(A→ B)→ (21A→ 21B))

4. 21A→ 2121A

5. 21(21A→ 2121A)

6. 21A→ A

7. Modus ponens: ` A ; ` A→ B imply ` B

Note that we do not require necessitation. So although 21A→ A is a theorem

21(21A→ A) is not provable.

Let S2 be the system obtained by adding 22 to classical propositional logic.

The theorems of S2 are defined semantically as follows.

Let E2 be the Euclidean plane with the usual topology. An assignment h is a

function giving to each atom q, a set of points h(q) ⊆ E2.
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2.2 The Idea of Fibring

h can be extended to all wffs of S2 as follows

h(¬A) = E2 − h(a)

h(A ∧B) = h(A) ∩ h(B)

h(A ∨B) = h(A) ∪ h(B)

h(A→ B) = (E2 − h(A)) ∪ h(B)

h(22A) = Topological interior of h(A).

Let |=2 A mean that for all h, h(A) = E2.

Problem: Combine S1 and S2 into a system S which is the smallest logical

system for the combined language which is a conservative extension of both S1

and S2.

The two systems are presented in totally different ways. How are we going to

combine them?

We shall fibre (combine) them in the next subsection by observing that the 22

modality is really S4 modality, complete for the class of Kripke models (S,R, a, h)

where R is reflexive and transitive and that the 21 modality is complete for all

Kripke models (S,R, a, h) such that R is transitive and aRa holds. Without this

extra knowledge we cannot combine them. With this extra knowledge we can

we can apply our methodology and combine them, as we shall see in the next

subsection.

2.2.2 The basic idea of fibring

This subsection explains how fibring works. We do it in two stages. First we take

a well-known logic, modal logic, and show how it works in that case, and then,

in the next section, we give a general schematic definition.

Let L1 and L2 built up from the respective sets Q1 and Q2 of atoms. It is

convenient to assume that L1 and L2 share (are built up from) the same set Q

of atomic propositions. Consider two logics `1 in L1 and `2 in L2. These are

our systems S1 of L1 and S2 of L2. To be specific let S1 be a modal logic K1

for 21 and let S2 be modal logic S4 for 22, as described in Example 2.2.1. We

have to say how these logics are presented to us. To simplify matters let us

assume that the logics are presented to us via classes K1 and K2 respectively,

of Kripke models for which the logics are sound and complete. Indeed for our

10



2.2 The Idea of Fibring

fibring methodology to work there is no need to assume the classes are frame

classes or normal or anything special. Let K1 be the class of all Kripke models

of the form (S,R, a, h), where R is transitive and aRa holds. Let K2 be the class

of all models where R is reflexive and transitive. To distinguish between classes,

we write m1 = (S1, R1, a1, h1) for a model in K1 and m2 = (S2, R2, a2, h2) for a

model in K2.

We can now have two notions of fibring. The most general notion is when

Q1∩Q2 = ∅, i.e. the languages have no atoms in common. This case is referred to

as disjoint fibring. The more common case for logics is (ordinary) fibring, where

Q1 = Q2 = Q. From now on we deal with ordinary fibring, unless otherwise

stated.

To explain in principle how fibring works, consider a mixed wff of the form

α = 3122q, q is an atom of L2.

We say this wff α is in the language L(1,2), namely we have outer connectives

of L1 and inside there are connectives of L2. We shall define later the language

L(x1,...,xn) in general, where (x1, . . . , xn) is an alternating sequence of numbers in

1, 2.

We now motivate the definition of fibred models for formulas of L(1,2), by

looking at our example α.

Let us consider α as a formula of S1 (since its outer connective is 31). From

the point of view of L1 this formula has the form 31p, where p = 22q is atomic,

since S1 does not recognise 22.

To give a model for 31p we take any S1 model. Take for example m1 =

(S1, R1, a1, h1) and check whether a1 |=1 31p. For this to hold we need to check

whether for some t ∈ S1 such that a1R1t, we have t |=1 p, i.e. whether t |=1 22q.

Since 22 is not in the language of S1, we do not know how to evaluate it! We

observe, however, that we need no more than a truth value for t |=1 22q. We

need an answer, yes or no.

The basic idea of fibring is to associate, with each t ∈ S1, a model m2
t =

(S2
t , R

2
t , a

2
t , h

2
t ) of S2, and get our answer by evaluating at the associated model

i.e. we have

t |=1 22q iff a2
t |=2 22q (2.1)

Of course 22q can be evaluated at m2
t because it is in the right language.
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2.3 Introducing Modal Fibring

Let F1 be the fibring function, (namely the function formally associating the

model m2
t with t), i.e. let F1(t) = m2

t .

We can now say that our fibred semantics for the combined language L(1,2)

has models of the form (S1, R1, a1, h1,F1), where F1 is as above and we use 2.1

above in our evaluation.

In principle fibred models for formulas with nestings of modalities (e.g. 31223131q)

can be defined inductively by iterating the process of fibring.

2.3 Introducing Modal Fibring

The most successful case of fibring is the case of modal logic. The reason for

the ease in which it can be done is that the modality operator allow us to speak

directly about the possible worlds, where the local fibring is done. In the following

chapters we will use extensively multimodal logics with the aim to create a flexible

logic for access control and trust management.

2.3.1 Fibred semantics for modal logic: An Example

In this example we introduce the idea of fibred semantics. Imagine we want to

form a combined logic with the intuitionistic arrow⇒ and the K modality 2. We

know the Kripke semantics for⇒ and the Kripke semantics for 2. We also know

the syntax of the combined logic, namely all wffs built up from the atoms using

any of {⇒,2} as connectives. What we do not have is any axioms or semantics

for a combined system L.

Let us proceed nevertheless and take an arbitrary formula of the combined

language, say B = (q ⇒ 2(q ⇒ r)). We do not have models for the combined

language, but we do notice that the main connective of B is ⇒ and that B =

(q ⇒ A) with A = 2(p ⇒ r). We do have intuitionistic models for ⇒ so let us

take such a model of the form m = (S,≤, a, h). S is the set of possible worlds,

≤ is as reflexive and transitive relation on S, a ∈ S is the actual world and h is

an assignment to the atoms, satisfying

t ∈ h(q) and t ≤ s imply s ∈ h(q)
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2.3 Introducing Modal Fibring

where h(q) ⊆ S.

We can evaluate, or try to evaluate, B in m, since its main connective is ⇒.

For B to hold in m we must have that it holds in the actual world a. Thus we

continue:

a |=m B iff a |=m (q ⇒ A) iff for all t such that a ≤ t and t |=m q we have t |=m A

We know how to evaluate t |=m q (def) t ∈ h(q)

The problem is to evaluate t |=m A, which is t |=m 2(p⇒ r). 2 is not in the

intuitionistic language and so we do not have a recursive evaluation clause for it.

Nor is A atomic so we cannot use the assignment h. So what shall we do?

We notice that in order to complete the evaluation of a |=m B all we need

is to have an answer, for each t ∈ S such that a ≤ t, for each t ∈ S such that

a ≤ t, to the question of whether t |=m A. Any answer will do! It is at this stage

that we can introduce the basic idea of fibring! We notice that A = 2(p ⇒ r)

is a formula beginning with the modality 2. So if we take any Kripke model for

2 (and we do have a semantics for 2) then we can evaluate A there and get a

value, and this value we give to t |=m A. So let us associate with each t ∈ S, a

modal Kripke model

nt = F(m, t) = (T t, Rt, at, ht)

where nt depends on m and on t ∈ S and where T t is the set of possible worlds

of nt, R
t is the K accessibility relation, at is the actual world and ht is the

assignment.

We stipulate:

t |=m 2A iff (definition) nt |= 2A

The latter is the same as at |=nt 2A. Since nt is a modal model, a value can be

found.

We continue the evaluation: at |= 2A iff for all x ∈ T t, atRtx implies x |= A.

If A is in the modal language we can continue to evaluate. If A is atomic we

get our value from ht. What if A contains the intuitionistic⇒, i.e. A = (p⇒ r)?

Then we need to evaluate x |=nt (p⇒ r).

13
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Since nt is a modal model, we do not know how to evaluate the above. How-

ever, all we need is a value. If we associate with x an intuitionistic model

mx = F(nt, x) = (Sx,≤x, Ox, hx)

then we can continue our evaluation. mx is functionally dependent on x and

nt through the function F. We can represent the dependence as F(t, x).

We stipulate:

x |=nt (p⇒ r) iff (definition) mx |= (p⇒ r)

which is evaluated at the actual world of mx.

Thus we continue:

mx |= (p⇒ r) iff 0x |= (p⇒ r) iff for all y ∈ Sx; 0x ≤ y and y |= p implies y |= r

This process can be continued as many times as we need. To carry out the

evaluation of arbitrary mixed formulas of L, we need Kripke models of each logic

and functions associating models of the other logic to each possible world, ad

infinitum.

It is important to underline that these fibred models are not properly defined

at the moment but are intuitively defined by the needs of combining logics. Note

that we cannot put arbitrary modal models nt, for points t ∈ S, because they

must satisfy the intuitionistic persistence conditions

t ≤ s and nt |= 2A imply ns |= 2A (2.2)

for any 2A of the modal language.

We need to secure the above condition (for arbitrary A). Let

nt = (T t, Rt, at, ht)
ns = (T s, Rs, as, hs)

We can assume without loss of generality that our Kripke models nt are pairwise

disjoint and that each model n = (T,R, a, h) satisfies the condition:

x ∈ T iff (∃m ≥ 0)aRmx

where xR0y iff x = y and xRm+1y iff ∃z(xRz ∧ zRmy).

14



2.3 Introducing Modal Fibring

We underline that without loss of generality we can conservatively ensure that

condition 2.2 holds for arbitrary A by asking that we have:

t ≤ s implies T t ⊇ T s and Rt ⊇ Rs, and hs ⊇ ht � T s (2.3)

To summarize, we needed to have associated (or fibred) with each intuition-

istic world a modal model and with each modal world an intuitionistic model.

When we were forced to evaluate a formula D in a world belonging to the other

semantics, we continued the evaluation in the associated model.

The basic fibring can be done by a two place function F. If m is a model and

t is a possible world in m then F(m, t) is a Kripke model of the other semantics.

We have t |=m A iff F(m, t) |= A, iff aF(m,t) |= A where A is a formula with main

connective not in the logic of the model m and aF(m,t) is the actual world of the

model F(m, t).

The models F(m, t) can be presented in many forms. If the semantics of the

two logics involved are very similar, the model F(m, t) may be a slight modifica-

tion of the model m itself.

It may even be the case that F(m, t) is m itself with a change in evaluation

procedures. For example fibring a classical model to an intuitionistic model can

be achieved by a change of the evaluation procedure.

The intuitive idea of the fibred semantics can also be understood in terms of

classical model theory. Suppose we are dealing with classical models of a binary

relation R and unary relation Q. There models have the form (S,R,Q) where

S is a set and R ⊆ SxS and Q ⊆ S. Where do R and Q come from? For the

purpose of the model theory of binary and unary relations, we do not care where

R and Q comes from. All we need is a subset of SxS and a subset of S. However,

we could get R and Q in a more elaborate way. We could, for instance, map S

onto a group G using f : S → G and let xRy hold in S iff f(x) ·f(y) = f(y) ·f(x)

in G and let x ∈ Q hold if for example f(x)2 = 1. The way to look at this is to

say that we are fibring group structure onto S.

In computer science terms, this can be looked upon as opening a windows or

what is called ’delegation’ in object oriented programming. To compute whether

xRy holds, we open a window and place f(x), f(y) in the window (i.e. go to
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the associated group) and then compute something in the window (e.g. com-

mutativity) and then come back. The group G itself may be fibred further, for

example, into a field F . We need a function g : G→ F with some translation of

the group operations into field operations. For example x · y = z holds in G iff

g(x) · g(y) = g(z) holds in F. (This means that G is viewed as a multiplicative

group of a field.)

The above is not exactly fibring, it is more like representation. Fibring occurs

when we double back into S. For example we can map G into S using a mapping

h : G → S and require that for some formula Ψ(u1, u2, u3) of S the following

holds: x · y = z in G iff Ψ(h(x), h(y), h(z)) holds in S.
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Chapter 3

Logics for Access Control and

Trust Management

3.1 Introduction

In this chapter we want to dig into what, in our view, are the most representative

authorization logics appeared in the literature. The following sections are mainly

based on the referred articles.

3.2 An axiomatic view on access control: CDD

Up to author’s knowledge, CDD is the only access control logic that tries to

propose a formal axiomatization of the says operator. We present CDD because

it is the main base upon which we developed FSL. In Chapter 4 it will be clear

the FSL embodies and extends CDD overcoming some of its limits.

3.2.1 Introduction

As underlined by Abadi [2008], while access control appears in various guises

in many aspects of computer systems, it is attractive to reduce it, as much as

possible, to few central concepts and rules. The development and use of general

logics for access control is an ongoing effort in this direction. In this section we

compare several logics for access control with the aim of identifying the framework
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within which we have more freedom from the modelling point of view. The logics

that we consider all have the same operators and intended applications, but they

differ in their axioms and rules. They all start from propositional logic with the

says operator, which is central in several theories and systems for access control.

Moreover, they all allow the definition of a ”speaks for” relation Abadi et al.

[1991]; Lampson [2004]; Lampson et al. [1992] from says and quantification: A

speaks for B if, for every X, if A says X then B says X. In a formula A says

s the symbol A represents a principal and s represents a statement (such as a

request or a delegation of authority). Intuitively, A says s means that A supports

s, whether or not A has uttered s explicitly.

Perhaps because intuitive explanations of says are invariably loose and opened,

the exact properties that says should satisfy do not seem obvious. The goal of

this section is to investigate the space of options, exploring the formal conse-

quences and the security interpretations of several possible axiomatizations, and

thus to help in identifying logics that are sufficiently strong but not inconsistent,

degenerate, or otherwise unreasonable.

Some of the axioms that we are going to mention come from modal logic,

computational lambda calculus and other standard formal systems. Other axioms

stem from ideas in security, such as delegations of authority and the Principle of

Least Privilege Saltzer & Schroeder [1975]. For instance, we consider the hand-

off axiom, which says that if A says that B speaks for A, then B does speak

for A Lampson et al. [1992]. We evaluate these axioms in both classical and

intuitionistic contexts.

More specifically, we start with the basic axioms of standard modal logic, in

particular that says is closed under consequence

A says s1 and A says (s1 → s2) then A says s2

together with the necessitation rule (if s is valid then A says s). In addiction, the

axioms that we consider include the following:

1. The hand-off axiom, as described above, and a generalization:

A says (s1 → A says s2)→ (s1 → A says s2)
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2. A further axiom that if A can make itself speak for B, then A speaks for B

in the first place. This axiom may be seen roughly as a dual of the hand-off

axiom.

3. The axiom that s implies A says s. This axiom is similar to the necessi-

tation rule but stronger, and has been considered in access control in the

past. It is also suggested by the computational lambda calculus. We call it

Unit.

4. The other main axiom from the computational lambda calculus, which we

call Bind: if s1 implies A says s2, then A says s1 implies A says s2.

5. The axiom that if A says s then s or A says false. We call this axiom

Escalation, because it means that whenever A says s, either s is true or A

says anything (possibly statements intuitively ”much falser” than s).

6. An axiom suggested by the Principle of Least Privilege, roughly that if a

principal is trusted on a statement then it is also trusted on weaker state-

ments.

In Abadi [2008] the following results are obtained:

• In classical logics, the addition of axioms beyond the basic ones from modal

logic quickly leads to strong and surprising properties that may not be

desired. Bind is equivalent to Escalation, while Unit implies Escalation.

Unit⇒ Escalation⇔ Bind

There are systems intermediate between the basic modal logic and Esca-

lation. For instance, one may require the standard axiom C4 from modal

logic (if A says A says s then A says s) without obtaining Escalation. How-

ever, these intermediate systems appear quite limited in their support of

delegation and related concepts.

• In intuitionistic logics, we have a little more freedom. In particular, a

system that includes Unit and Bind, which we call CDD, does not lead to
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Escalation. In practice, we have:

Escalation⇒ Bind
CDD⇒ Unit
CDD⇒ Bind

Many further refinements become possible, in particular because Escalation

and Unit are independent intuitionistically. Among them we report:

– The general form of the hand-off axiom (1) is equivalent to Bind

– Unit implies axiom (2). This axiom is equivalent to Unit if there is a

truth-telling principal.

– Finally, Escalation implies axiom (6). Conversely, (6) and C4 imply

Escalation.

For a complete proof of the above results we refer to Abadi [2008].

3.2.2 CDD

As briefly explained in the previous section, we notice that if we want to craft

a logic for access control with speaks for, it may be sensible to employ a second

order intuitionistic logic. In fact with intuitionism we have that bad security

properties like Escalation do not hold even when we have axioms like (3) and

(4). In the following we present and study the relationship among a second order

intuitionistic logic called CDD Abadi [2008] and the axioms presented in Section

3.2.1.

Formulas in CDD are given by the grammar:

s ::= true | (s ∨ s) | (s ∧ s) | (s→ s) | A says s | X | ∀X s

CDD arose as a simplified version of the Dependency Core Calculus (DCC)

Abadi [2007], but it is similarly adequate as a logic for access control. CDD

is related to lax logic Fairtlough & Mendler [1997] and computational lambda

calculus. It has been used for language-based authorization Fournet et al. [2007],

and its central rules also appear in other systems for access control, such as Alpaca

Lesniewski-Laas et al. [2007].
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In comparison with DCC, CDD may be seen as straightforward and conser-

vative. For instance, while DCC proves

(A says B says s)→ (B says A says s)

CDD does not. Although here we do not discuss DCC in detail, the results of

this paper are relevant to DCC as well. A self-contained definition of CDD is

Abadi [2008]. Basically CDD is a second order propositional intuitionistic logic

with the addition of the following axioms

[Unit ] ∀X(X → A says X)
[Bind ] ∀X, Y ((X → A says Y )→ (A says X)→ (A says Y ))

It can be shown that neither of these axioms is derivable in a classical second-order

propositional logic, neither intuitionistically nor classically.

CDD is a well-founded and expressive logic for access control in which is

possible to derive the following theorems:

[C4 ] ∀X(A says A says X → A says X)
[Hand-off ] A controls (B ⇒ A)
[Generalized-hand-off ] A controls (X → A says Y )
[Authority-shortcut ] ∀X(A controls (A says X → B says X))→ (A⇒ B)

The results summarized above show that, while in a classical setting we may

want to stay close to basic modal logic1, in an intuitionistic setting we may adopt

CDD. This move may be attractive, in particular, because CDD supports hand-

off.

These results also suggest that a great deal of caution should be applied

in selecting axioms, considering both their formal properties and their security

implications.

3.3 Security Policy Assertion Language:

SecPAL

In this section we present SecPAL Becker et al. [2007] a declarative authorization

language that strikes a careful balance between syntactic and semantic simplicity,

1But intermediate systems that has C4 and not escalation appear quite limited in their
support of delegation and related concepts important in security.
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policy expressiveness, and execution efficiency. The syntax is close to natural

language, and the semantics consists of just three deduction rules. The language

can express many common policy idioms using constraints, controlled delegation,

recursive predicates, and negated queries. The execution strategy is based on

translation to Datalog with Constraints, and table-based resolution. In Becker

et al. [2007] it is proven that the execution strategy is sound, complete, and always

terminates, despite recursion and negation, as long as simple syntactic conditions

are met.

3.3.1 Introduction

Following a brief overview of the main technical contributions and features of

SecPAL.

Concerning expressiveness, SecPAL is a composition of three features for ex-

pressing decentralized authorization policies: delegation, constraints, and nega-

tion.

• Flexible delegation of authority is the essence of decentralized management.

For this purpose SecPAL adopts a delegation primitive (”can say”) that

covers a wider spectrum of delegation variants than existing authorization

languages, including those specifically designed for flexible delegation such

as XrML ContentGuard [2001], SPKI/SDSI Ellison et al. [2009] and Dele-

gation Logic (DL) Li et al. [2003]. The semantics of ”can say” is close to the

”controls” operator in the original treatment of authorization, the ABLP

logic Abadi et al. [1991].

• Support for domain-specific constraints is also important, but existing so-

lution previous to SecPAL only consider a specific class of constraints (e.g.

temporal constraints Bertino et al. [1994], periodicity Bertino et al. [1998],

set constraints Wang et al. [2004]) or are very restrictive to preserve de-

cidability and tractability, and disallow constraints required for expressing

idioms commonly used in practice.

SecPAL provides a set of mild, purely syntactic safety conditions that al-

low an open choice of constraints without loss of efficiency. SecPAL can
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thus express a wide range of idioms, including policies with parametrized

roles and role hierarchies, separation of duties and threshold constraints,

expiration requirements, temporal and periodicity constraints, policies on

structured resources such as file systems, and revocation.

• Negation is useful for expressing idioms such as separation of duties, but its

liberal adoption can make policies hard to understand, and its combination

with recursion can cause intractability and semantic ambiguity.

SecPAL proposes a syntax for authorization queries, separate from policy

assertions. Negation is permitted within queries (even universally quantified

negation), but not within assertions. This separation avoids intractability

and ambiguity, and simplifies the task of authoring policies with negation.

In addition, as already underlined above, SecPAL has a natural syntax, a

simple and unambiguous semantics and and effective decision procedures.

3.3.2 Benchmark Examples

Before introducing the syntax together with the semantics, we report some exam-

ples of SecPAL assertions. We identify principals by names like Alice, Cluster,

Fileserver. . . 1

• An identity token issued by principal STS who certifies that Alice is a

researcher:

STS says Alice is a researcher

• Alice gives to Cluster the right to access a specific file on that server, for

a limited period of time:

Alice says Cluster can read /project/data if

currentTime() ≤ 07/09/2006

1These names stand for public signature verification keys in the SecPAL implementation.
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• Cluster defers to STS to say who is a researcher:

Cluster says STS can say0 x

Where the subscript of say means no delegation, the other option is can

say∞ which stands for delegation without depth limits.

• Any principal x may delegate the right to read a file, provided x can read a

directory dir that includes the file which is not marked as confidential.

FileServer says x can read dir, file � dir,

markedConfidential(file) 6=Yes

The first condition is a conditional fact (that can be derived from other

assertions), whereas the last two conditions are constraints.

3.3.3 Syntax

We report here the core syntax of SecPAL. An authorization policy is specified

as a set of AC of assertions (called assertion context) of the form

A says fact if fact1, . . . , factn, c

where the facts are sentences that state properties on principals, defined below.

In the assertion, A is the issuer ; fact1, . . . , factn are the conditional facts ; and c

is the constraint. Assertions are similar to Horn clauses, with the difference that

(1) they are qualified by some principal A who issues and vouches for the asserted

claim; (2) facts are nested, using the verb phrase can say, by means of which

delegation rights are specified; and (3) variables in the assertion are constrained

by c, a first-order formula that can express e.g. temporal, inequality, path and

regular expression constraints. The following defines the grammar of facts
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e ::= x (variables)
| A (constants)

pred ::= can read [-] (predicates)
| has access from [-] till [-]
| . . .

D ::= 0 (no re-delegation)
| ∞ (with re-delegation)

verbphrase ::= pred e1 . . . en for n = Arity(pred)
| can sayD fact (delegation)
| can act as e (principal aliasing)

fact ::= e verbphrase

Constants represent data such as IP address, URLs, dates, and times. A,B,C

are used as meta variables for constants, usually for denoting principals. Variables

only range over the domain of constants (not predicates, facts, claims or asser-

tions). Predicates are user-defined, application specific verb phrases (intended to

express capabilities of a subject) of fixed arity with holes for their object param-

eters; holes may appear at any fixed position in verbphrases, as in e.g. has access

from [-] till [-]. In the grammar above, pred e1, . . . , en denotes the verb phrase

obtained by inserting the arguments e1 up to en into the predicate’s holes. We

say that a fact is nested when it includes a can say, and is flat otherwise. For

example, the fact Bob can read f if flat, but Charlie can say0 Bob can read f is

nested.

Expressions r occurring in constraints range over variables, constants and

applications f(r1, . . . , rn) of built in functions such as CurrentTime(). Constraints

range over any constraint domain that includes the following basic constraints:

the trivial constraints (True), equality (r1 = r2), numerical inequalities (r1 ≤ r2),

path constraints (r1 � r2; for hierarchical resources), and regular expressions

(r matches regExp) for ad hoc string filtering. Constraint domains are closed

under variable renaming, conjunction (c1, c2), and negation (not(c)). Additional

constraints can be added without affecting decidability or tractability. The only

requirement is that the validity of ground 1 constraints is decidable in polynomial

time.

We underline that a wide range of constraints are used in authorization poli-

cies, but that their variables are always instantiated before constraint evaluation.

1A phrase of syntax is ground when it contains no variables.
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This is mainly due for tractability problems in the query evaluation process, for

this reason SecPAL, rather that restricting constraints, imposes a group of safety

conditions which only ensure that constraints will be ground at runtime, once all

conditional facts have been satisfied. This approach facilitates high expressiveness

while preserving decidability and tractability, and also simplifies the evaluation

algorithm.

Definition 3.3.1 (Assertion safety) The assertion

A says fact if fact1, . . . , factn, c is safe iff the following conditions hold:

• all conditional facts are flat;

• all variables in c also occur somewhere else in the assertion;

• if fact is flat, all variables in fact also occur in a conditional fact.

Note the similarity to the safety condition in Datalog where all variables in the

head literal must also occur in a conditional literal Ceri et al. [1989]. SecPAL’s

safety conditions are less restrictive, as variables in ”can say” assertions need not

occur in any conditional fact.

3.3.4 Semantics

To be practically usable, a policy language should not only have a simple, read-

able syntax, but also a simple, intuitive semantics. We now describe the formal

semantics of SecPAL which consists of three deduction rules that directly reflect

the intuition suggested by the syntax. This proof-theoretic approach enhances

simplicity and clarity even if in practice the semantics is not used in the query

computation, this is due to the fact that SecPAL programs are first translated

into Datalog and then evaluated 1.

Let a substitution θ be a function mapping variables to constants and vari-

ables, and let ε be the empty substitution. Substitutions are extended to con-

straints, predicates, facts, claims, assertions etc. in the natural way, and are

1For a complete description of the evaluation process and Datalog translation see Becker
et al. [2007].
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usually written in postifix notation. We write vars(X) for the set of free vari-

ables occurring in a phrase of syntax X.

Each deduction rule consists of a set of premises and a single consequence of

the form AC, D |= A says fact where vars(fact) = ∅ and the delegation flag

D is 0 or ∞. Intuitively, the deduction relation holds if the consequence can be

derived from the assertion context AC. If D = 0, no instance of the rule (can

say) occurs in the derivation.

(cond)

(A says if fact1, . . . , factn, c) ∈ AC
AC,D |= A says factiθ for all i ∈ {1 . . . k}
|= cθ vars(factθ) = ∅

AC,∞ |= A says factθ

(can say)

AC,∞ |= A says B can sayD fact
AC,D |= B says fact
AC,∞ |= A says fact

(can act as)

AC,D |= A says B can act as C
AC,D |= A says C verbphrase
AC,D |= A says B verbphrase

Rule (cond) allows the deduction of matching assertions in AC with all free

variables substituted by constants. All conditional facts must be deducible with

the same delegation flag D as in the conclusion. Furthermore, the substitution

must also make the constraint ground and valid.

Rule (can say) deduces an assertion made by A by combining a can say asser-

tion made by A and a matching assertion made by B. This rule applies only if the

delegation flag in the conclusion is ∞. The matching assertion made by B must

be proved with the delegation flag D read from A’s can say assertion. Therefore,

if D is 0, then the matching assertion must be proved without any application

of the (can say) rule. If on the other and D is ∞, then B can redelegate. Note

that by nesting the can say0 operator, we can limit the delegation depth. In the
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following Alice delegates the authority over is a friend facts to Bob and allows Bob

to re-delegate at most one level further.

Alice says Bob can say0 x is a friend
Alice says Bob can say0 xcan say0 y is a friend

Rule (can act as) asserts that all facts applicable to C also apply to B, when

B can act as C is derivable. A corollary is that can act as is a transitive relation.

Authorization requests are decided by querying an assertion context (contain-

ing local as well as imported assertions). In SecPAL, authorization queries consist

of atomic queries of the form A says fact and constraints, combined by logical

connectives including negation:

q ::= e says fact | q1, q2 | q1 or q2 | not(q) | c | ∃x(q)

Negative conditions enable policies such as separation of duties, threshold and

prohibition policies (see Section 5). However, coupling negation with a recursive

language may cause semantic ambiguities, higher computational complexity, or

even undecidability. SecPAL solution is based on the observation that negate

conditions can be effectively separated from recursion by allowing negation only

in authorization queries.

3.4 Delegation Logic: DL

In Li et al. [2003] is presented a logic-programming-based language called Dele-

gation Logic. The approach in designing DL is to extend well-understood logic-

programming languages with features needed for distributed authorization. Specif-

ically, DL extends Definite Ordinary Logic Programs along two dimensions: del-

egation and nonmonotonic reasoning. DL’s delegation features include explicit

linguistic support for delegation depth and for a wide variety of complex princi-

pals (e.g. k-out-of-n thresholds). DL’s nonmonotonic expressive features include

classical negation, negation-as-failure, and prioritized conflict handling. In this

section, we focus on the delegation aspect and present a monotonic Delegation

Logic that we call D1LP. It stands for version 1 of Delegation Logic Programs.
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D1LP extends Datalog Definite Ordinary Logic Programs by adding an issuer to

every atom and adding delegation constructs that have pre-defined meanings.

The systems in DL are abstracted into entities that are inter-connected and

resources that are controlled by entities. Entities may include users, operating

systems, processes, threads, objects, etc. Resources may include information,

files, network connections, methods of objects, etc. When an entity wants to ac-

cess a resource controlled by another entity, it sends a request to that entity. The

entity that wants to access the resource is called the requester and the entity that

controls the resource is called the authorizer. Traditionally, when an authorizer

receives a request, it first ”identifies” the requester. This task of determining a

requester’s identity in a rigorous manner is called authentication. In other words,

authentication answers the question ”who made this request” with an identity.

Knowing the identity of the requester, the authorizer then decides whether this

requester is allow to access the requested resource. This step is called access

control.

The term authorizations is used to denote this process of ”authentication +

access control”. DL deals with authorization in emerging applications in large

scale, open, decentralized, distributed systems (e.g. Internet).

In the following subsections we present D1LP with a methodology driven

by examples. For space constraints we refer to Li et al. [2003] for a complete

description of D1LP syntax and semantics. We belive that for the purpose of the

thesis, is important to grasp the expressivity of the presented logics in order to

be able, in later chapters, to compare it with FSL.

3.4.1 Methodology

The problem of designing a trust-management (TM) language to represent autho-

rization policies and credentials is seen as a knowledge-representation problem.

The adopted approach is the logic-programming one.

When an authorizer gets a request and some credentials that support this

request, this authorizer creates a query Q from this request and a DL program

P from the combination of the credentials and the authorizer’s local policies.

Policies and credentials are translated into rules in DL. Having a program P and
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a query Q the authorizer decides whether to authorize this request by inferring

whether the query Q is true relative to program P . DL’s semantics gives a proof

procedure to answer Q relative P .

From the authors’ point of view, in order to simplify the authorization in

decentralized environments, we need a system in which access-control decisions

are based on authenticated attributes of the subjects, and attribute authority is

decentralized. DL (and so D1LP) is build upon the need to express in a formal

language the following aspects:

• Decentralized attributes : An entity asserts that another entity has a certain

attribute. In this view, a permission could be an attribute as well: granting

a permission p to an entity can be viewed as asserting that the entity has

the attribute p.

• Delegation of attribute authority : An entity delegates the authority over an

attribute to another entity, i.e., the entity trusts another entity’s judgment

about the attribute.

• Inference of attributes : An entity uses one attribute to make inferences

about another attribute.

• Attribute-based delegation of attribute authority : A key to scalability is the

ability to delegate to strangers whose trustworthiness is determined based

on their own authenticated attributes.

• Conjunction of attributes : An entity uses the conjunction of several at-

tributes to make inferences about another attribute.

• Attribute with fields : It is often useful to have attribute credentials carry

fields values, such as age and credit limit.

• Static threshold structures : A bank requires two out of an explicitly given

list of entities to cooperate in order to complete a certain transaction.

• Dynamic threshold structures : A bank requires two cashiers to cooperate

in order to complete a certain transaction; whether an entity is a cashier is

30



3.4 Delegation Logic: DL

not given explicitly in this policy, but rather is determined by inferencing

of that entity’s attributes from credentials.

Together with the expressive power, DL is crafted on the basis of the following

desiderata:

• Declarative semantics. The basic requirement it that a TM language

should have a declarative, clearly specified notion of proof of compliance1.

The stronger requirement is that the notion of proof-of-compliance should

be based on a well-understood, formal foundation.

• Tractability: The basic requirement is that compliance checking should

be tractable, i.e., polynomial in the size of policies, credential, and requests.

The stronger requirement is that computing the meaning of a set of policies

and credentials should also be tractable.

3.4.2 Benchmark Examples

In this section we show some examples presented by the authors Li et al. [2003]

to express policies in D1LP2.

1. Decentralized attribute. HA asserts that PA is a physician:

HA says isPhysician(PA)

2. Delegation of attribute authority. HM trusts HA to identify physicians:

HM delegates isPhysician(?X)^1 to HA

The ^1 represents the delegation depth, i.e. the number of re-delegation

steps that are allowed, where depth 1 means that no re-delegation is allowed,

2 means that one further step is allowed and * means that unlimited re-

delegation is allowed.

1The authorized that must decide whether to authorize a request or not, should answer to
the ”proof-of-compliance” question: ”Do these credentials prove that a request complies with
my local policy?”.

2?X, ?Y are variables.
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3. Inference of attributes. HM allows anyone who is a physician to access a

document.

HM says access(fileA, ?X) if HM says isPhysician(?X)

4. Attribute-based delegation of authority. HM allows anyone who is both a

physician and a manager to access a document.

HM delegates isPhysician(?X)^1 to ?Y if HM says

isHospital(?Y).

5. Conjunction of attributes. HM allows anyone who is both a physician and a

manager to access a document.

HM says access(fileB, ?X) if HM says isPhysician(?X),

HM says isManager(?X)

6. Attributes with fields, HM allows an entity to access the records of a patient

if the entity is the physician of the patient.

HM says accessDocument(?X, ?Y)

if HM says isPhysicianOf(?X, ?Y)

7. Static threshold structures. A bank requires two out of four entities A,B,C,D

to cooperate in order to approve a transaction T.

Bank says approve(T) to threshold(2, [A,B,C,D])

8. Dynamic threshold structures. A bank requires two cashiers to cooperate

in order to approve a transaction T.

Bank delegates approve(T) to

threshold(2, ?X, Bank says isCashier(?X)).
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3.4.3 Results

In Li et al. [2003] authors presents DL together with a formal syntax and seman-

tics, the syntax is expressed in BNF whereas the semantics defines minimal model

for every D1LP program P and gives answer to every query Q relative to P . The

semantics is defined via two transformations: Trans and RevTrans. Trans takes

a D1LP and outputs and OLP. RevTrans takes a set of OLP conclusions (ground

facts) and outputs a set of D1LP conclusions.

DL is more expressive than other trust-management systems, and time com-

plexity of authorization procedures in D1LP are O(f(n)) where f(n) is a poly-

nomial.

3.5 Dynamic Event Based Access Control:

DEBAC

To address the requirements for formal access policy representation for dynamic,

distributed information systems, in Bertolissi et al. [2007] is presented an event-

based distributed access control model. The proposed model, is represented using

term rewriting and contributes to the literature on formal access control models

by demonstrating how access control models may be defined and enable the au-

tonomous changing of access control policies, the proving of properties of policies,

and the efficient evaluation of access requests when the sources of access control

and user requested information may be widely dispersed.

The proposed access control model is called Dynamic Event Based Access Con-

trol(DEBAC). The DEBAC model addresses a number of limitations of RBAC

when the latter is applied in distributed computational contexts: that certain

distributed environments, entities that request access to resources may not be

known (so it is not possible to authorize access on the basis of a job function/-

role); that uses authorizations may change dynamically on the basis of the occur-

rence of a wider range of events than the role and permission assignments used

in RBAC; and that the information that is used to decide on granting/denying a

user’s request may be distributed across several sites (rather than being centrally

located).
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Represented as term rewrite systems, DEBAC policies are specified as a set

of rules and access requests are specified as terms. Access request evaluation is

effected by ”reducing” terms to a normal form. Representing DEBAC policies

as term rewriting systems enables complex and changing access control require-

ments to be succinctly specified in a declarative language that is formally well

defined. The formal foundations on which DEBAC is based make it possible to

apply the extensive theory of rewriting to access control; in particular, standard

rewriting properties (such as consistency and completeness) and can be used to

study combinations of policy specifications. Another important reason to use

rewrite-based languages to specify access control policies is that tools, such as

ELAN Borovanský et al. [2002] and MAUDE Clavel et al. [2007], can be used

to test, compare and experiment with access request evaluation strategies, to

automate equational reasoning, and for the rapid prototyping of access control

policies.

3.5.1 The DEBAC model

DEBAC is presented as a term rewriting system in which the key elements are in

the following sets:

• A countable set R of resources, written r1, r2, . . .

• A countable set A of named actions a1, a2, . . .

• A countable set U of user identifiers, written u1, u2, . . .

• A countable set C of categories c0, c1, . . .

• A countable set E of event identifiers e1, e2, . . .

• A countable set S of site identifiers1.

• A countable set T of time points.

1Authors use Greek letters µ,ν,. . . as site identifiers
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The fundamental notion on which the DEBAC model is based is that of an

event. In the DEBAC model, events are happenings at an instance of time that

involve users performing actions. We view events as structured and described via

a sequence l of ground terms of the form event(ei, u, a, t) where event is a data

constructor of arity four, ei (i ∈ N) are constants in E (denoting unique event

identifiers), u ∈ U identifies a user, a is an action associated to the event, and t is

the time when the event happened. In this section, we represent times as natural

numbers in Y Y YMMDD format, and we assume that time is bidirectional so

that proactive and postactive changes may be made to represent access policy

requirements, and past, present and future times can be used in the model to

make access control decisions.

In the DEBAC model, users may request to perform actions on resources

that are potentially accessible from any site in a distributed system. A user is

assigned to a particular category (e.g. normal users, preferred users, etc) on the

basis of the history of events that relate to the user. Access to resources is then

defined in the following way:

• A user u ∈ U is permitted to perform an action a ∈ A on a resource r ∈ R

that is located at site s ∈ S if and only if u is assigned to a category c ∈ C

to which a access on r has been assigned.

In the DEBAC model, assignments of a user u to a category c are based on

the occurrence of events that are recorded in the history of events relating to

u. As we will see later, hierarchies of categories of users may also be naturally

accommodated in the DEBAC model.

We formally specify the notion of permitted access in term rewriting form

below. In a DEBAC specification, there are two kinds of functions, which we call

generic and specific, respectively. Generic functions are common to all DEBAC

specifications, whereas specific functions, as their name suggests, depend on the

specific scenario that we are modeling.

Given an event ei, we will use standard generic functions to extract the com-

ponent information from an event description. For instance, we may define a

function user that returns the user involved in a given event, as follows:

user(event(E,U,A, T ))→ U
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We assume that events are atomic, however, our model could be generalized

to permit the representation of events that take place over a period of time and

events that are composed of atomic parts (sub-events).

Also, note that time is included as an explicit component of an event. In

certain contexts, it is sufficient to know the order of events. In such cases, the

position of the event in a list of events provides enough information and the time

parameter may be omitted.

3.5.2 Distributed term rewriting systems

An important aspect of the DEBAC model is the capability of representing

systems where resources may be distributed across different sites, and the infor-

mation needed to decide whether a user request is granted or denied may also be

distributed. To address this issue, authors define access control policies as mod-

ular term rewriting systems, where modules may be independently maintained

at different sites, and information sources may be explicitly specified. In order

words, policy designers may directly define the sites (locations) to be used in

access request evaluation.

For the approach to distributed access control proposed, distributed term

rewriting systems (DTRSs) are introduced; DTRSs are term rewriting systems

where rules are partitioned into modules, each associated with a site, and function

symbols are annotated with site identifiers. It is assumed that each site has a

unique identifier (µ, ν, . . .).

We say that a rule f(t1, . . . , tn) → r defines f . There may be several rules

defining f ; we will assume that they are all at the same site ν. We write fν to

indicate that the definition of the function symbol f is stored in the site ν. If

a symbol is used in a rule without a site annotation, we assume the function is

defined locally.

For example, in a DTRS used in a bank scenario, we may have a local func-

tion account such that account(u) returns u’s bank account number, and rules

computing the average balance of a user’s account, stored in a site ν. Then we

could define the security category of a user u using a rule
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category(U) → if averagebalanceν(account(U)) ≤ 10000
then VIP CLIENT

else NORMAL CLIENT

The example above describes one instance of rule specification to illustrate

the use of annotations on function symbols (we redefine categories for users in a

more general context in the next section). Here, to calculate u’s security category

as a client, the average balance of u’s account has to be computed at site ν, but

u’s account number is available locally. We use the notation if b then s else t

as syntactic sugar for the term if-then-else(b,s,t) with the rewrite rules:

if-then-else(true,X,Y) → X
if-then-else(false,X,Y) → Y

We assume that the site where each function is defined is known and therefore

the annotations used in function symbols are just constants.

3.5.3 DEBAC policy specifications via rewrite rules

In this section, we use an example to illustrate the use of distributed rewriting

systems for specifying DEBAC policies. In this way we give an executable speci-

fication of a DEBAC policy, to show some basic properties, and to address, using

rewriting techniques, the problem of checking that the specification is consistent,

correct, and complete (that is, no access can be both granted and denied, no

unauthorized access is granted and no authorized access is denied).

We assume that events are represented as ground terms of the form event(ei, u, a, t),

as discussed above. A DEBAC policy is specified by giving its generic and

specific functions.

The generic functions are category and status, together with auxiliary func-

tions such as user. We define these functions by the rules:

category(U,L) → F(status(U,L))
status(U,nil) → cons(c0,nil)

status(U,cons(E,L)) → if U = user(E)
then cons(Estatus(E)),status(U,L))
else status(U,L)
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where c0 is a default category (we could return the empty list instead), status

looks for events involving a user U in the list L, and uses a specific function

Estatus that associates a category ci to a user according to the particular event

ei in which the user was involved (this, of course, is specific to the application

that we are modeling). The auxiliary function user extracts the user involved in

a given event, as explained above. The function F , which is used in the definition

of category, takes as argument a list of categories associated to a user, according

to the history of events, and returns one specific category. Again, the particular

definition of F depends on the application. For example, we can take F to be

the function head that returns the head of the list, or the functions max of min

returning the highest or lowest category in the list. respectively; more elaborate

functions are also possible.

Specific functions, as their name suggests, depend on the specific application

that we are modelling. For instance, in a bank scenario, we may define:

Estatus(event(E,U, depositing, T ))
→ if averagebalanceν(account(U)) > 10000 and NotBlacklistedµ(U)
then GOLD CLIENT else NORMAL CLIENT

whereas in a university, students may acquire rights (change category) as the pass

their exams:

Estatus(event(E,U, enroll, T )) → REGISTERED-STUDENT
Estatus(event(E,U, pay, T )) → REGULAR

Estatus(event(E,U, exams1styear, T ) → if passν
and paidµ(U, fees)
then 2ND-YEAR STUDENT
else IRREGULAR

where passν and paidν are auxiliary functions returning boolean values.

Consider now the (chronologically ordered) list of events

l = [ event(e2, u, exams1styear, 20060130), event(e1, u, pay, 20060115),
event(e0, u, enroll, 20050901)]

and assume that the function F , that is used in the definition of category, is

the function head returning the head of a list. Then we have

category(u, l) → head(status(u, l)) →∗
head([2ND-YEAR STUDENT, REGULAR, REGISTERED-STUDENT])

which finally leads to category(u, l) →∗ 2ND-YEAR STUDENT.

38



3.5 Dynamic Event Based Access Control:
DEBAC

3.5.4 Evaluating access requests

Access requests from users can be evaluated by using a rewrite system to grant

or deny the request according to the history of events and the user’s category

assignments that are specified in the DEBAC policy. For that, we may use the

following rules, where a user u asks for an action a to be performed on a resource r

accessible from a site µ. The symbols U,A,R, S, L are variables and the operator

member is the standard membership test operator.

access(A,U,R, S, L) → check(member((A,category(U,L)),privileges(R, S)))
check(true) → grant

check(false) → deny

Here we assume that the function privileges returns a list of pairs (action,

category allowed to perform that action) for a given resource in a given site. For

instance, privileges may be defined by rules such as:

privileges(r, s)→ [(a11, c11), . . . , (a1n, c1n)]

We use RDEBAC to refer to the rewrite system that contains the set of rules

that we have defined so far. In Bertolissi et al. [2007] the following properties of

RDEBAC are presented together with a proof that we omit.

1. The rewrite system RDEBAC is terminating and confluent. Were terminating

means that all reduction sequences are finite, and we say that a rewriting

system is confluent if for all terms t, u, v : t→∗ u and t→∗ v implies u→∗ s
and v →∗ s, for some s;

2. Every term has unique normal form in RDEBAC . This is a consequence of

the property above.

3. (Consistency). For any list of events l, u ∈ U, a ∈ A, r ∈ R, s ∈ S: it is

not possible to derive, from RDEBAC , both grant and deny for a request

access(a, u, r, s, l).

4. The normal form of a ground term of the form access(a, u, r, s, l) where

u ∈ U, a ∈ A, r ∈ R, s ∈ S and l is a list of events, is either grant or deny.
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5. (Correctness and Completeness) For any u ∈ U, a ∈ A, r ∈ R, s ∈ S and list

of events l:

• access(a, u, r, s, l) →∗ grant if and only if u has the access privilege

a on r in s.

• access(a, u, r, s, l) →∗ deny if and only if u does not have the access

privilege a on r in s.

3.6 Distributed-Knowledge Authorization

Language:DKAL

DKAL Gurevich & Neeman [2008] is a relatively novel authorization language for

distributed systems. It is based on existential fixed-point logic and is considerably

more expressive than existing authorization languages in the literature. Its query

algorithm is within the same bounds of computational complexity as e.g. that

of SecPAL Becker et al. [2007]. DKAL’s communication is targeted which is

beneficial for security and for liability protection. DKAL enables flexible use of

functions; in particular principals can quote (to other principals) whatever has

been said to them. DKAL strengthens the trust delegation mechanism of SecPAL

and also introduces a semantic safety condition that guarantees the termination

of the query algorithm.

DKAL is a complex framework, in the following we report the most interesting

aspects from the expressivity point of view mainly because we are interested

in translating DKAL into FSL. We do not stick to termination or complexity

properties, for a complete reference about DKAL see Gurevich & Neeman [2009];

Gurevich & Roy [2008]

3.6.1 Introduction

In the following we give a brief introduction to Distributed Knowledge Authoriza-

tion Language, in short DKAL. DKAL is based on the the following observations:

1. There is a potential information leak problem in SecPAL and all preceding

languages. Take for instance the following scenario:
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SpecialOperations says Jhon Doe isSecrAgent (S1)
Bob says SpecialOperations can say p isSecrAgent (S2)
Bob says p canParkInSpot 97 if p isSecrAgent (S3)

In the example above, the department of Special Operations of some in-

telligence agency appoints secret agents by assertions like S1. Bob, who is

just a receptionist, wants to find out who secret agents are. He does not

dare to pose that query (and suspects that the systems would not allow

him to); instead he asserts S2 and S3 where spot 97 is one of the parking

spots over which he has the authority, e.g. a visitor spot. It follows from

S1 and S2 that Bob says John Doe isSecrAgent. Now, by posing an ”in-

nocent” query about who can park in spot 97, Bob gets a list of all secret

agents. The problem can be addressed on the level of implementation, for

example by attempting to separate confidential and non-confidential infor-

mation (which is easier said than done; both may be necessary to derive

certain permissions), but the right way to address the problem is at the

authorization-language level. DKAL solves the problem by making com-

munication targeted. The analog of the naive dramatization does not work

in DKAL as assertions like S1 would be targeted to an audience that ex-

cludes Bob. See more on info leak in Gurevich & Neeman [2008].

2. The expressivity of the existing languages is too limited. Consider for ex-

ample nested quotations. They are expressible in Speaks-For Abadi et al.

[1991], which has expressivity limitations of its own, but not in SecPAL

and other Datalog based languages. More generally, following Datalog,

these languages do not use functions in arguments of recursively defined

relations. Avoiding functions (if and when it is possible) can make poli-

cies more awkward and less natural. In principle, Datalog with constraints

can simulate such use of functions but this would violate the feasibility

restrictions of the languages in question. DKAL enables unrestricted use

of functions that can be nested and mixed maintaining the computational

time bounds of SecPAL.

3. One can make authorization rules more succinct by partially ordering por-

tions of information independently. The information order is denoted by ≤;
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intuitively x ≤ y implies that y is at least as informative as x. To see how

information could be employed and how is defined we refer to Gurevich &

Neeman [2008].

4. There is a better logical platform for authorization languages than Datalog

with or without constraints, namely existential fixed-point logic (EFPL)

Blass & Gurevich [2008].

3.6.2 Existential fixed-point logic: EFPL

We recall what EFPL is and introduce the substrate/superstrate terminology.

EFPL has an attractive model theory and can be expressed in a way related to

Constrained Logic Programming. A logic program is used to define additional

relations over a given first-order structure. In what follows, the given structure is

the substrate structure or just substrate, and the new relations are superstrate rela-

tions. In the Constraint Datalog case, the substrate is often called the constraint

domain Li & Mitchell [2003]. In the Pure Prolog case, the substrate includes a

Herbrand universe with no built-in relations, with the possible exception of equal-

ity; in addition, the substrate may have a limited number of additional datatypes,

e.g. integer arithmetic.

EFPL employs logic programs that can be defined as generalized Constraint

Datalog programs. First, we need to remove the restriction on the use of function

symbols. A Datalog rule has the form:

R0(s1, . . . , sj) : −R1(t1, . . . , tk), R2(u1, . . . , ul), . . . , con

where the arguments of relation symbols Ri are variables or constants and

where con is a quantifier-free first-order formula in the substrate vocabulary.

EFPL allows the arguments to be arbitrary expressions (a.k.a. terms) in the

substrate vocabulary. Second, in the literature, there are always limitations on

the legal substrates of Constraint Datalog which are imposed to guarantee good

algorithmic properties of the legal substrates. For example, Li & Mitchell [2003]

requires quantifier elimination, EFPL imposes no such limitations.
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Alternatively, EFPL logic programs can be defined as generalizations of Pure

Prolog programs where a substrate is an arbitrary first-order structure1. In par-

ticular, the substrate may have free constructors (like the functions of a Herbrand

universe) applied to regular elements, that is, elements that are not produced by

means of free constructors. In the sequel, logic programs are by default EFPL

programs. A logic program Π over a substrate X computes the superstrate rela-

tions and thus produces an enriched structure Π(X). This is clear if Π terminates

over X. If Π does not terminate over X, it still computes the superstrate rela-

tions. It just takes infinite time to do so. Fortunately, every particular instance

of a superstrate relation is computed at a finite stage. For example, consider this

simple logic program, from Gurevich & Neeman [2008]:

T (left(x), right(x))
T (right(x), left(y)) ← T (x, y)

T (x, z) ← (T (x, y) ∧ T (y, z))

where left and right are substrate functions, and T is a superstrate relation.

If we assume that the two functions are free constructors and that there is at

least one substrate constant, so that the corresponding Herbrand universe is

well defined, then our logic program is a Pure Prolog program. As written,

the example program is not a Constraint Datalog program because the function

symbols occur in rule heads. Define Liberal Datalog as a Constraint Datalog

with no limitation on the legal substrates. The example program reduces to the

following Liberal Datalog program:

T (u,w) ← u = left(x) ∧ w = right(x)
T (u,w) ← T (x, y) ∧ u = right(x) ∧ w = left(y)
T (x, z) ← T (x, y) ∧ T (y, z)

Furthermore, in a similar way, any EFPL program can be transformed into a

Liberal Datalog program.

In addition to logic programs, EFPL has queries. Queries are first-order for-

mulas, subject to some restrictions, in the substrate vocabulary enriched with

superstrate symbols. Queries are evaluated not in a given substrate X, but in

the structure Π(X) produced by the given logic program Π over the substrate X.

1Note that here structure and model are intended to have the same meaning.
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Chux: (Alice) canDownload Article) to Alice (A1)

Alice: Best tdOn Alice canDownload Article (A2)

Best: (Chux tdOn p canDownload Article) to p (A3)

a knows x ← a knows p said x, a knows p tdOn x (C1)

a knows p tdOn (q tdOn x) ← a knows p tdOn x, a knows q exists (C2)

a knows p tdOn (q tdOn0 x) ← a knows p tdOn x, a knows q exists

Alice knows Chux said Alice canDownload Article (K1)

Alice knows Best tdOn Alice canDownload Article (K2)

Alice knows Best said (Chux tdOn Alice canDownload Article) (K3)

Alice knows Chux exists (K4)

Alice knows Best tdOn (Chux tdOn Alice canDownload Article) (K5)

Alice knows Chux tdOn Alice canDownload Article (K6)

Alice knows Alice canDownload Article (K7)

Figure 3.1: User centric delegation example

3.6.3 A user centric example

We start with a user-centric example, partially because DKAL is particularly

appropriate for the user centric approach to authorization. We demonstrate the

basics of DKAL, in particular how trust and delegation are expressed.

Alice would like to download Article from Repository in course of her work for

Fabricam. Repository lets Fabricam employees download content with no con-

straints. Fabricam in turn requires that its emloyees respect intellectual property.

Fig.3.1 shows how Alice verified her right to download Article.

Alice bought the right at an online store Chux. Chux told her that she

can download Article; this is represented by assertion A1 in Fig.3.1. In the

formal model we compute a superstrate relation knows, and the assertion A1

leads to the instance K1 of that relation. The expression Alice canDownload

Article denotes an infon, a piece of information, and so does Chux said Alice

canDonwload Article. The relation knows is of type Principal × Info. Note

that from assertion A1 Alice learns only that Chux said Alice canDownload

Article, not that Alice canDownload Article.

Alice noticed that the copyright for Article belongs to Best Publishing House;
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hence the assertion A2 where tdOn stands for is trusted on. The expression Best

tdOn Alice canDownload Article denotes yet another infon, and assertion A2

leads to instance K2 of knows in the formal model.

The intended meaning of p tdOn x is given by two rules. One is C1 which

states that a principal a knows x is she knows that some principal p said x and

that p is trusted on x. We’ll get to the other rule shortly.

Unfortunately Alice does not know whether Chux can be trusted on Alice

canDownload Article, and Best, who is trusted, did not say that Alice canDownload

Article. So Alice contacts Best who authorized Chux to sell download rights

to Article and who has in its policy the assertion A3 (with a free, unconstrained

variable p). As a result Alice learns K3.

The infon p tdOn x expresses not only trust in p on x, but also a permission

for p to delegate the trust. (There is a way to express non-delegable trust, using

tdOn0 instead of tdOn, as in SecPAL for can say0). The right to delegate is

captured by the double rule C2; only the first one is relevant in the current

example. If a knows that p tdOn x, and this allows p to delegate the trust to

q. The restriction that a knows (the existence) of q is a safety condition that

prevents the knowledge of a from exploding with irrelevant details. Applying

rules C1 and C2 to K1-K4, Alice obtains K5-K7. Having deduced K7, Alice

approaches Repository, and downloads Article.

3.6.4 Methodology

The main adds of DKAL are:

• Targeting information.

• Separating what a principal knows from what a principal says.

• Information order.

In DKAL there are two forms of assertions:

1. A :d← x1, . . . , xn, con

2. A :d to p← x1, . . . , xn, con

45



3.6 Distributed-Knowledge Authorization
Language:DKAL

A in both forms is a ground principal expression denoting the owner of the

assertion; d is either∞ or 0 and its related to delegation depth1; x, x1, . . . , xn are

expressions; and con is a substrate constraint, that is a conjunction of possibly

negated atomic formulas in the substrate vocabulary.

Assertion 1 is a knowledge assertion which intuitively means that principal

A knows x, it it knows that x1, . . . , xn and con hold. Assertion 2 is a speech

assertion which intuitively means that principal A says x to principal p if A

knows x1, . . . , xn and con. The consequence of a speech assertion is expressed by

the following house rule:

p knows q said x← q says x to p

So, for instance, if we want to express with DKAL assertion that Chux says

to Alice to download an Article we write:

Chux: (Alice canDownload Article) to Alice

and, as a consequence, after running the logic program, we have:

Alice knows Chux said Alice canDownload Article

Once the extended structure Π(X) is computed, in Π(X) we may want to

know if a principal knows some formulas. DKAL queries are formulas of the

type p knows t(v1, . . . , vk) where p is a ground principal, t is an expression with

variables v1, . . . , vk. The query is evaluated over the state of knowledge Π(X).

The answer is the set of tuples 〈b1, . . . , bk〉 of elements in which

Π(X) |= p knows t(b1, . . . , bk)
2

1We already saw delegation depth in SecPAL, here for simplicity we omit the d in our
analysis.

2This is a simplified version of what really a DKAL query is, here we just stress what is
interesting from FSL point of view, for more see Gurevich & Neeman [2008].
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Chapter 4

Fibred Security Language: FSL

In this chapter we present the development of a fibred security language capable

to express statements of the form

{x}ϕ(x) says ψ

where {x}ϕ(x) is the set of all x that satisfy ϕ and ψ is any formula. ϕ and ψ

may share several free variables. For example, we can express the following: ”A

member m of the Program Committee can not review a paper P1 in which one

of its authors says that he has published a paper with him after 2007”

¬({m}[PC(m) ∧ {y}author of(y, P1) says ∃p(paper(p) ∧ author of(m, p) ∧
author of(y, p) ∧ year(p) ≥ 2007)] says review(P1))

The chapter is structured as follows:

In Section 4.1 we give a brief introduction underlining the motivations behind

the introduction of a novel logical framework.

In Section 4.2 we present and study the many different properties of access

control logics.

Section 4.3 deals with the introduction of the FSL syntax and the study of its

expressiveness.

In Section 4.4 we present the logic in a formal semantical perspective, analy-

izing both the classical and intuitionistic fragments.

Finally, in Section 4.5 we present a short example which will be translated

into PROLOG in Capther 6.
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4.1 Introduction

Access control is a pervasive issue in security: it consists in determining whether

the principal (a machine, user, program) that issues a request to access a re-

source should be trusted on its request, i.e. if it is authorized. Authorization

can be based in the simplest case on access control lists (ACL) associated with

resources or with capabilities held by principals, but it may be complicated by,

for instance, membership of groups, roles and delegation. Thus, logics for access

control are often used to express policies and to enable reasoning about principals

their requests, and other general statements.

In many cases first-order/propositional logic suffices, but it does not in the

case of distributed policies and delegation, e.g. ”administrator says that Alice

can be trusted when she says to delete file1”: Alice speaks for the administra-

tor concerning the deletion of file1, thus she should be trusted as much as the

administrator.

To model distributed policies and delegation, many approaches based on a

says operator have been proposed. They differ in their aims and methodologies.

Some approaches like the Delegation Logic of Li et al. [2003] translate the

says and delegation operators into logic programming languages like Datalog.

Other ones like SecPal Becker et al. [2007] propose a procedural semantics to

explain the meaning of says and other operators like can say and can act as.

Finally, Abadi [2008] proposes a modal logic approach to the problem: says is

seen as a modality and it specifies which axioms characterize this modality and

how to define other concepts in terms of says.

While the first two approaches emphasize the tractability of the security lan-

guage and its usability, the purpose of modal logic approaches to access control is

to identify the central concepts, in particular, delegation, and to highlight which

desirable properties can be attributed to them while avoiding implications which

are dangerous from the point of view of security. The problem is still in the focus

of attention of the security community Abadi [2007, 2008], due to the sensitivity

of the issue and the difficulty of its solution.

While characterizing the says operator with axioms seems natural, using too

strong axioms leads to the risk that the desired properties imply undesirable ones,
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or even that the system becomes inconsistent, degenerate and collapse.

Besides the problem of characterizing the properties of the says operator, a

related problem is how to reason about the principals who can make says asser-

tions and can be delegated. As concerns the representation of principals, while

Delegation Logic Li et al. [2003] claims that a general authorization language is

required and that principals should be characterized by means of logical expres-

sions, Abadi et al. [1991] focus on access control lists, by providing a calculus

which allows some combinations of individual principals: the says operator is

seen as a modality indexed by the principals, thus combinations of principals are

expressed as constraints on the accessibility relation modelling the modality.

Thus, in a security logic, there are two interrelated issues to be dealt with:

how to formalize the says and delegation operators and how to formalize the lan-

guage to talk about principals. Connecting the two dimensions while preserving

the desired properties of the operators is an open problem. While operational

approaches like Becker et al. [2007]; Li et al. [2003] emphasize the expressivity of

the security language, modal logic approaches like Abadi [2003] emphasize trade

off the expressivity with the need of integrating the two dimensions.

In this chapter we propose a methodology to face this trade off, based on

the notion of fibring of logics proposed by Gabbay [1999]. Fibring allows the

combination of different logics.

Suppose we have two different logics C and D with languages LC, LD and

semantics SC, SD respectively. Intuitively, the fibring process consists in defining

a combined language L ⊃ LC ∪LD together with a new semantics S in which we

can evaluate formulas of both C and D.

This solution can be used not only to construct a new security language, but

also to extend current approaches or to understand the assumptions behind them.

The reason is that our methodology is a semantical approach which allows first to

formally define the models and their properties and to construct accordingly the

axioms and rules of a proof theory. To show the generality of our methodology

in this chapter we will illustrate both strategies, using some existing languages

as case studies and by introducing the Fibring Security Language FSL.

From a semantical point of view, logics for distributed access control rely on

one of the following approaches
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• Operational Semantics Becker et al. [2007].

• Declarative Semantics Bertolissi et al. [2007]; Li et al. [2003].

• Classical/Intuitionistic Modal logic Abadi [2003, 2007]; Abadi et al. [1991];

Lampson et al. [1992].

Each view has positive and negative aspects.

Operational Semantics, if rules are wisely crafted, could be extremely clear

but very often tractability must be sacrificed for simplicity. SecPAL, for instance,

has an extremely clear semantics expressed with just three rules, but in practice

they are awkward to employ in evaluating formulas. To overcome this difficulty

queries in Becker et al. [2007] are evaluated exploiting Datalog that has a stable

model semantics which is not clearly related with the rules of the operational

semantics.

Logics that rely on declarative semantics have a clearly specified notion of

proof of compliance which is strictly based on the framework in which the rea-

soning is carried out. PROLOG and Datalog seems to be the most used solutions

to obtain answer sets from a database of distributed policies. The negative aspect

is that using declarative approaches it could be extremely difficult to have a for-

mal ”meaning” for every set of policies and credentials, so that one can compute

this meaning and inspect whether it is the same as the policy author’s intention.

Modal logic have been employed by Abadi et al. [1991] to model logics for

access control, in this view a logic can be studied through its axiomatization or

on the basis of its semantics analyzing how to link models with formulas. One

major advantage is that with a clear bound between syntax and semantics the

proof of compliance procedure is based on well-understood, formal foundation.

A mayor loss is that it could be extremely difficult to compose different logics

within a common framework if we do not rely on fibring.

Every approach has some positive aspects that should not be left out in mod-

elling a logic for distributed access control. With FSL we propose a general

language to compose (fibring) existing logics on the basis of their semantics, in

particular Section 4.4 is devoted to introduce an authorization logic called pred-

icate FSL in which we applying the fibring methodology to intuitionistic logic.
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In Chapter 5 we take into account how to compose and extend existing access

control logics.

In predicate FSL we have formulas of the kind

{x}ϕ(x) says ψ (4.1)

where {x}ϕ(x) represents the group composed by all the principals1 that

satisfy ϕ(x) and ψ is a general formula. We see the says as a modality to express

that a certain principal supports some statement (see Section 4.2).

In this view, Formula 4.1 becomes

2{x}ϕ(x)ψ (4.2)

In which ψ is the statement that the extension of ϕ(x) as a group of individuals

supports; note also that the modality is indexed by principals. Up to authors

knowledge, existing approaches that employ the says operator do not offer the

possibility to have a first-order formula specifying the principals.

This view on access control logics offers a wide range of expressiveness in

defining policies and freedom in crafting logics. In fact we can let ϕ(x) and ψ

belong to two different languages Lp and Le as language of principals and security

expressions respectively which refers to two different systems (semantics).

For instance we can think of formulas in Lp be SQL queries and formulas in

Le be Delegation Logic Li et al. [2003] expressions.

The main problem is to formally specify how to evaluate expressions like

4.2 and this is the main role of the fibring methodology Gabbay [1999] which,

depending on the chosen languages (and systems), must be carefully defined in

order to have a combined logic which is coherent and does not collapse.

In this chapter, in order to show the full expressiveness of our approach, we

decide to make Lp = Le = L, where L is a classical first order language, whereas

the relying system S is intuitionistic modal logic; this is predicate FSL. This

approach offers us to iterate the says modality and to have extremely complex

formulas in which free variables are shared between different levels of nesting of

the 2 (see Section 4.3 for examples).

1Example of principals are: Users, machines, channels, conjunction of principals, groups
. . . Abadi et al. [1991]
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Throughout the chapter we will show how with predicate FSL is possible to

give answers to the following questions:

1. How to define a general semantic model in order to extend existing security

languages?

2. How to make a principal speak for another principal on all formulas without

resorting second order languages?

3. How to have groups of principals supporting a sentence expressed by a

first-order formula with free variables?

4. How to express chain of delegation by means of the says modality and how

to constrain delegation depth?

5. How to express separation of duties in a clear and compact way?

6. How to deal with roles in distributed access control?

4.2 Properties of access control logics

In this section we first summarize how the says operator is used in access control

logics, and then we discuss which properties are desired for this operator and

which are not, showing the dependencies among the different properties in existing

logics.

4.2.1 Access control logics

The access control logic we propose aims at distributed scenarios. Thus, to ex-

press delegation among principals, it is centered, like the access control logic of

Lampson et al. [1992]; Li et al. [2003], on formulas such as “A says s” where A

represents a principal, s represents a statement (a request, a delegation of au-

thority, or some other utterance), and says is a modality. Note that it is possible

to derive that A says s even when A does not directly utter s. For example,

when the principal A is a user and one of its programs includes s in a message,

then we may have A says s, if the program has been delegated by A. In this
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case, A says s means that A has caused s to be said, that s has been said on A’s

behalf, or that A supports s.

We assume that such assertions are used by a reference monitor in charge of

making access control decisions for resources, like o. The reference monitor may

have the policy that a particular principal A is authorized to perform Do(o).

This policy may be represented by the formula: (A says Do(o))→ Do(o), which

expresses that A controls Do(o). Similarly, a request for the operation on o from

a principal B may be represented by the formula: B says Do(o). The goal of

the reference monitor is to prove that these two formulas imply Do(o), and grant

access if it succeeds. While proving Do(o) the reference monitor does not need

that the principal B controls s. Rather it may exploit relations between A and

B and some other facts. For example, it may knows that B has been delegated

by A, and, thus, that B speaks for A as concerns Do(o), in formulas:

(B says Do(o))→ (A says Do(o))

This simple example does not show the subtleties arising from the formal-

ization of the says operator, since expressing simple properties like controlling

a resource or speaking for another principal may imply less desirable properties,

leading to security risks, or even to inconsistent or degenerate logic systems Abadi

[2008].

4.2.2 Modality axioms

The following are some axioms considered in the literature for the operator says,

in particular by Abadi [2008], as analyzed in CDD. We discuss whether they are

desirable or not, and which are the relationships among them in different logics,

in particular, classical and intuitionistic logic. We write A says X as �AX. A

might be an index U and X ranges over formulas.

1. B speaks for A (B ⇒ A)

∀X[2BX → 2AX]

Note that here we are quantifying over formulas but if we take it as an

axiom schema for the relation between A and B, this will automatically be

universally quantified.
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This is the fundamental relation among principals in access control logics. If

B ⇒ A from the fact that principal B says something means the reference

monitor can believe that principal A says the same thing. This relation

serves to form chains of responsibility: a program may speak for a user,

much like a key may speak for its owner, much like a channel may speak for

its remote end-point. In some logics this relation is primitive. The reference

monitor’s participation is left implicit, as in the all the other axioms.

2. Restricted speaks for

α(X) ∧�BX → �AX

where α(X) be any formula and X a new variable.

Restriction of “speaks for” is similar to the one Lampson [2004] introduces.

In particular, if α(X) = ϕ → X, then the above formula would refer to B

speaks for A on all consequences of ϕ Abadi [2007].

Other kinds of restrictions can refer to variables occurring inX. We consider

such kind of constraints in Section 4.3.

3. A controls X

�AX → X

This axiom is used in other axioms below. Intuitively if X is a resource we

say that A has direct access to X.

4. Hand-off axiom

�A∀X[�BX ⇒ �AX]→ ∀X[�BX ⇒ �AX]

or more briefly:

�A(B ⇒ A)→ (B ⇒ A)

Hand-off states that whenever A says that B speaks for A, then B does

indeed speak for A. This axiom allows every principal to decide which prin-

cipals speak on its behalf, since it controls the delegation to other principals.
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Sometimes this axiom follows from logic rules as in Abadi [2008], sometimes

it is assumed as an axiom. Note that the general axiom is too powerful,

and thus risky for security: for example when A represents a group: if

A controls (B ⇒ A) then any member of A can add members to A. Thus,

for instance,CDD Abadi et al. [1991] does not adopt this axiom.

5. Generalised Hand-off

Since A controls X is defined as �AX → X.

Then

∀XY (A controls (X → �AY ))

or explicitly

�A(X → �AY )→ (X → �AY )

For X = �BY , we get hand-off:

�A(�BY → �AY )→ (�BY → �AY )

Generalised Hand-off is equivalent to Bind (see item 12 below). It follows

from logic rules in Abadi [2008].

6. Dual of Hand-off

�A(A⇒ B)→ (A⇒ B)

This is implied by Unit in CDD, where it is equivalent to Unit axiom if

there is a truth telling principal

7. Least privilege

(X → Y )→ (�AX → �AY )

“Every program and every user of the system should operate using the least

set of privileges necessary to complete the job” Schroeder & Saltzer [1975].

8. Ordinary modal axioms

• Closure under consequence

�AX ∧�A(X → Y )→ �AY
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• Necessitation

` X implies ` �AX

9. Escalation

2AX → (X ∨2AY )

As already underlined in Section 3.2.1, escalation is not considered as a

desirable property. Thus we must be careful that it does not follow from

other properties (like from Unit or Bind in classical logics). It amounts to “if

A says s then s orA says false”: from A says s may follow a statement

“much falser” than s. As an example of its riskiness, consider that from

(A controls s)∧ (B controls s) it allows to infer that if A says B says s

then s follows. If the logic is not able to avoid escalation, the only cum-

bersome solution is to make A avoid saying that B says s unless he really

wishes to say s.

From Section 3.2.1 recall that Unit and Bind together do not imply Escala-

tion in CDD Abadi [2008], while Escalation implies Bind. In classical logic,

Unit implies Escalation while Escalation does not imply Bind.

10. Unit

X → �AX

Unit is stronger than the necessitation rule. In classical logic, adopting

Unit implies that each principal either always says the truth or it says false:

(A→ B)∨(B → A). In the first case A speaks for any other principal, in the

latter any other speaks for A. The policies described by this kind of systems

are too manicheist, this is also why we need to resort to intuitionistic logic.

11. Bind

(X → �AY ) ∧�AX → �AY

This axiom comes from the computational lambda-calculus, its importance

is stressed in Section 3.2.1.
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12. Control monotonicity

∀X, Y [(X → Y )→ ((A controls X)→ (A controls Y ))]

This property would match with the principle of least privilege. However,

even without excluded middle, it is very risky, since it implies for two un-

related formulas s1 and s2:

A controls s1 → (A says s2 → (s1 ∨ s2))

Most importantly, in combination with C4 (even without Unit) it is equiv-

alent to escalation. With excluded middle, not even C4 is needed to have

the equivalence from control monotonicity.

According to Abadi [2008] in classical logic, Bind is equivalent to escalation

and Unit implies Escalation. Intermediate systems requiring C4 do not lead to

escalation, but they are not sufficient for modelling delegation.

To solve this problem Abadi [2008] introduces CDD, a second-order proposi-

tional intuitionistic logic; in Section 4.4.2 we present predicate FSL which extends

CDD expressiveness without using a second-order language. In predicate FSL we

can have models in which Unit, Bind, C4, Least privilege, Generalized hand-off

hold, while Escalation does not hold.

4.3 Reasoning about principals

In the previous section we considered the properties of the says modality keeping

fixed the principal attached to the modality. In this section we will consider the

calculus on principals and its relationship with the says modality. Then we

will we consider in which ways it would be desirable to extend the reasoning on

principals from access control lists to more general authorization logics.
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4.3.1 The calculus of principals

Atomic principals are combined to form more complex ones by means of two

operators in Abadi et al. [1991]: ∧ and | which form a multiplicative semilattice

subgroup:

∧ is associative, commutative, and idempotent.

| is associative.

| distributes over ∧ in both arguments.

Conjunction is used to form complex principals where A ∧ B is more trusted

than the two separate ones. A conjunction of principals saying s is equivalent to

the conjunction of separate statements.

(A ∧B) says s ≡ (A says s) ∧ (B says s)

Elsewhere (Abadi [2007]), a meet operation on principals is introduced. Since

AuB v A and AuB v B, we obtain: (AuB says s)→ (A says s)∧(B says s)

but, contrary to conjunction, not the converse. Analogously for the join operation.

Statements A u B are more trustable than statements by both A and B, for

example, a security policy may refer to two groups, club members and adults,

and require a certain authorization by an adult club member; a statement by an

adult club member cannot be replaced with identical statements by an arbitrary

club member and an arbitrary adult.

The operator | used in A | B means A quotes B:

(A | B) says s ≡ A says (B says s)

Quotation is used to define roles: (A | R) says s means that A restricts his

powers to those of role R, for example before delegating:

A says (B ⇒ (A | R))

In this case B speaks for A but only in his role R. A speaks for A | R for every

role R. In this view, we can see groups as modelled via the speaks for relation:

A⇒ G where G is a group.

The calculus of principals is used by Abadi to match the formulas with access

control lists of resources.
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E.g., from B says A says s he infers (B | A) says s and checks if B | A is in

the access control list.

Li et al. [2003] adopt a very different approach on the side of principals, which

allows them to express:

A says ¬honest(x) if C says fraudulent(x) ∧D says expert(C)

Thus, Li et al. [2003] introduce an authorization logic rather than an approach

based on access control lists. Their model uses Datalog extended with delegation

and non-monotonicity.

4.3.2 FSL: An extended logic of principals

The logic we propose uses a construct which allows to build principals using

general logic formulas: {x}ϕ(x) says ψ. In this section we will show how we

can exploit it. Note that ϕ(x) and ψ can share variables and ϕ may include

occurrences of the says operator. Notice that x can occur in φ but then this

occurrence is not related to the x in {x}ϕ(x). The formula {x}ϕ(x) is used to

select the set of principals making the assertion says.

To select a single principal whose name is A we do:

{x}(x = A) says s

We write A says s for {x}(x = A) says s, where A is an individual principal.

The following formula means that all users together ask to delete file1:

{x}user(x) says delete(file1)

Since ϕ(x) and ψ can share variables, we can put restrictions on the variables

occurring in ψ. E.g., the set of all users who all own file(s) y asks to delete the

file(s) y.

{x}(user(x) ∧ own(x, y)) says delete(y)

However, the formula above is satisfactory only in the particular situation

where we are talking about the set of all users who assert says at once as a group

(committee).
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We can as well express that each member of a set identified by a formula can

assert says separately. E.g., each user deletes individually the files he owns:

∀x(user(x) ∧ own(x, y))→ {z}(z = x) says delete(y)

Note that the latter formula usually implies the former but not vice versa1.

The former formula,

{x}(user(x) ∧ own(x, y)) says delete(y)

expresses the fact that the group of users who own y, i.e. all the owners of y

decide (or say) as a group to delete y. So maybe they called a meeting, discussed

the matter and then had a secret vote. The majority voted to delete y but some

voted not to delete. The group outcome was to delete.

The second formula

∀x(user(x) ∧ own(x, y)→ {z}(z = x) says delete(y))

expresses the fact that each user who owns y says to delete it. This usually

implies that the users as a group would say to delete y but not necessarily (see

footnote). Concerning the majority vote example, it may be the case that it is

impossible to convene enough users to have a vote and so the set of users never

manages to “ say ” as a group to delete y.

Operations on principals

We can express the fact that two principals A and B together says s:

{x}(x = A ∨ x = B) says s

which corresponds to

{A,B} says s

1In fact, it could be sensible to have situations in which if all the members of a group say
something then the whole group says it but not vice versa.

∀t(ϕ(t)→ t says ψ)→ {x}ϕ(x) says ψ

For instance, a committee may approve a paper that not all of its members would have accepted.
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If we want to express that the intersection of two different kind of principals

(T1,T2) says ψ:

∃x(T1(x) ∧ T2(x))→ {y}(y = x) says ψ1

with this approach we can also have negation in selecting principals:

{x}(x 6= A) says s

Variables over principals

The possibility to express principals as variables allows first of all attribute-based

(as opposed to identity-based) authorization as in Becker et al. [2007]. Attribute-

based authorization enables collaboration between parties whose identities are

initially unknown to each other. The authority to assert that a subject holds an

attribute (such as being a student) may then be delegated to other parties, who

in turn may be characterised by attributes rather than identity. In the example

below, a shop gives a discount to students. The authority over the student at-

tribute is delegated to holders of the university attribute, and authority over the

university attribute is delegated to known principal, the Board of Education.

Shop says x is entitled to discount if x is a student.

Shop says (student(x)→
{y}(x = y) controls discount)

Shop says x can say z is a student if x is a university

Shop says (university(x)→
{y}(x = y) controls student(z))

Shop says BoardOfEducation can say x is a university

Shop says (BoardOfEducation controls university(x))

We may have more complicated policies involving more that two principals,

like in the following example Li et al. [2003].

1For instance, T1 could be club member and T2 adult.
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{y}(y = A) says ((({y}(y = C) says fraudulent(x))∧
{y}(y = D) says expert(C))→ fraudulent(x))

Since ϕ in {x}ϕ(x) says ψ can be any formula, it can contain even occurrences

of the says operator. This allows to refer to principals who made previous

assertions of the says operator. For example, we can express the following: the

members of the board who said to write a file they own, ask to delete it.

In symbols

{x}[{u}member-board(u) says ((member-board(x)∧
file-owner(y, x))→ write(y))]

says delete(y)

Like in Becker et al. [2007] delegation can be restricted to principals respecting

some requirements: Fileserver is a trusted principal who delegates file reading

authorizations only to the owners of files:

∀x own(x, y)→ (Fileserver says ({z}(z = x)
says read(y)→ Fileserver says read(y)))

Variables over principals allow width-bounded delegation. Suppose A wants to

delegate authority over is a friend fact to Bob. She does not care about the length

of the delegation chain, but she requires every delegator in the chain to satisfy

some property, e.g. to possess an email address. Principals with the is a delegator

attribute are authorized by A to assert is a friend facts, and to transitively

re-delegate this attribute, but only amongst principals with a matching email

address.

A says x can say y is a friend if x is a delegator

A says ((delegator(x)→
({y}(x = y) says friend(z)))→ friend(z)

A says B is a delegator

A says delegator(B)

A says x can say y is a delegator if x is a delegator, y possesses email.

A says ((delegator(x) ∧ has-email(y))→
({w}(w = x) controls delegator(y)))

As with depth-bounded delegation, this property cannot be enforced in SP-

KI/SDSI, DL or XrML.
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Restrictions on says

Another issue concerns restrictions on speaks for on some issues. Some authors

restrict ⇒ to a set of propositions Kosiyatrakul et al. [2005]

P ⇒T Q means that the proposition s in P says s → Q says s must belong

to T .

We can put some restrictions on the variables:

({x}(user(x) ∧ owns(x, y)) says delete(y))→
({z}(super-user(z)) says delete(y)

Moreover we can use the following to restrict the scope of speaks for:

α(X) ∧�BX → �AX

If α(X) = ϕ→ X then B speaks for A only on consequences of ϕ.

The restricted speaks for is strictly related with delegation, if for instance

B ⇒T A we say that B is delegated by A on T . If we want to limit the delegation

chain to one step such that we do not permit B to delegate another principal C

on T , we add the following constraint:

(C ⇒T B ⇒T A)→ (C = B)

Separation of duties

One of the main concerns in security is the separation of duties: for example the

principal(s) signing an order cannot be the same principals who approve it:

¬({x}({y}(x = y) says sign(project)) says
approving(project))

In this formula we exploit the full potentiality of FSL in that the principal is

defined in terms of the says operator.

As noticed in Becker et al. [2007] separation of duties requires using negation.
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Roles

When roles are considered, it emerges the question whether we consider roles

types or instances. We distinguish here among roles instances which can be

principals by themselves or properties of other principals. So a sentence like ”A,

who plays a role x of type R, says s” becomes:

∀x(x = A ∧ role-played-by(x, y) ∧R(y))→
{z}(z = y) says s

As concerns hierarchies:

∀x super-user(x)→ user(x)

then

∀x super-user(x)→ ({z}(x = z) says s)→
(∀x user(x)→ ({z}(x = z) says s)

Instead

({x}super-user(x) says s)→ ({x}user(x) says s)

is less useful: if all super-users say s than all users say s.

In Abadi et al. [1991] if A says something in a role, then it is true that he is

playing a role. However, he admits that there should be some requirements to

play a role.

For instance, we require that a super-user is a technician:

∀x super-user(x)→ technician(x)

then we can say

∀x (x = A ∧ super-user(x))→ ({z}(x = z) says s)

but there can be no super-user x if A is not a technician.

Parametrized roles can add significant expressiveness to a role-based system

and reduce the number of roles Becker et al. [2007]; Giuri & Iglio [1997]; Lupu

& Sloman [1997]. If we model roles as instances they can have attributes. For
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instance the example in Becker et al. [2007] “NHS1 says x can access health record

of patient if x is a treating clinician of patient” can be modeled as:

(clinician-role(x) ∧ patient(p) ∧ record(r, p)∧
treats(x, p))→

({w}(w = x) says access(r)→ NHS says access(r)))

The operator used to represent a principal A in the role B (A | B) in Abadi

et al. [1991] is modeled in this way.

(A | B) says s ≡ A says (B says s)

In order to match the predicate role-played-by with the above definition we

can add the following (where x is a role):

∀x, y role-played-by(x, y)→ ((x says s)→
y says ({z}(z = x) says s))

Discretionary access control

Discretionary access control allows users to pass on their access rights to other

users at their own discretion. For instance we can express: “FileServer says user

can say x can access resource if user can access resource”Becker et al. [2007]

∀x user(x) ∧ user(z)→ (Fileserver says
{w}({y}(w = y = x) controls access(u)) controls

{t}(t = z) controls access(u))

Discretionary access control

Discretionary access control allows users to pass on their access rights to other

users at their own discretion. For instance we can express: “FileServer says user

can say x can access resource if user can access resource”Becker et al. [2007]

∀x user(x) ∧ user(z)→ (Fileserver says
{w}({y}(w = y = x) controls access(u)) controls

{t}(t = z) controls access(u))

1National Health Service.
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Groups

In FSL you have to possibility to express how the set {x|ϕ(x) holds} says what

it says, e.g. If ϕ(x) = (x = A1) ∨ (x = A2) ∨ (x = A3) then if at least one of

{Ai} says ψ is enough for the group to say ψ we add:

{x}ϕ(x) says ψ ↔
∨
i

{x}(x = Ai) says ψ.

This represents the fact that each principal in the group can speak for the

whole group. We can as well express that every group has a spokesman (maybe

several ones dependent on issues), that one cannot be a spokesman for two differ-

ent groups and that a group controlling an issue cannot control issues inconsistent

with the definition of the group. We can define groups using what they say as

part of the definition, put restriction on what they further say or control.

1. Every group has a spokesman.

This is an axiom schema in ϕ. Let spoke(ϕ, y) be

spoke(ϕ, y) = (∀X[{x}ϕ(x) says X ↔
{x}(x = y) says X])

We then take the axiom as ∃y spoke (ϕ, y).

2. One cannot be a spokesman for two different groups.

∀y[ spoke (ϕ1, y) ∧ spoke (ϕ2, y)→
∀x[ϕ1(x)↔ ϕ2(x)]]

3. A group cannot control issues inconsistent with the definition of the group

` ϕ ∧ ψ → ⊥
` [({x}ϕ(x) says ψ)→ ψ]→ ⊥

4. A group says ψ iff someone in the role of Board says ψ

{x}ϕ(x) says ψ ↔
∨
i

{x}(x = Ai)|Board says ψ.

5. A group says ψ iff someone with property P says ψ

{x}ϕ(x) says ψ ↔ (
∨
i

{x}(x = Ai) ∧ P (x)) says ψ.
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The following additional axiom expresses that the group identified by the

extension of {x}ϕ(x) says ψ if at least two members says ψ:

{x}(
∨
i x = Ai) says ψ iff∨

i 6=j[{x}(x = Ai) says ψ ∧ {x}(x = Aj) says Aj]

More generally, majority voting in {x}ϕ(x) says ψ, is just an axiom.

{x}ϕ(x) says ψ ↔
∨
i

{x}ϕi(x) says ψ

where ϕi(x) are all formulas (∀xϕi(x) → ϕ(x)) defining majorities in the set

{x}ϕ(x).

Majority vote is an example of threshold-constrained trust SPKI/SDSI Ellison

et al. [2009]. The concept of k-of-n threshold subjects means that at least k out

of n given principals must sign a request and it is used to provide a fault tolerance

mechanism. RTT has the language construct of “threshold structures” for similar

purposes [39]. As in SecPAL Becker et al. [2007] there is no need for a dedicated

threshold construct, because threshold constraints can be expressed directly.

Other examples

Those who have been delegated by A says s:

{x}({y}(y = A) says (x⇒ A)) says s

Those who have not been authorized to write(x) can read it:

{x}({y}((x = y) ∧ ¬(y controls write(z))) controls read(z))

A trusts a principal B if that principal is trusted by at least two distinct,

trusted principals.

∃x, y (x 6= y ∧ trusted(x) ∧ trusted(y)∧
x says trusted(B) ∧ {w}(x = w) says trusted(B))→

A says trusted(B)
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4.4 The basic system FSL

4.4 The basic system FSL

This section introduces our basic system FSL step by step from a semantics point

of view. First we introduce modalities indexed by propositional atoms, then we

take into account classical and intuitionistic models for the propositional setting

and finally we give semantics to predicate FSL that we extensively employed in

previous sections.

This system can be defined with any logic L as a Fibred Security System based

on L. We will motivate the language for the cases of L = classical logic and L =

intuitionistic logic.

Basically adding the says connective to a system is like adding many modali-

ties. So to explain and motivate FSL technically we need to begin with examining

options for adding modalities to L. Subsection 4.4.1 examines our options of how

to add modalities to classical and intuitionistic logics. The presentation and

discussion is geared towards subsection 4.4.2 which presents FSL.

4.4.1 Adding modalities

We start by adding modalities to classical propositional logic. We are going to

do it in a special way. The reader is invited to closely watch us step-by-step.

Our approach is semantic.

Let S be a nonempty set of possible worlds. For every subset U ⊆ S consider

a binary relation RU ⊆ S × S.

This defines a multi-modal logic, containing K modalities �U , U ⊆ S. The

models are of the form (S,RU , t0, h), U ⊆ S. In this view, if U = {t|t � ϕU} for

some ϕU we get a modal logic with modalities indexed by formulas of itself. This

requires now a formal definition.

Definition 4.4.1 (Language) Consider (classical or intuitionistic) propositional

logic with the connectives ∧,∨,→,¬ and a binary connective �ϕψ, where ϕ and

ψ are formulas.1 The usual definition of wff is adopted.

Definition 4.4.2 We define classical Kripke models for this language.

1There are many such connectives, e.g. ϕ says ψ,ϕ > ψ (conditional), ©(ϕ/ψ) relative
obligation, etc. The semantics given to it will determine its nature.
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1. A model has the form

m = (S,RU , t0, h), U ⊆ S

where for each U ⊆ S,RU is a binary relation on S. t0 ∈ S is the actual

world and h is an assignment, giving for each atomic q a subset h(q) ⊆ S.

2. We can extend h to all formulas by structural induction:

• h(q) is already defined, for q atomic

• h(A ∧B) = h(A) ∩ h(B)

• h(¬A) = S − h(A)

• h(A→ B) = (S − h(A)) ∪ h(B)

• h(A ∨B) = h(A) ∪ h(B)

• h(�ϕψ) = {t| for all s (tRh(ϕ)s→ s ∈ h(ψ))}

3. m � A iff t0 ∈ h(A).

There is nothing particularly new about this except possibly the way we are

looking at it.

Let us now do the same for intuitionistic logic. Here it becomes more inter-

esting. An intuitionistic Kripke model has the form

m = (S,≤, t0, h),

where (S,≤) is a partially ordered set, t0 ∈ S and h is an assignment to the

atoms such that h(q) ⊆ S. We require that h(q) is a closed set, namely

• x ∈ h(q) and x ≤ y imply y ∈ h(q).

Let D be a set and we can add for each U ⊆ D a binary relation RU on S.

This semantically defines an intuitionistic modality, �U .

In intuitionistic models we require the following condition to hold for each

formula A, i.e. we want h(A) to be closed:

• x ∈ h(A) and x ≤ y ⇒ y ∈ h(A)
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This condition holds for A atomic and propagates over the intuitionistic con-

nectives ∧,∨,→,¬,⊥. To ensure that it propagates over �U as well, we need an

additional condition on RU . To see what this condition is supposed to be, assume

t � �UA. This means that

∀y(tRUy ⇒ y � A).

Let t ≤ s. If s 6� �UA, then for some z such that sRUz we have z 6� A. This

situation will be impossible if we require

t ≤ s ∧ sRUz ⇒ tRUz. (∗)

Put differently, if we use the notation:

R′U(x) = {y|xRUy}

then

x ≤ x′ ⇒ R′U(x) ⊃ R′U(x′). (∗)

So we now talk about modalities RU , for U ⊆ S. We ask what happens if U

is defined by a formula ϕU , i.e. U = h(ϕU). This will work only if U is closed

• t ∈ U ∧ t ≤ s⇒ s ∈ U .

So from now on, we talk about modalities associated with closed subsets of S.

We can now define our language. This is the same as defined in Definition

4.4.1. We now define the semantics.

Definition 4.4.3 A model has the form

m = (S,≤, RU , t0, h), U ⊆ S

where (S,≤) is a partial order, t0 ∈ S, and each U ⊆ S is a closed set and so is

h(q) for atomic q. RU satisfies condition (*) above. We define the notion t � A

for a wff by induction, and then define

h(A) = {t|t � A}.

So let’s define �:
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• t � q iff t ∈ h(q)

• t � A ∧B iff t � A and t � B

• t � A ∨B iff t � A or t � B

• t � A→ B iff for all s, t ≤ s and s � A imply s � B

• t � ¬A iff for all s, t ≤ s implies s 6� A

• t 6� ⊥

• t � �ϕψ iff for all s such that tRh(ϕ)s we have s � ψ. We assume by

induction that h(ϕ) is known.

• m � A iff t0 � A.

It is our intention to read �ϕψ as ϕ says ψ.

Example 4.4.4 (Two intuitionistic modalities) Let us examine the case of

two intuitionistic modalities in more detail Let us call them �A and �B and

their accessibility relations RA and RB. So our Kripke model has the form (S,≤
, RA, RB, t0, h). We know for µ = A or µ = B that we have in the model

t ≤ s ∧ sRµz → tRµz. (∗)

What other conditions can we impose on �µ?

1. The axiom X → �µX

This corresponds to the condition

xRµy → x ≤ y (∗1)

2. The axiom �BX → �AX

This corresponds to the condition

xRAy → xRBy (∗2)
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3. Note that �BX → �AX is taken in (*2) as an axiom schema. If we want

to have t � ∀X(�BX → �AX) i.e. we want �Bϕ → �Aϕ to hold at the

point t ∈ S for all wff ϕ, we need to require (*2) to hold above t, i.e.

∀x, y(t ≤ x ∧ xRAy → xRBy) (∗3)t

4. Consider now an axiom called hand-off A to B.

�A(∀X(�BX → �AX))→ ∀X(�BX → �AX)

This axiom has a second order propositional quantifier in it.

The antecedent of the axiom wants �A(∀X�BX → �AX)) to hold at t0.

This means in view of (3) above that (∗4a) needs to hold

∀t(t0RAt→ (∗3)t) (∗4a)

The axiom says that if the antecedent holds at t0 so does the consequent,

i.e.

t0 � ∀X(�BX → �AX).

We know the condition for that to hold is (∗3)t0. Thus the condition for

Hand-off A to B is

∀t[t0RAt→ (∗3)t]→ (∗3)t0 (∗4)

The important point to note is that although the axiom is second order (has

∀X in it both in the antecedent and consequence), the condition on the model

is first order1.

5. There is another modal axiom called escalation for A

�AX → X ∨�A⊥

The condition for that is

∃y(xRAy)→ xRAx (∗5)

To check whether we can have hand-off from A to B without escalation for

A, for some choice of RA and RB, we need to check whether we can have

(*4) without having (*5), for some wise choice of RA and RB.

1Notice that we use first-order but we get a language more expressive than CDDAbadi
[2008] which is second-order.
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6. Consider a Kripke model (S,≤, t0) which is nonending and dense, i.e.

• ∀x∃y(x � y)

• ∀xy(x � y → ∃z(x � z � y))

In this model let
xRAy be x � y

xRBy be x ≤ y.

We have here that (∗3)t holds for any t because it says

∀xy(t ≤ x ∧ x � y → x ≤ y)

Therefore (*4) also holds. This is hand-off from A to B.

However, escalation does not hold because

∃y(x � y)→ x � x

is false.

7. α relative hand-off

Let α(x) be any formula and X a new variable. We can write a relative

speak axiom.

α(X) ∧�BX → �AX (∗7)

In particular, if α(x) = ϕ→ x, then (*7) would refer to B speaks for A on

all consequences of ϕ.

Example 4.4.5 (The intuitionistic connective (modality) J) Consider the

following new intuitionistic connective Jϕ

t � Jϕ iff t is an endpoint and t � ϕ or t is not an endpoint and ∀s(t � s⇒
s � ϕ).

This connective satisfies the following axioms:

• Jϕ→ X ∨ (X → ϕ)

• (ϕ→ ψ)→ (Jϕ→ Jψ)

• ϕ→ Jϕ
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• Jϕ→ ¬¬ϕ

• (Jϕ→ ϕ) ∧ ¬¬ϕ→ ϕ

The above axioms give completeness for the class of all finite Kripke models. If

we give up ‘finite’ we can drop the last axiom.

It was introduced along with an entire family of connectives in Gabbay [1977].

It is definable using propositional quantifiers as Jϕ = def ∀X(X ∨ (X → ϕ)).

Remark 4.4.6 J seems to be connected with interpolation. See Gabbay & Mak-

simova [2005]. There are propositional intermediate logics which have no inter-

polation but if we add the J modality then interpolation is restored. So this is a

natural connective to have for all kinds of reasons. For example, the logic BH3

defined by the class of all Kripke models such that there is no strictly ascending

chain of 4 elements, has no interpolation.

Take
α(p, q, r) = {p→ [((q → r)→ q)→ q]} → p

β(p, s) = ((s→ p)→ s)→ s.

To falsify ` α→ β we need 4 ascending points.

The interpolant I(p) with p alone must satisfy

Jp ` h(p) ` ∀s(((p→ s)→ s)→ s).

Without J , there is no interpolant.

In fact, BHn, n ≥ 3 has no interpolation and J is what is needed to restore it.

So J is a very natural connective to have. It is also a modality like the says

we are dealing with.

Remark 4.4.7 (Properties of J) Let (S,≤, t0, h) be a Kripke model which is

a dense ordering, without last points, namely:

• ∀xy(x � y → ∃z(x � z � y))

• ∀x∃yx � y.

Then in this model J satisfies the following:

Unit ϕ→ Jϕ
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C4 JJϕ→ Jϕ

Bind (ϕ→ Jψ) ∧ Jϕ→ Jψ

Least privilege (ϕ→ ψ)→ (Jϕ→ Jψ)

Escalation Need not hold. Namely

Jϕ→ ϕ ∨ J⊥

can be falsified.

Generalised hand-off is

J(ϕ→ Jψ)→ (ϕ→ Jψ)

It also holds in this model.

The connective J can be generalised. The condition for Jϕ at t is that ϕ

starts being true right after t. There is no need to ask for that. We can ask for

ϕ to start being true higher up in the model.

For example, if (S,≤) is the natural numbers then we can have

t � Jϕ iff ∀s ≥ 2t, s � ϕ.

In fact any strictly increasing function will do.

Definition 4.4.8 Let (S,≤, t0, h) be a Kripke model. By a modal function E we

mean a function giving to each point t ∈ S a set of points E(t) such that

1. t � s for all s ∈ E(t).

2. t1 ≤ t2 → E(t1) ≤ E(t2) where E(t1) ≤ E(t2) means ∀x ∈ E(t2)∃y ∈
E(t1)(y ≤ x).

Example 4.4.9 Let E(t) = {s|t � s}. This gives us the connective J .

Definition 4.4.10 (S,≤, t0,E) is E-dense iff the following holds:

• If x ∈ E(t), then for some y, y ∈ E(t) ∧ x ∈ E(y).

To show the existence of dense systems, we do the following construction:
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1. Start with (S0,≤0,E0) where E0(x) is dense. For example, (S0,≤0) may be

linear and E0 is generated by a strictly increasing function f, i.e. E(x) =

{y|f(x) ≤ y}.

2. For every pair of points x �0 y, add the point (x, y).

Let x �0 (x, y) �0 y and let S1 = S0 ∪ {(x, y)|x �0 y}, let ≤1 be transitive

closure of ≤0 ∪{(x, (x, y)), ((x, y), y)}. Let E1 be defined from ≤1 as follows:

First let Ē denote the ≤1 closure of E.

x ∈ Ē iff ∃y ∈ E such that y ≤1 x.

Second, let for each x

P (x) = {(x, y)|x ≤0 y and x 6= y}

Then let
E1(x) = E0(x) ∪ P (x)

E1((x, y)) = {z|y ≤1 z}.

3. Let (Sn+1,≤n+1, t0,En+1) be obtained from Sn+1,≤n+1 in the same way as

in step 2.

4. Let (S∞,≤∞, t0,E∞) be the union.

S∞ =
⋃
n

Sn,≤∞=
⋃
n

≤n,E∞ =
⋃
n

En.

Then we have density.

If y ∈ E∞(x) then for some z

z ∈ E∞(x) ∧ y ∈ E∞(z)

Remark 4.4.11 In models of Definition 4.4.10 we have Unit and C4 hold but

not necessarily Escalation nor Generalised Hand-off.
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4.4.2 Predicate FSL

Intuitively, a predicate FSL fibred model is represented by a set of models linked

together by means of a fibring function, every model has an associated domain

D of elements together with a set of formulas that are true in it. In the FSL

meta-model, the evaluation of the generic formula {x}ϕ(x) says is carried out

in two steps, first evaluating ϕ and then ψ in two different models. Suppose m1

is our (first order) starting model in which we identify U ⊆ D as the set of all

the elements that satisfy ϕ. Once we have U we can access one or more worlds

depending on the fibring function f : P(D) → P(M) which goes from sets of

elements in domain D to sets of models. A this point, for every model mi ∈ f(U)

we must check that ψ is true, if this is the case then α is true in the meta-model.

The fact that in the same expression we evaluate different sub-formulas in

different models it is not completely counter intuitive, for instance, think about

a group of administrators that have to set up security policies for their company.

From a semantical point of view, if we want to check if ψ holds in the depicted

configuration by the administrators, we must

1. Identify all the admins (all the elements that satisfy admin(x)).

2. Access the model that all the admins as a group have depicted.

3. Check in that model if ψ is true or false

Let L denote classical or intuitionistic predicate logic.1 We assume the usual

notions of variables, predicates, connectives ∧,∨,→,¬, quantifiers ∀,∃ and the

notions of free and bound variables.

Let L+ be L together with two special symbols:

• A binary (modality), x says y

• A set-binding operator {x}ϕ(x) meaning the set of all x such that ϕ(x)

Note that semantically at the appropriate context {x}ϕ(x) can behave like ∀xϕ(x)

and sometimes in other contexts, we will use it as a set.

1Classical predicate logic and intuitionistic predicate logic have the same language. The
difference is in the proof theory and in the semantics.
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Definition 4.4.12 The language FSL has the following expressions:

1. All formulas of L+ are level 0 formulas of FSL.

2. If ϕ(x) and ψ are formulas of L+ then α = {x}ϕ(x) says ψ are level 1

‘atomic’ formulas of FSL. If (x, x1, . . . , xn) are free in ϕ and y1, . . . , ym are

free in ψ then {x1, . . . , xn, y1, . . . , ym} are free in α. The variable x in ϕ

gets bound by {x}. The formula of level 1 are obtained by closure under the

connectives and quantifiers of L+.

3. Let ϕ(x) and ψ be formulas of FSL of levels r1 and r2 resp., then α =

{x}ϕ says ψ is an ‘atomic’ formula of FSL of level r = max(r1, r2) + 1.

4. Formulas of level n are closed under classical logic connectives and quanti-

fiers of all ‘atoms’ of level m ≤ n.

Definition 4.4.13 (FSL classical fibred model of level n)

1. Any classical model with domain D is an FSL model of level 0.

2. Let m be a classical model of level 0 with domain D and let for each subset

U ⊆ D, fn(U) be a family of models of level n (with domain D). Then

(m, fn) is a model of level n+ 1.

Definition 4.4.14 (Classical satisfaction for FSL) We define satisfaction of

formulas of level n in classical models of level n′ ≥ n as follows.

First observe that any formula of level n is built up from atomic predicates of

level 0 as well as ‘atomic’ formulas of the form α = {x}ϕ(x) says ψ, where ϕ

and ψ are of lower level.

We therefore first have to say how we evaluate (m, fn) � α.

We assume by induction that we know how to check satisfaction in m of any

ϕ(x), which is of level ≤ n.

We can therefore identify the set U = {d ∈ D |m � ϕ(d)}.
Let m′ ∈ fn(U). We can now evaluate m′ � ψ, since ψ is of level ≤ n− 1.

So we say

(m, fn) � α iff for all m′ ∈ fn(U), we have m′ � ψ.

We need to add that if we encounter the need to evaluate m � {x}β(x), then

we regard {x}β(x) as ∀xβ(x).
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Figure 4.1: A predicate FSL model

Example 4.4.15 Figure 4.1 is a model for

α(y) = {x}[{u}B(u) says (B(x)→ A(x, y))] says F (y)

In Figure 4.1, m1 is a single model in f1(UB) and m3 is a single model in

f1(UE(y)), as defined later.

The set UB is the extension of {x}B(x) in m1.

To calculate the set of pairs (x, y) such that E(x, y) = {u}B(u) says (B(x)→
A(x, y)) holds in m1, we need to go to m2 in f(UB) and check whether B(x) →
A(x, y) holds in m2, x, y are free variables so we check the value under fixed

assignment.)

We now look at E(y) = {x}E(x, y) for y fixed, we collect all elements d in D

such that m2 � B(d)→ A(d, y). Call this set UE(y).

To check α(y) = {x}E(x, y) says F (y) in m1 we have to check whether F (y)

holds in m3.

We now define intuitionistic models for FSL. This will give semantics for the

intuitionistic language.

Definition 4.4.16 We start with intuitionistic Kripke models which we assume

for simplicity have a constant domain. The model m has the form (S,≤, t0, h,D)
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where D is the domain and (S,≤, t0) is a partial order with first point t0 and h is

an assignment function giving for each t ∈ S and each m-place atomic predicate

P a subset h(t, P ) ⊆ Dm such that t1 ≤ t2 ⇒ h(t1, P ) ⊆ h(t2, P )

We let h(P ) denote the function λt h(t, P ). For t ∈ S let

St = {s | t ≤ s}
h(t, P ) = h(P ) � St
≤t=≤� St

Let mt = (St,≤t, t, ht, D).

Note that a formula ϕ holds at m = (S,≤, t0, h,D) iff t0 � ϕ according to the

usual Kripke model definition of satisfaction.

1. A model of level 0 is any model m: m = (S,≤, t0, h,D).

2. Suppose we have defined the notion of models of level m ≤ n, (based on the

domain D).

We now define the notion of a model of level n+ 1

Let m be a model of level 0 with domain D. We need to consider not only m

but also all the models mt = (St,≤t, t, ht, D), for t ∈ S. The definitions will be

given simultaneously for all of them.

By an intuitionistic ‘subset’ of D in (S,≤, t0, h,D), we mean a function d

giving for each t ∈ S, a subset d(t) ⊆ D such that t1 ≤ t2 ⇒ d(t1) ⊆ d(t2).

Let fnt be a function associating with each dt and t ∈ S a family fnt (dt) of

level n models, such that t1 ≤ t2 ⇒ fnt1(dt1) ⊇ fnt2(dt2). Then (mt, ft) is a model

of level n+ 1 where dt = d � St.

Definition 4.4.17 (Satisfaction in fibred intuitionistic models) We define

satisfaction of formulas of level n in models of level n′ ≥ n as follows.

Let (mt, f
n
t ) be a level n model. Let α = {x}ϕ(x) says ψ is of level n. We

assume we know how to check satisfaction of ϕ(x) in any of these models.

We can assume that

dt = {x ∈ D | t � ϕ(x) in (mt, f
n
t )}

is defined. Then t � α iff for all models m′t in fnt (dt) we have m′t � ψ.
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4.5 An Example

In this section we want to give an informal example of policy written in FSL.

Suppose we have the following distributed policies and facts of a computer science

department:

• The department of Computer Science (CS Dep) delegates the University

to say who is regularly enrolled as a student

∀x(University says regularly enrolled(x)→

CS Dep says regularly enrolled(x))
1 (4.3)

• The delegation depth between University and CS Dep must be limited to

one, we have that for every principal P (P ∈ D):

P ⇒regularly enrolled(x) University →

P = University
(4.4)

• The CS Dep delegates the group of all the members of the ICT staff to

assign logins to students

∀y({x}ICT member(x) says has login(y)→

CS Dep says has login(y))
(4.5)

• The group of the ICT staff members says that z has a login if and only if

one single member of the group says it

{x}ICT member(x) says has login(z)↔

∃y(ICT member(y) ∧ y says has login(z))
(4.6)

• If someone has a login and is regularly enrolled as student at the University

then he can have access to his mail:

(CS Dep says has login(x)∧

CS Dep says regularly enrolled(x)∧

x says can access mail(x))→

can access mail(x)

(4.7)

1CS Dep says ψ in formal FSL must be intended as {x}(x = CS Dep) says ψ
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• John and Adam are members of the ICT staff of che Computer Science

Department:

ICT member(John) ∧ ICT member(Adam) (4.8)

• The University certifies that Tom is regularly enrolled:

University says regularly enrolled(Tom) (4.9)

• Tom has a login which has been assigned by Adam

Adam says has login(Tom) (4.10)

Suppose now we want to check if Tom can access his mail, so that from

Tom says can access mail(Tom) (4.11)

we want, on the basis of the following knowledge base, to derive

can access mail(Tom) (4.12)

In fact we can make the following reasoning:

• From (1) and (6) we get

CS Dep says regularly enrolled(Tom) (4.13)

• From (7) and (3) we derive

{x}ICT member(x) says has login(Tom) (4.14)

• With (2) and (11) we obtain

CS Dep says has login(Tom) (4.15)

• Now with (12),(10),(8) and (4) we finally conclude

can access mail(Tom) (4.16)
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4.6 Axiomatisation and completeness of FSL

We prove completeness for FSL with increasing domains and for FSL with con-

stant domains (FSL and FSLCD). Well-formed formulas (wffs) are defined re-

cursively as follows:

• Atoms of the form P (t1 . . . tn)1 are wffs.

• ⊥ is a wff.

• If α and β are wff, then so are (¬α), (α∧β), (α∨β), (α→ β), (∀xα), (∃xα).

• If ϕ(x) and ψ are wff, the so is {x}ϕ(x) saysψ.

4.6.1 Axiom system for predicate FSL

1. All axioms and rules for intuitionistic logic

2. Extensionality axiom:

∀x(ϕ1(x)↔ ϕ2(x))→
({x}ϕ1(x) says ψ ↔ {x}ϕ2(x) says ψ)

3. Modality axioms:

`
∧
i α→ β

`
∧
i{x}ϕ says αi → {x}ϕ says β

4. Constant domains axioms2:

(a) ∀y{x}ϕ says β(y)→ {x}ϕ says ∀yβ(y)

(b) ∀y(ψ ∨ β(y))→ (ψ → ∀yβ(y))

5. Additional Axioms:

(a) A→ {x}ϕ says A

(b) here we put all the axioms we need to craft our logic from Sections 4.2,

4.3 like for instance:

∀t(ϕ(t)→ t says ψ)→ {x}ϕ(x) says ψ

1 where t1 . . . tn are classical first-order terms.
2y not free in ψ or ϕ.
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4.6.2 Definitions and Lemmas

Definition 4.6.1 (Consistent and Complete Theory) Suppose we have a the-

ory (∆,Θ) of sentences1.

• (∆,Θ) is consistent, if we do not have for some αi ∈ ∆, βj ∈ Θ

`
∧
i

αi →
∨
j

βj

• (∆,Θ) is complete in the language with variables V iff for all ψ in the

language, we have

ψ ∈ ∆ or ψ ∈ Θ

Definition 4.6.2 (Saturated Theory) A theory (∆,Θ) is saturated in a lan-

guage with variables V iff the following holds:

1. (∆,Θ) is consistent

2. ∃xA(x) ∈ ∆, then for some y ∈ V, A(y) ∈ ∆.

3. ∀xA(x) /∈ ∆, then for some y ∈ V, A(y) /∈ ∆

4. A ∨B ∈ ∆ iff A ∈ ∆ or B ∈ ∆.

5. If for some βj ∈ Θ

∆ ` A ∨ βj ⇒ A ∈ ∆

with A in the language with variables V

Definition 4.6.3 (Constant Domain Theory) A theory (∆,Θ) is said to be

constant domain (CD) theory in language V iff for any ∀xA(x) and any βj ∈ Θ

such that

∆ 0 ∀xA(x) ∨
∨
j

βj

then for some y

∆ 0 A(y) ∨
∨
j

βj

1intuitively, ∆ is the set of formulas that are true in the model and Θ is the set of formulas
that are false in the model.
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Lemma 4.6.4 Assume the CD axiom ∀x(β ∨ A(x) → (β ∨ ∀xA(x))), then if

(∆,Θ) is a consistent CD theory and ∆
′
= ∆∪{α1, . . . , αn}, Θ

′
= Θ∪{γ1, . . . , γm}

and (∆
′
,Θ
′
) is consistent then (∆

′
,Θ
′
) is a CD theory

Proof. Assume

∆ ∪
∧
i

αi 0 (
∨
j

βj) ∨ (
∨
j

γj) ∨ ∀xA(x)

we can assume x not in βj,αj, γj hence

∆ 0
∧
i αi → ∀x(

∨
j βj) ∨ (

∨
j γj) ∨ ∀xA(x)

∆ 0 ∀x(
∧
i αi → (

∨
j βj) ∨ (

∨
j γj) ∨ A(x))

hence for some y

∆ 0
∧
i

αi → β ∨ A(y) ∨ γj

hence ∆
′ 0 β ∨ A(y) ∨ γj �

Lemma 4.6.5 Let (∆,Θ) be a saturated theory. Let ∆
′

be

{ψ|({x}ϕ(x) says ψ) ∈ ∆}

Assume
({x}ϕ(x) says β) ∈ Θ

∆
′ 0 β ∨ ∀xA(x)

then for some y

Θ 0 β ∨ A(y)

Proof. The proof is by contradiction, suppose it is not the case that

Θ 0 β ∨ A(y)

then, for each y there exists a finite ∆
′
y ⊆ ∆

′
such that

0
∧

∆
′

y → β ∨ A(y)

hence, with α ∈ ∆
′
y

0
∧
{x}ϕ(x) says α→ {x}ϕ says β ∨ A(y)
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hence, for all y

{x}ϕ says β ∨ A(y) ∈ ∆

Since ∆ is saturated we get:

∀y{x}ϕ says (β ∨ A(y)) ∈ ∆

hence

{x}ϕ says ∀y(β ∨ A(y)) ∈ ∆

hence

∀y(β ∨ A(y)) ∈ ∆
′

but then

β ∨ ∀yA(y) ∈ ∆
′

which is a contradiction. �

Lemma 4.6.6 Let (∆,Θ) be a consistent CD theory, then (∆,Θ) can be extended

to a saturated theory (∆
′
,Θ
′
) in the same language with ∆ ⊆ ∆

′
and Θ ⊆ Θ

′

Proof. The proof is by induction on (∆n,Θn) the theory, let ∆o = ∆ and Θ0 = Θ.

Assume (∆n,Θn) is defined, Θn−Θ is finite and (∆n,Θn) is CD. Let βn+1 be

the (n+ 1)th wff of the language. Then either (∆n,Θn ∪ βn+1) is consistent or is

not consistent, it it is consistent let

∆n+1 = ∆n

Θn + 1 = Θn ∪ {β}

If it is inconsistent then (∆n ∪ β,Θn) must be consistent so let

∆n+1 = ∆n ∪ {β}
Θn + 1 = Θn

In any case (∆n+1,Θn+1) is CD.

Now let (∆,Θ) =
⋃
n(∆n,Θn), this theory is the saturated theory. �
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Definition 4.6.7 Let S be the set of all complete theories in the predicate lan-

guage FSL. If the logic is CD then all the theories are in the language with vari-

ables V, if the logic is not CD, then assume that each theory leaves us an infinite

number of variables from V not in the theory. We can write (∆,Θ) as ∆ because

for a saturated theory (∆,Θ), we have Θ = {β|∆ 0 β}.
Define two relations on S

1. (set inclusion) ∆ ⊆ ∆
′

2. For every {x}ϕ(x) let ∆R{x}ϕ(x)∆
′

iff for all ψ such that {x}ϕ says ψ ∈ ∆

we have ψ ∈ ∆
′
.

Lemma 4.6.8 Suppose ∆ 0 α→ β, then for some ∆
′ ⊇ ∆, ∆

′ ` α and ∆′ 0 β

Proof. From hypothesis we have

∆ ∪ {α} 0 β

and ∆ ∪ {α} can be completed to be a saturated theory ∆
′

such that

∆
′ 0 β

In case of logic CD, this can be done in the same language with variables V. If

the logic is not CD, then since there is an infinite number of variables not in ∆,

∆
′

can use some of them, still leaving infinitely out of ∆ �

Lemma 4.6.9 Assume ∆ 0 ∀xϕ(x), if the logic is not CD, then for some u not

in the language of ∆, we have ∆ 0 ϕ(x). ∆ can be extended in a saturated ∆
′

by

adding the variable u and more variables such that ∆
′ 0 ϕ(u), and still infinitely

numbers of variables are not in ∆
′
. If the logic is CD, such a u is in the logic

in ∆ and (∆, {ϕ(u)}) can be extended to a complete and saturated theory in the

same language.

Lemma 4.6.10 Let (∆,Θ) be complete and saturated. Assume {x}ϕ says ψ is

not in Θ. Then

∆0 = {α|{x}ϕ(x) says α ∈ ∆}

does not prove ψ, otherwise

`
∧

αj → ψ
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hence

`
∧
j

{x}ϕ(x) says αi → {x}ϕ(x) says ψ

hence

{x}ϕ(x) says ∈ ∆

Since ∆0 does not prove ψ, and (∆0, {ψ}) is consistent, we can extend ∆0 to

a saturated theory (∆
′
,Θ
′
). In case the logic is CD, (∆

′
,Θ
′
) will be in the same

language. Otherwise we use more variables.

Lemma 4.6.11 Properties of the model (S,⊆, R{x}ϕ):

1. ∆1 ⊆ ∆2 and ∆2R{x}ϕΘ then ∆1R{x}ϕΘ

Proof. ∆2R{x}ϕΘ means for every {x}ϕ says ψ ∈ ∆2 we have ψ ∈ Θ.

Since ∆1 ⊆ ∆2 we have for every {x}ϕ says ψ ∈ ∆ we have ψ ∈ Θ. �

2. If we add the axiom ∀x(ϕ(x) ↔ ϕ
′
(x)) → ({x}ϕ says ψ ↔ {x}ϕ′ says ψ)

we get the condition

∆ ` ∀x(ϕ(x)↔ ϕ
′
(x))

implies for all Θ

∆R{x}ϕΘ↔ ∆R{x}ϕ′Θ

Definition 4.6.12 (Construction of the model) Take (S,⊆, R{x}ϕ(x)) as de-

fined above. For atomic P (x1, . . . , xn) and ∆ ∈ S, let

∆ |= P iff P ∈ ∆

The domain of ∆ is defined by the variables of ∆. If the logic is CD all ∆ will

have variables V as domain, otherwise we will have variable domains.

Lemma 4.6.13 For any ψ,∆

∆ |= ψ iff ψ ∈ ∆

Proof. Proof by taking in exam ”→” and ”says”. �
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Chapter 5

The FSL Methodology

From a methodological perspective, FSL introduces concepts that can be easily

exploited to strenghten existing authentication logics appeared in the literature.

The main aim of this section is to take into account some case studies in order

to show how the key ideas of the FSL semantics can be employed to enrich

some well-know authentication logics. As already underlined in Chapter 3, FSL

methodology propose to introduce a language in which formulas have the form:

2ϕψ

in which we identify two (not necessarily different) languages Lp and LE such

that ϕ ∈ Lp and ψ ∈ LE. The meaning of the formula above is that all the

principals in a given domain that satisfy φ support ψ.

Now take an authorization logic Q with language LQ, we can extend it ap-

plying the FSL methodology looking at 2ϕψ in two different ways:

1. Let ψ ∈ LE = LQ and ψ ∈ Lp where expressions in Lp are classical first-

order formulas used to index principals.

2. We first translate expressions of LQ into predicate FSL language with the

modal operator says such that Lp = Le = LFSL. Where LFSL in the

language used in predicate FSL.

In the following we refer to extensions 1 and 2 as T-extension (Trivial ex-

tension) and C-extension (Complete extension) respectively. Case by case, de-

pending on the logic which we are studying, it could be sensible to carry out
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both extensions. It must be underlined that the extensions are incremental so

a logic extended with the complete methodology is more expressive than a logic

extended with the trivial one.

5.1 The SecPAL case study

We extend SecPAL with FSL using C-extension methodology, first we translate

SecPAL in modal logic and then we enrich the expressiveness of SecPAL fibring

it with FSL.

We argue that SecPAL can be seen as a subset of predicate FSL in which

formulas have the following structure:

2Aψ

where A is a single principal. We look at the says SecPAL constructs as a modal

operator, so that A says ψ becomes 2Aψ. More generally, assertions of the kind

A says fact if fact1, . . . , factn, c

are represented as

2Afact1 ∧ . . . ∧2Afactn ∧ c→ 2Afact1

We relate the delegation operator ”can say∞” to the ”speaks for” relationship,

so that we translate

A says B can say∞ fact

into

2AB ⇒fact A
1

2A(B ⇒fact A)→ B ⇒fact A

Where the second formula represents hand-off for restricted speaks-for and

it is necessary in proving that the (can say) rule translated into modal logic is a

theorem.

1In the case of can sayD where the delegation depth is limited we have also to add the right
constraint (see sec 3 for details).
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We argue that the ”can act as” operator as strictly linked with syntactical

substitution of principals. For instance,

A says B can act as C

is translated into

2Asubs(B,C)

which intuitively means that for every fact asserted by A about C, A asserts the

same fact about B. In a more formal way we have

2Asubs(B,C) ∧2Aψ → 2Aψ{C/D}

We refer to the translation of SecPAL into a modal flavour as MSecPAL

(Modal SecPAL). Now that we have translated SecPAL primitives into MSecPAL

which is a subset of FSL, we can show how the rules describing SecPAL semantics

are theorems of MSecPAL translation.

Following the original rules of SecPAL semantics, from section 3.3

(cond):

(A says if fact1, . . . , factn, c) ∈ AC
AC,D |= A says factiθ for all i ∈ {1 . . . k}
|= cθ vars(factθ) = ∅

AC,∞ |= A says factθ

(can say)

AC,∞ |= A says B can sayD fact
AC,D |= B says fact
AC,∞ |= A says fact

(can act as)

AC,D |= A says B can act as C
AC,D |= A says C verbphrase
AC,D |= A says B verbphrase

We notice that the (cond) rule can be seen as an application of modus ponens,

for instance take MSec-PAL formula 2A(Y → X) which mirrors a simple assertion

in Sec-PAL with just one conditional fact (Y ) and no constraints. It is clear that

the following rule
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2A(Y → X) ∧2AY
2AX

is a theorem of MSec-PAL considering that 2A(Y → X)→ (2AY → 2AX).

Concerning the (can say) rule we have already underlined that with hand-off

for limited speaks for it is possible to have the following as a theorem

2A(B ⇒fact A) ∧2Bfact
2Afact

For the last rule (can act as) it is straightforward to see that with the definition

of Subs given above the MSec-PAL translation of the rule is a theorem of the

modal logic.

We now propose an extension of MSecPAL called Fibred-MSecPAL (F-MSecPAL)

rooted into FSL which introduces the following properties:

• Generalizing the notion of principal into formulas of a chosen logic1.

• Variables and predicates can be shared between Lp and Le.

• The says operator can be iterated (e.g. A says B says . . . )

F-MSecPAL formulas have the following shape:

2{x}ϕ(x)ψ

In which {x}ϕ ∈ Lp and ψ ∈ Le.
We recall that, from a semantical perspective, the {x}ϕ(x) selects a subset of

principals which is used to index a family of MSecPAL models.

In F-MSecPAL, as in FSL, the formula {x}ϕ(x)says ψ stands for the whole

group, identified by the extension of {x}ϕ(x), asserting ψ. If we want to express

that a group asserting fact stands for all members asserting fact separately, we

have to add an ad-hoc axiom:

{x}ϕ(x) saysψ ↔
∧
i

{x}(x = xi) saysψ (∗)

1The reader is invited here to notice that because of our fibred approach the logic identifying
principals could be different from the extended language
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where xi are elements of the extension of {x}ϕ(x).

In F-MSecPAL we can have formulas like

{x}∀y[admin(y)→ y says Good(x)] says fact

in which principals are selected through another F-MSecPAL formula (the

fibred approach has been iterated).

5.2 DKAL case study

With some extensions we can directly apply the C-extension to DKAL.

DKAL represents an enrichment of SecPAL, every policy that can be expressed

in SecPAL, can also be expressed in DKAL. In the following we concentrate on

how translate assertions. As briefly explained in section 3.6 assertions are of two

types:

1. knowledge assertions.

2. speech assertions.

Knowledge assertions represents what a principal knows (what from its point

of view is true) and are of the kind

A knows x← A knows x1, . . . , A knows xn

whereas speech assertions are of the kind

A says x to B ← A knows x1, . . . , A knows xn

From DKAL authors’ point of view p says x it is not a formula but a special

kind of element of the logic called Info (Information element).

To embody DKAL within FSL we add to FSL a modality 2K indexed by

principals which represents the DKAL knows relation. It must be underlined

that it is not necessary that 2K should be an S4 modality, it depends on how the

knows relation is modelled in DKAL.
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Chux: (Alice) canDownload Article) to Alice (A1)

Alice: Best tdOn Alice canDownload Article (A2)

Best: (Chux tdOn p canDownload Article) to p (A3)

2Chux(Alice canDownload Article) ∧
2K

Alice2Chux(Alice canDownlaod Article) (A1*)

2K
Alice(Best tdOn Alice canDownload Article) (A2*)

2Best(Chux tdOn p canDownload Article) ∧
2K
p 2Best(Chux tdOn p canDownload Article) (A3*)

Figure 5.1: From DKAL to FSL

In this view we can express knowledge assertions as

2K
Ax← 2K

Ax1 ∧ . . . ∧2K
Axn

and speech assertions are represented as

2Ax ∧2K
B2Ax→ 2K

Ax1 ∧2K
Axn

This view extends DKAL with all the power of the FSL methodology, so we

can express a modal semantics for formulas like

2K
Admin(x)2Users(x)Admin(x)→ Rigorous(x)

In which we express that the group of the administrators knows that users

think they are rigorous.

For instance we can translate the first three policies in section 3.6 Fig. 3.1 with

formulas in Fig. Note that all the other DKAL relations (e.g. tdOn) remains

first order relations as expressed in DKAL semantics, moreover the tractability

results remains the same for the moment that Existential Fixed Point Logic is

a first order logic. What we are doing here is not redefining a logic but simply

looking at pivotal relationships like says or knows as modalities, this let us apply

the fibring methodology by having modalities indexed by formulas so to enrich

language expressivity.
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5.3 Delegation Logic: case study

5.3 Delegation Logic: case study

Is it possible to directly apply the C-extension to D1LP, in fact almost all basic

constructs of the language can be translated into predicate FSL. We call M-

D1LP (Modal-D1LP) the enrichment of D1LP with the FSL methodology, in the

following we give a translation of the examples presented in Section 3.4.2.

1. Decentralized attribute. HA asserts that PA is a physician:

HA says isPhysician(PA)

2HA says isPhysician(PA)

2. Delegation of attribute authority. HM trusts HA to identify physicians:

HM delegates isPhysician(?X)^1 to HA

HA⇒isPhysician(x) HM ∧ ∀y((y ⇒isPhysician(x) HA)→ y = HA)

3. Inference of attributes. HM allows anyone who is a physician to access a

document.

HM says access(fileA, ?X) if HM says isPhysician(?X)

2HM isPhysician(x)→ 2HM access(fileA, x)

4. Attribute-based delegation of authority. HM allows anyone who is both a

physician and a manager to access a document.

HM delegates isPhysician(?X)^1 to ?Y if HM says

isHospital(?Y).

2HM isHospital(y)→ (y ⇒isPhysician(x) HM∧
∀z((z ⇒isPhysician(x) y)→ z = y))

5. Conjunction of attributes. HM allows anyone who is both a physician and a

manager to access a document.
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5.3 Delegation Logic: case study

HM says access(fileB, ?X) if HM says isPhysician(?X),

HM says isManager(?X)

(2HM isManager(x) ∧2HM isPhysician(x))→ 2HM access(fileB, x)

6. Attributes with fields, HM allows an entity to access the records of a patient

if the entity is the physician of the patient.

HM says accessDocument(?X, ?Y)

if HM says isPhysicianOf(?X, ?Y)

2HM isPhysicianOf(x, y)→ 2HM accessDocument(x, y)

7. Static threshold structures. A bank requires two out of four entities A,B,C,D

to cooperate in order to approve a transaction T.

Bank says approve(T) to threshold(2, [A1, A2, A3, A4])

(2Bank approve(T )↔
∨
i 6=j

[2Ai
approve(T ) ∧2Aj

approve(T ))

8. Dynamic threshold structures. A bank requires two cashiers to cooperate

in order to approve a transaction T.

Bank delegates approve(T) to

threshold(2, ?X, Bank says isCashier(?X)).

2Bank approve(T )↔ 2{x}isCashier(x) approve(T )
2{x}isCashier(x) approve(T )↔

∨
y 6=z[isCashier(y) ∧ isCashier(z)∧

2yapprove(T ) ∧2zapprove(T )]

As underlined in the above examples, D1LP formulas can be translated into

FSL by looking at the says as a modality. This gives us the possibility to extend

the expressiveness of D1LP by nesting the says or, for instance, by having groups

supporting formulas.
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5.4 The DEBAC case study

The FSL methodology can also be applied to DEBAC. We apply directly the

C-extension to DEBAC creating M-DEBAC, with this objective in mind we see

sites as principals that express what actions a certain category and status as

defined in classical DEBAC 1.

In DEBAC, given a resource r and a site s, we have the function privileges(r,s)

defined as follows:

privileges(r, s)→ [(a1, c1), . . . , (an, cn)]

By looking at sites as principals we can map privileges(r,s) within FSL by

adding the following axioms:

s says can do on(c1,a1,r)

s says can do on(c2,a2,r)
...

s says can do on(cn,an,r)

where the predicate can do on(ck, ak, r) expresses that category ck can do

action ak on resource r.

For instance, if we want to check if user u is permitted to perform action a

on a resource r located at site s given a list l of events, we have to carry out the

following steps:

1. Calculate the category to which the user is assigned as a consequence of the

list of events in l. This can be done using the generic function category as

specified in Section 3.5.1.

2. If category(u,L) = c1, what we want is to check if in the FSL fibred model

we have the following

2scan do on(c1, a1, r)

1This is not strange since recursive functions like category and status can be easily rep-
resented as single valued relations in first-order logic.
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5.4 The DEBAC case study

In M-DEBAC, because sites are considered as principals, we can express

more complicated privileges playing with the says operator like:

µ says [(ν says controls on (c1, a1, r))→ can do on(c1, a1, r)]
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Chapter 6

From FSL to PROLOG

In this chapter we want to underline some key aspects in translating a fragment

of FSL into Ordinary Logic Programs (i.e. PROLOG). We first define a fragment

of FSL which uses Horn clauses and than we give the translation of the example

in section 4.5 into PROLOG.

6.1 FSL using Horn clauses

Many authorization logics rely on Datalog databases to carry out computation

Ceri et al. [1989]. In Li & Mitchell [2003] it has also been argued that Datalog

with constraint could be seen as the logical foundation for trust management. We

reject this view by underlining that there exist very expressive access control logics

that do not employ Datalog Gurevich & Neeman [2008]; Halpern & Weissman

[2008].

More generally, ordinary logic programs rely on Horn clauses which are inter-

esting mainly for their computational tractability. We now show that a fragment

of FSL can be seen as an ordinary logic program.

Suppose we want to reason on ACL policies expressed with horn clauses of

the form

b1 ∧ b2 ∧ b3 . . . ∧ bn → h1
1

1Depending on the application, Horn clauses can be propositional or first-order.
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6.1 FSL using Horn clauses

Then we can stick to formulas like

{x}H1(x) says H2 (∗)

where H1 is an horn clause with no free variables in the body, whereas H2

are general Horn clauses. From a semantical perspective, we have that for each

model we have a domain D and a list of horn clauses that are true in the model.

Suppose we want to evaluate (*) in a model m1 with domain D, H1 is then used

to select U ⊆ D

U = {d ∈ D| |= H1(d)}

and H2 is checked to be true in all models mi ∈ f(U).

The previous formula has a structure that is the same as a classical first order

Horn clause, for instance, if we have for a world m:

m |= {x}(
∧
i

ϕi → ϕ(x))︸ ︷︷ ︸
B1

says (
∧
i

ψj → ψ)︸ ︷︷ ︸
H1

(6.1)

which is true iff

∀n (mR{x}H1n→ n |=
∧
j

ψj → ψ) (6.2)

that, translated into a classical first-order formula becomes

∀n (mR{x}B1∗n→ [
∧
j

ψ∗j (n)→ ψ∗(n)])1 (6.3)

Notice that the equation below is an horn clause, in fact considering n as a free

variable we have

mR{x}B1∗n
∧
j

ψ∗j (n)→ ψ∗(n) (6.4)

so we can consider FSL formulas of the kind 2B1 says H1 as comparable with

an horn clause.

1 Generally if we have t |= ψ(x, y) we can translate this into a pure first-order formula with
ψ∗(t, x, y) where ψ∗(t, x, y) is obtained from ψ(x, y) adding t as a free variable which represents
the world into which ψ(x, y) is forced.

100



6.2 A Running Example

Ideally, if we have an FSL fibred model we can translate it into a database ∆

in which, for instance, formulas can have the following form:

∧
j

β∗j (ni, xj, yj)→ β∗(nk, xp, yp)

which describes the relationships among worlds in the model expressing that:

if βj(xj, yj) is true at ni then another formula β∗(xp, yp) is true at nk.

In this view if we want to know if β(x, y) is true in model m:

m |= β(x, y)

we want to be able to prove

∆ ` β∗(k, x, y)

From this perspective, we can see the ∆ as a declarative representation (like

in PROLOG) whereas, knowing if something is true or not in a particular model

as a query to the program.

6.2 A Running Example

In this section we translate the example reported in Section 4.5 into a PROLOG

program.

We define a fragment of FSL which has the minimum expressiveness necessary

to encode the formulas presented in Section 4.5.

Due to the simplicity of the referred formulas we look at the says not as

a modality but as a function says(A,B,N) where A represent a principal, B a

statement and N is the delegation steps that the principal A has to do in order

to support statement B. Future work will be directed towards the development

of a declarative framework which maps different PROLOG databases through the

2 modality, as discussed in Section 6.1.

In formulas of the kind

2{x}ϕ(x)ψ
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6.2 A Running Example

we limit ϕ(x) and ψ to be propositional atoms.

We define a function (·)trans that maps predicate FSL formulas into PROLOG

clauses. Terms and propositional atoms are directly mapped into PROLOG.

(A says ψ)trans = says((A)trans, (ψ)trans, 0).
(A controls ψ)trans = controls((A)trans, (ψ)trans).

(A⇒fact B)trans = speaks for((A)trans, (B)trans, (fact)trans).

Principals A and B could be of two kinds: atoms or group formulas like

{x}ϕ(x). In both cases we translate A and B as PROLOG atoms.

If for instance we have the following FSL formula

{x}ϕ(x) says fact

We first define an atom ({x}ϕ)trans which represents the group of principals

that satisfy ϕ(x). Then, in addition, we have to define what a group supports

is related to what the member of the group independently says. For instance we

may have a clause which express that if one single member B of the group ϕ says

fact then the group supports it.

We relate the predicate speaks for with the says with the following clause:

says(Y, Z, N) :- speaks for(X, Y, Z), says(X, Z,N1), N is N1 + 1.

Notice that in the above case the delegation steps represented by N are in-

creased by one.

If in the PROLOG knowledge base we have a controls fact:

controls(A,fact).

We relate each instance of controls fact with the says with the clauses like:

fact :- controls(A,fact), says(A,fact,N).

To sum up we can split the translation from a restricted FSL policy to a

PROLOG knowledge base in the following steps:

1. Each principal (group or single) is translated into PROLOG atoms.

2. Apply the sketched (·)trans function to the logical formulas.
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6.2 A Running Example

3. Add the clauses that map speaks for and controls with says.

4. Add clauses that relate what a group principal supports and what single

members of the group say.

In Figure 6.2 we report a translating of the example presented in Section 4.5.

In Figure 6.2 with the clause

says(ict staff, has login(X), N) :- ict member(Y), says(Y, has login(X), N). (∗)

we express that the ict staff group assigns a login if just one member of it

supports the assignment.

With a few variations we can express more complex policies to link what a

group supports with respect to what its members say. For instance, if we want

to state the the ict staff assigns a login just in the case that half of its members

supports the assignment we may substitute the formula (*) in the knowledge base

with formulas in Figure 6.2.
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6.2 A Running Example

speaks_for(university, cs_dept, regularly_enrolled(_)).

speaks_for(_, university, regularly_enrolled(_)) :-

format("wrong delegation mechanism"), !, fail.

speaks_for(ict_staff, cs_dept, has_login(_)).

says(university, regularly_enrolled(tom), 0).

%if one single ict\_member assigns a login,

%than all the staff supports it

says(ict_staff, has_login(X), N) :- ict_member(Y),

says(Y, has_login(X), N).

says(Y, Z, N) :- speaks_for(X, Y, Z), says(X, Z,N1), N is N1 + 1.

controls(university, regularly_enrolled(_)).

controls(X, can_access_mail(X)) :-

says(cs_dept, has_login(X), _),

says(cs_dept, regularly_enrolled(X), _).

can_access_mail(X) :-

controls(X, can_access_mail(X)),

says(X, can_access_mail(X), _).

regularly_enrolled(X) :-

controls(university, regularly_enrolled(X)),

says(university, regularly_enrolled(X), _).

ict_member(a).

ict_member(b).

ict_member(c).

Figure 6.1: PROLOG translation of example in Section 4.5.
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6.2 A Running Example

says(ict_staff, has_login(X), N) :-

findall(Y, ict_member(Y), L_ict),

sublist(says_inverso(has_login(X)), L_ict, L_ict_hasl),

maplist(says_N(has_login(X)), L_ict_hasl, L_num),

maxlist(L_num,N),

length(L_ict_hasl, N_ict_hasl),

length(L_ict, N_ict),

N_ict_half is N_ict / 2,

N_ict_hasl >= N_ict_half.

says_inverso(Y,X) :- says(X,Y,_).

says_N(P, X, N) :- says(X, P, N).

maxlist([E], E).

maxlist([H|T],N) :- maxlist(T, T_m), N is max(H, T_m).

Figure 6.2: The group ict staff says login(X) if half of its members support it
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Chapter 7

Conclusions

The contributions of the thesis can be summarized as follows:

1. A multi-modal view on access control and trust management: In

this thesis we address the problem of replying to the proof of compliance

question by reasoning in a multimodal setting. This view hast two main ad-

vantages; first it has permitted the employment of the fibring methodology

to develop an highly expressive policy language ans second, it showed how

constructs like speaks for or controls, that apparently are pure second-order

(CDD 3.2.1) can be easily translated into first-order constraint on Kripke

structures. Up to author knowledge these results are new in the access

control community.

2. Axiomatization and completeness: In Section 4.6 we show how the

most expressive fragment of the logical framework (i.e. predicate FSL) can

be axiomatized and we prove the completeness of the logic. Completeness

theorems for logics for access control have never been tackled in the litera-

ture. The most rigorous approach Abadi [2007] uses type theory to prove

similar properties.

3. Groups as first-class citizen: With FSL principals are not just atoms

or basic elements ordered in a lattice structure Abadi et al. [1991]. With

FSL you can express dynamic groups of principals supporting formulas by

employing first-order logic to index modalities.
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4. Sharing of variables: By letting share variables between the formulas

indexing the modalities and the supported statements we can express rel-

atively complex policies in a compact and semantically well-founded way

like Separation of Duties.

5. A logical framework for access control: Being FSL an highly expres-

sive language, almost all the approaches presented in Chapter 3, can be

translated into our logic by extending their expressiveness and providing a

uniform and well-founded semantics.

6. Ordinary Logic Program: In Section 6.2 we show how, some key ideas

of FSL (sharing of variables, groups, delegation . . . ) can be translated into

logical programs written in PROLOG. The proposed translation extends

other approaches based on declarative semantics like Becker et al. [2007]

and Li et al. [2003] with, for instance, the nesting of the says and the

possibility to have groups as first-class principals that support sentences.

In future works we plan to enrich predicate FSL through the following lines

of enquiry:

• Theorem Proving: We plan to extend FSL with a proof theory based on

existing calculi for multimodal logics Olivetti et al. [2007].

• Logic Programming: It could be interesting to employ Answer Set Pro-

gramming (ASP) to study how to extend access control reasoning with non

monotonic features (e.g. negation as failure or defeasible reasoning). In

particular we plan to start by applying the FSL methodology to the ASP

language presented in Wang & Zhang [2007].

• Model Checking: Model checking techniques have been employed in clas-

sical access control Zhang et al. [2005], we think that the multi-modal se-

mantics we propose for FSL could be employed to study the use of FSL to

do model checking in distributed scenarios.
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Borovanský, P., Kirchner, C., Kirchner, H. & Moreau, P.E. (2002).

Elan from a rewriting logic point of view. Theor. Comput. Sci., 285, 155–185.

34

Bull, R. (1965). A modal extension of intuitionistic logic. Notre Dame Journal

of Formal Logic. 6

Ceri, S., Gottlob, G. & Tanca, L. (1989). What you always wanted to

know about datalog (and never dared to ask). IEEE Trans. Knowl. Data Eng.,

1, 146–166. 26, 99

Clavel, M., Durán, F., Eker, S., Lincoln, P., Mart́ı-Oliet, N.,

Meseguer, J. & Talcott, C.L., eds. (2007). All About Maude - A High-

Performance Logical Framework, How to Specify, Program and Verify Systems

in Rewriting Logic, vol. 4350 of Lecture Notes in Computer Science, Springer.

34

ContentGuard (2001). extensible rights markup language (xrml). 2.0 specifi-

cation part II: core schema. 22

Ellison, C., Frantz, B., Lampson, B., Rivest, R., Thomas, B. & Ylo-

nen, T. (2009). Spki certificate theory. IETF RFC 2693 . 1, 22, 67

Fagin, R., Halpern, J.Y. & Vardi, M.Y. (1990). A nonstandard approach

to the logical omniscience problem. In R. Parikh, ed., TARK , 41–55, Morgan

Kaufmann. 8

Fairtlough, M. & Mendler, M. (1997). Propositional lax logic. Inf. Comput.,

137, 1–33. 20

109



REFERENCES

Fitch, F. (1948). Intuitionistic modal logic with quantifiers. Portugalia Math-

emetica, 7, 113–118. 6

Fournet, C., Gordon, A. & Maffeis, S. (2007). A type discipline for au-

thorization in distributed systems. In DBL [2007], 31–48. 20

Gabbay, D.M. (1977). On some new intuitionistic propositional connectives i.

Studia Logica, 36, 127–139. 74

Gabbay, D.M. (1999). Fibring logics. Oxford University Press . 2, 4, 49, 51

Gabbay, D.M. & Maksimova, L. (2005). Interpolation and definability. Ox-

ford University Press . 74

Giuri, L. & Iglio, P. (1997). Role templates for content-based access control.

In ACM Workshop on Role-Based Access Control , 153–159. 64

Gurevich, Y. & Neeman, I. (2008). Dkal: Distributed-knowledge authoriza-

tion language. In CSF , 149–162, IEEE Computer Society. 1, 40, 41, 42, 43, 46,

99

Gurevich, Y. & Neeman, I. (2009). The infon logic. Microsoft Research Tech

Report, MSR-TR-2009-10 . 40

Gurevich, Y. & Roy, A. (2008). Operational semantics for dkal: Application

and analysis. Microsoft Research Tech Report, MSR-TR-2008-184 . 40

Halpern, J.Y. & Weissman, V. (2008). Using first-order logic to reason about

policies. ACM Trans. Inf. Syst. Secur., 11. 99

Kosiyatrakul, T., Older, S. & Chin, S.K. (2005). A modal logic for

role-based access control. In V. Gorodetsky, I.V. Kotenko & V.A. Skormin,

eds., MMM-ACNS , vol. 3685 of Lecture Notes in Computer Science, 179–193,

Springer. 63

Lampson, B.W. (2004). Computer security in the real world. IEEE Computer ,

37, 37–46. 18, 54

110



REFERENCES

Lampson, B.W., Abadi, M., Burrows, M. & Wobber, E. (1992). Authen-

tication in distributed systems: Theory and practice. ACM Trans. Comput.

Syst., 10, 265–310. 1, 18, 50, 52

Lesniewski-Laas, C., Ford, B., Strauss, J., Morris, R. & Kaashoek,

M.F. (2007). Alpaca: extensible authorization for distributed services. In

P. Ning, S.D.C. di Vimercati & P.F. Syverson, eds., ACM Conference on Com-

puter and Communications Security , 432–444, ACM. 20

Li, N. & Mitchell, J.C. (2003). Datalog with constraints: A foundation for

trust management languages. In V. Dahl & P. Wadler, eds., PADL, vol. 2562

of Lecture Notes in Computer Science, 58–73, Springer. 42, 99

Li, N., Grosof, B.N. & Feigenbaum, J. (2003). Delegation logic: A logic-

based approach to distributed authorization. ACM Trans. Inf. Syst. Secur., 6,

128–171. 1, 2, 22, 28, 29, 31, 33, 48, 49, 50, 51, 52, 59, 61, 107

Lupu, E. & Sloman, M. (1997). Reconciling role based management and role

based access control. In ACM Workshop on Role-Based Access Control , 135–

141. 64

Olivetti, N., Pozzato, G.L. & Schwind, C. (2007). A sequent calculus and

a theorem prover for standard conditional logics. ACM Trans. Comput. Log.,

8. 107

Ono, H. (1977). On some intuitionistic modal logic. Publications Research In-

stitute of Mathematical Science, 13, 687–722. 6

Ono, H. (1987). Some problems in intermediate predicate logics. Reports on

Mathematical Logic, 21, 55–68. 6

Saltzer, J. & Schroeder, M. (1975). The protection of information in com-

puter system. Proceedings of the IEEE , 63, 1278–1308. 18

Schroeder, M.D. & Saltzer, J.H. (1975). The protection of information in

computer systems. Procs. IEEE 63 , 9, 1278–1308. 55

111



REFERENCES

Simpson, A.K. (1993). The proof theory and semantics of intuitionistic modal

logic. PhD Thesis, University of Edinburgh. 7

Wang, L., Wijesekera, D. & Jajodia, S. (2004). A logic-based framework

for attribute based access control. In V. Atluri, M. Backes, D.A. Basin &

M. Waidner, eds., FMSE , 45–55, ACM. 22

Wang, S. & Zhang, Y. (2007). Handling distributed authorization with dele-

gation through answer set programming. Int. J. Inf. Sec., 6, 27–46. 107

Wijesekera, D. (1990). Constructive model logic 1. Annals of Pure and Applied

Logic, 50, 271–301. 7

Zhang, N., Ryan, M. & Guelev, D.P. (2005). Evaluating access control

policies through model checking. In J. Zhou, J. Lopez, R.H. Deng & F. Bao,

eds., ISC , vol. 3650 of Lecture Notes in Computer Science, 446–460, Springer.

107

112


	List of Figures
	1 Introduction
	2 Fibring Logics
	2.1 Combining pure logical systems
	2.2 The Idea of Fibring
	2.2.1 Appreciation of the difficulties involved in combining systems
	2.2.2 The basic idea of fibring

	2.3 Introducing Modal Fibring
	2.3.1 Fibred semantics for modal logic: An Example


	3 Logics for Access Control and Trust Management
	3.1 Introduction
	3.2 An axiomatic view on access control: CDD
	3.2.1 Introduction
	3.2.2 CDD

	3.3 Security Policy Assertion Language: SecPAL
	3.3.1 Introduction
	3.3.2 Benchmark Examples
	3.3.3 Syntax
	3.3.4 Semantics

	3.4 Delegation Logic: DL
	3.4.1 Methodology
	3.4.2 Benchmark Examples
	3.4.3 Results

	3.5 Dynamic Event Based Access Control: DEBAC
	3.5.1 The DEBAC model
	3.5.2 Distributed term rewriting systems
	3.5.3 DEBAC policy specifications via rewrite rules
	3.5.4 Evaluating access requests

	3.6 Distributed-Knowledge Authorization Language:DKAL
	3.6.1 Introduction
	3.6.2 Existential fixed-point logic: EFPL
	3.6.3 A user centric example
	3.6.4 Methodology


	4 Fibred Security Language: FSL
	4.1 Introduction
	4.2 Properties of access control logics
	4.2.1 Access control logics
	4.2.2 Modality axioms

	4.3 Reasoning about principals
	4.3.1 The calculus of principals
	4.3.2 FSL: An extended logic of principals

	4.4 The basic system FSL
	4.4.1 Adding modalities
	4.4.2 Predicate FSL

	4.5 An Example
	4.6 Axiomatisation and completeness of FSL
	4.6.1 Axiom system for predicate FSL
	4.6.2 Definitions and Lemmas


	5 The FSL Methodology
	5.1 The SecPAL case study
	5.2 DKAL case study
	5.3 Delegation Logic: case study
	5.4 The DEBAC case study

	6 From FSL to PROLOG
	6.1 FSL using Horn clauses
	6.2 A Running Example

	7 Conclusions
	References

