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Abstract olations be delegated by the normative system to au-

tonomous agents calletbfenderagents [10]?
When agents make decisions, they have to deal with
norms regulating the system. In this paper we therefore
propose a rule-based qualitative decision and game the- To address these questions we model norms in qualita-
ory combining ideas from multiagent systems and normativetive decision and game theory, combining ideas from nor-
systems. Whereas normative systems are typically modelledative systems (see, e.g., [18] for an overview of theories
as a single authority that imposes obligations and permis- @hd applications) and multiagent systems. Whereas nor-
sions on the agents, our theory is based on a multiagentmative systems are typically modelled as a single authority
structure of the normative system. We distinguish betweerfhat imposes obligations and permissions on the agents, our
agents whose behavior is governed by norms, so-called de.theory is based on a mUltiagent structure of the normative
fender agents who have the duty to monitor violations of System. We distinguish between agents whose behavior is
these norms and apply sanctions, and autonomous normadoverned by norms, so-called defender agents who have the
tive systems that issue norms and watch over the behavior ofluty to monitor violations of these norms and to apply sanc-
defender agents. We show that autonomous normative Systions, and autonomous normative systems that issue norms
tems can delegate monitoring and sanctioning of violations @nd watch over the behavior of defender agents.
to defender agents, when bearers of obligations model de- Decision making in this multiagent systems is formal-
fender agents, which in turn model autonomous normativejzed as follows. Agents are modelled as cognitive belief-
systems. desire-intention or BDI agents. Autonomous normative sys-
tems create obligations for defender agents, such that a de-
fender agent can be seen as a role defined on the basis of
1 Introduction a set of obligations. When making decisions, agents model
defender agents, which in turn model the autonomous nor-
mative system. In our theory we can study under which con-

Norms are studied in multiagent systems for various rea—d,, his del ) tth L of defend
sons, for example to increase the stability of such systems. itions this delegation of the control of norms to defender

However, there is no consensus how standard framework£9€Nts 1S effective, as is illustrated by an example.

have to be extended to express norms. Moreover, the man- In this paper we discuss the technical details of our the-
agement of distributed systems such as virtual communitiesory, but some of its assumptions are treated elsewhere. In
of autonomous agents [13, 4, 5] is not centralized in a single particular, the unification of normative and multiagent sys-
agent since this would endanger the core business of the sysems can be explained by an attribution of mental attitudes
tem [11]. Also, sometimes tasks can be better performed ifto normative systems, which itself can be explained by so-
they are dealt with by the local level in an autonomous way. cial delegation of goals to the normative system [3, 7, 4].

In this paper, we address the following two questions. This paper is organized as follows. In Section 2 we dis-
cuss the role of defender agents using recursive modelling.
In Section 3 we present the qualitative game theory, in Sec-
tion 4 we define obligations in this theory and in Section 5
e How can the role of monitoring and sanctioning vi- we formalize defender agents.

e How do agents make decisions involving norms? In
particular, when do they fulfill or violate norms?



2 Defender agents deliberation of agent in various stages. Agentis subject
to obligations by systers that has delegated the control to

Normative systems are “sets of agents (human or ar_defender agerit. Agentl is deliberating about the effects

tificial) whose interactions can fruitfully be regarded as of the fulfilment or the violation of the obligations. Ageht

norm-governed; the norms prescribe how the agents ideallymay recognize and sanction violations. Agémecursively

should and should not behave [...]. Importantly, the norms ;22?:('; :gzr?g’i d;%isé?; daanc(:i fr?sse;l:ttsmcggli?‘e 22 tzee?;'
allow for the possibility that actual behavior may at times 1 has to 2onsid§r that agetis sﬁb'ect to son?e obliga-
deviate from the ideal, i.e., that violations of obligations, or i ¢ K - 9 it bll' tions: Oblg 4-
of agents’ rights, may occur” [15]. Boella and Lesmo [2] lons 1o make agent respect Its obligations: SO in Mo
distinguish between agents whose behavior is governed byellmg agene, it cons_|ders that agentrecursively models
norms, and an autonomous normative system. In their ap-Eﬁt:\;rig} the normative system who watches over agést

proach, autonomous normative systems are called norma-

tive agents and modelled as a single cognitive BDI agent. Figure 1 should be read as follows. Subscripts denote
However, in modern states the power is separated bene agent, while superscripts denote the time instant. When

tween several autonomous roles: the role of the govern-agentl makes its decisiod, it believes that it is in state

ment, the judicial system and the legislative systems. More- 0 The expected consequences of this decision due to be-

over, such a distinction between roles can make social conjef ryles B! are called epistemic statd. Then agent
trol more effective. In our model, we introduce a distinction makes a decisiod,, typically whether it counts this de-
between agents who have only the judiciary power, which cision as a violation and whether it sanctions agermtr
following Conte and Castelfranchi [10] we call defender not. Now, to find out which decision ageRtwill make,
agents, and those who have also the legislative one. The,gent1 has aprofile of agent2: it has a representation of
task of the normative system is kept separate from the onée initial state which agert believes to be in and of the
delegated to the defender agents. So defenders can act agy|jowing stages. When agetmakes its decision, it be-
tonomously on the basis of more local information. lieves that agertt believes that it is in state). This may be

As an example of a scenario in a virtual community, con- the same situation as stat§, but it may also be different.
sider agentl who is subject to the obligation to share its Then, agent believes that its own decisiah will have the
file system space on the web. This obligation derives from consequence that agehbelieves that it is in state}, due
the policy regulating the virtual community it belongs to. tg its observation®bs, and the expected consequences of
Since the central authority has not enough resources to these observations. Agehtexpects that agerit believes
control and punish every member of the community it dele- that the expected result of decisidp is states3. Finally,
gates this control task to defender agEnSince the virtual agenﬂ’s expected Consequences(@ffrom agenﬂ’s point
community is composed of heterogeneous agents, system of view are called state?. Moreover, ager makes a sim-
cannot assume that defendes a respectful agent who ful-  jlar reasoning about syste#’s decisions. The recursion in
fils every obligation imposed on it. Hence, systgmnies to modelling other agents stops here, since sysiefoes not
control defende®’s behavior by means of obligations con- have to base its decisions on the expected reaction of an-
cerning its task to monitor and punish agenfrhe relation  other agent. Which decision an agent makes depends also

between defender agedtand systens is that the system  on its motivational state which contains among others desire
motivates the defenders by imposing obligations for the de-and goal rules (not depicted in Figure 1).

fenders, and punishing their violations.

The basic picture is visualized in Figure 1 and reflectsthe ~ Multiple levels of delegation of controls are also possi-
ble. For example, systetcan delegate the task of control-

Bt B2 ling the defender agertto another defender. This leads a
0 1 1 1 2 . . . .
S1 3 S1 3 Sh hierarchy of agents, in which each agent considers the re-
al's dei sion A action of the subsequent agent in the hierarchy. We assume
a2’ s observagion H .
‘ S, o< dicision that the reaction of the subsequent agent affects only the
e P o o) " M d, & B &3 outcome of the immediately preceding agent. Hence, each
z B 2 B2 9\3 2 agent’s behavior is watched by another agent whose behav-
az's observggion ior can be in control of another one and so on in a recursive
. 3| ass decision way; until reaching the highest level of authority whose be-
Persi stency of d ) A ) ) .
sy —pbaramlers 5 53 2 s3 havior is not controlled. In this construction, the first and
B3 B the last agent consider three moments in time (like agent 1

_ . and 3 above), and each other agent considers four moments
Figure 1. A three agent scenario. in time (like agent 2 above).



3 Decision and game theory

In this section we present a qualitative game theory for
BDI agents based on the iterative model visualized in Fig-

Definition 2 (Epistemic states)For n agents and
0<t<n+1lletPt={pt|peP={pyp,p, . }}
We write Lit p+ for the literals built fromP?, Lit 4, p+ for
literals built from 4; U P?, et cetera. Let a rule built from a

ure 1, which is an instance of the game theoretic techniqueset of literals be an ordered sequence of litedals . . , /.., ]

recursive modellingntroduced by Gmytrasiewicz and Dur-
fee [14]. We start witldecisions We writed; for the com-
plete decision of agent which we define as a truth assign-
ment to eacldecision variableof the agent.

Definition 1 (Decisions) Assumen distinct agents, and let
{44, ..., A, } ben disjoint sets of propositional variables.
A literal is a variable or its negation. We writgit 4, for the
set of literals built fromA;. For a propositional variablep
we writep = —p and=p = p. A decision set is a tuple
§ = (di,...,d,) whered; C Lit,, such that for each
decision variabler in A;, eitherz € d; or ~x € d;.

The consequences of decisions are given by the agents’ |
epistemic states, where we distinguish between the agents’

beliefs about the world and the agents’ beliefs about how

a new state is constructed out of previous ones. First, we

assume that beliefs of agenabout the world at momert
written ass!, contains — besides decision variables whose
truth value is determined directly by an agent — gdacam-

written asly A ... Al, — [ wherer > 0. If r = 0, then
we also writeT — [, whereT stands for tautology. The
epistemic statef agent; < n is

_ i—1 i 1+1 B _i—2 _i—1 _i _i+1
o; = (BB, B, 208 7,8 88

;Oit1)
whereas the epistemic state of agenis identical except
that it does not contain the epistemic state of agemt 1.

B lisasetofrules olit 4,  pi-2pi-1;

B! isasetofrulesolits, ,a,pi-2pi-1pi;

Bi*'isasetofrules oLita, 4,4, ,pi-2pi-1pipiti;

B, =BI'uBiuBIT,

>B s atransitive and reflexive relation on the powerset
of B; containing at least the subset relation;
52‘2 C Litpi-2 is the state before ageint- 1's action;
si=! C Lit,,  pi-1 isinitial state of agent’s action;
st C Lity,p: is state after decision; of agent;;
sttt C Lity,,, pi+1 is state after decisiot; ., of i + 1;
s;  =s2uUsiTtusiusit All states are complete.

The agents’ beliefs depend not only on their belief rules,

eterswhose truth value can only be determined indirectly. put also on what they can observe. Here we use a simple for-
The distinction between decision variables and parametersnalization of this complex phenomena based on an explicit
is a fundamental principle in all decision theories or deci- enumeration of all propositions which can be observed. If a

sion logics [8, 16]. In action languages, they correspond to

events and fluents respectively. The example in Figure 1 il- | nqws its value insi—
fon the statesi~

lustrates that we only consider games in which each agen
1 makes a decision at momentsuch that an agent has to
consider — besides the recursively modelled states — only th

proposition describing staté” ] is observable, then ageit
7}. The observations of agehtlepend

1 containing the effects of the decision of

agenti — 1 from agenti — 1's point of view.

e

moments just before its decision when it observes the pre-Definition 3 (Observations) The propositions observable

vious decisions;* ands; ', and just after its decision to
evaluate the consequences ofjtands:™*.

by agent;, O P;, are a subset of the description of the stage
s;:} (according to agent — 1’s point of view) including

Second, the agents’ beliefs about how a new state at mo-agenti — 1's decision: P*~! U 4;_,. Theexpected obser-

mentt is constructed out of previous ones is expressed byVvationof agenti in states; ™" is Obs;

three sets obelief rules denoted byB!. Belief rules can

{lesi"1|l€OP;orl € OP;}

conflict and agents can deal with such conflicts in different
ways. The epistemic state therefore also contains an order- What is not observed persists from the initial stsffez
ing on belief rules, denoted by?, to resolve such conflicts.  from agenti's perspective. Likewise, we model persistency
Finally, to model the recursion the epistemic state of agent after decisions. Both the consequences of observations and
includes the epistemic state of agént1, denoted by, 1, the consequences of decisions are defined using a function
unless it is the last agent max. Intuitively, this function starts with either the obser-
An epistemic state thus contains most elements depictedvations or the decision, then applies a maximal set of rules
in Figure 1. However, when making decisions, not all these with respect to the belief rule ordering®, using intermedi-
elements are available. In particular, for each decision theate phase§), @’ and@Q’”, and finally adds parameters from
agent; only knows the belief rules and the initial staﬁéQ; the previous state. We give also some conventions which fa-
the other states! ', s¢ ands:™" have to be calculated by cilitate the recursive definition. Note that the second sthte
applying belief rules. That is, a decision problem contains and the last ong”*! are obtained just by persistency from
only a partial epistemic state. How belief rules are applied is s; ' ands”, respectively, since for the first agent there are
formalized in Definition 4 and decision problems are given no observations and the last one does not recursively model
in Definition 7. the decision of any other agent aB§ = B! = ().



Definition 4 (Respect) A set of literals is called incon-
sistent if it containsp and —p for some propositional
variable p; otherwise it is called consistent. For a
set of literals (state),f a set of literals, R a set of
rules, and> a transitive and reflexive relation on the
powerset of R containing at least the superset relation,
let out(s,R) = Ugout’(s, R) be the state obtained
by out(s,R) = s and out'™(s,R) = out'(s, R)U
{4 A Nl — 1€ Rand{ly,...,l,} Cout'(s,R)},
and letmax(s, f, R, >,t) be the set of states obtained by:

1. @ is the set of subsets @ which can be applied to
s U f without leading to inconsistency:

Q ={R' C R |out(sU f, R') consistent

2. @' is the set of maximal elements@fwith respect to
set inclusion:

Q' ={R €Q|AR" € QsuchthatR' C R"}

3. Q" is the set of maximal elements@fwith respect to
the > ordering:

Q"={R €Q |AR' €Q andR" > R'.R' # R"}

4. O is the set of new elementsdnt(s U f, R'):
O = {(out(s U f, R/) N LitAt+1P‘+1) | R € QH}

5. max(s, f, R, >,t) is the set of states i» plus some
elements persisting from

max(s, f, R,>,t) ={GUs" | G € O and
s" = {I**1 |1t € (P*ns)andlt+T ¢ G}}

By conventioMy= d,,11= BY= B''= 0P = s§= 0.
o; = (B BE B 5172 st st st 0L ) respects

the decision set = (dy, .. ., d,) together with the expected
observation®bs; of agent; if

1. st € max(si 72, 0bs;, Bi 1, >B i — 2);

i—2

i
2. s} ;

i—1 i B :
: Us; ",d;, B, >P i —1);

y g

€ max(s
3. s e max(si2U s U st diy, BITY, 2B d);

4. I1f ¢+ < n, then g;y; respects the decision set
d = (dy,...,d,) together with the expected observa-
tionsObs; 1, of agenti + 1.

The agent’s motivational state contains two sets of rules

for each agent.Desire (D;) andgoal (G;) rules express
the attitudes of the agentowards a given state, depending

on the context. Like belief rules, desire and goal rules can
be conflicting. We express agent characteristics by a pri-

ority relation on the rule$>; which encode, as detailed in
Broerseret al. [9], how the agent resolves its conflicts.

Definition 5 (Motivational states) The motiva-
tional state M; of agenti 1 < i < n is a tuple
(D;,Gi,>;, M;+1), where D;, G; are sets of rules of
L, a4, Pi-2pi-1pipi+1, > IS @ transitive and reflex-
ive relation on the powerset d; U G; containing at least
the subset relation, andi/; ; is the motivational state that
agent; attributes to agent + 1. The motivational state
M, of agentn is a tuple(D,,, G, >,).

The agents value, and thus induce an orderhgn,
the epistemic states by considering which desires and goals
have been fulfilled and which have not. Here for space rea-
sons, we introduce only a selfish stable agent type, which
bases its decisions only on its unsatisfied goals and desires.
States; is less preferred thas, denoted by; < so, if the
unfulfilled rules ins; are more preferred than the unfulfilled
rules ofsy, denoted byl/ (R, s) > U(R, s2).

Definition 6 (Selfish stable agents).etU (R, s) be the un-
fulfilled rules of states,

{LAn. . AN —=TleR|{ly,....l,} Csandl ¢ s}

The unfulfilled mental state descriptioof agent: is
U; = (UP = U(Dy,s;),U¢ = U(G,,s;)). For selfish
stable agents, we hawe < s iff

1L U'Y =U(Gi,s)) 2 UF = U(Gi, 51)
2. if U/lG > U7G andUZG > U{G thenU’Di > UDZ‘

We finally define the optimal decisions. It is again a re-
cursive definition, because optimality of a decision set for
agent; is defined in terms of dominance, which is defined
in terms of optimality of the decision set for the later agents.
There are several definitions of optimality discussed in the
literature, here we use a conservative one.

Definition 7 (Optimal decisions) A partial epistemic state

is an epistemic state excluding for each agent the last three
statess! ™!, st and s!*!. A decision problem consists of a
partial epistemic state, observable propositians; for all
agentsi, and a mental statd/;. A decision set is optimal
for a decision problem if it is optimal for each agentA de-
cision set ioptimalfor agenti if there is no decision set that
dominates it for agent. A decision seb; = (dy,...,d,)
dominates decision sét = (d},...,d}) for agenti iff

dj = d; for 1 < j < i, they are both optimal for agent
jfori < j <n,andwe have; < s

e for all s, in an epistemic state description that con-
tains the partial epistemic state and that respects the
decision seb; andObs;, and

o forall s} in an epistemic state description that contains
the partial epistemic state and that respects the deci-
sion se®, and Obs; (defined on this epistemic state).



4 Formalization of obligations

The definition of obligation is inspired by Anderson’s
reduction of deontic logic to alethic modal logic [1], usually
written asO(p) = O(—p — V), which says that ‘what is
obligatory is what necessarily leads to a violation’, or less
controversial, ‘what leads to a bad state’.

Definition 8 (Conditional obligations with sanction)
For m agents, letNS be a set of unstructured norms
{n,n',n”,...} and assume that some decision variables
are so-calledviolation variablesV;(n) for n € NS and
1 < i < m, to be read as ‘agents behavior counts as a
violation of normn’.

Agenti believes that it is obliged to decide to do(a
literal in Lit 4, p: pi+1) With sanctions (a literal built from
a decision variable ir4; ) under condition; (a sequence
of literals in Lit 4, pi pi+1), denoted by); ;11 (zx, s|q), iff for
somen € NS:

1. ¢ — x € D;11 N G;41: agenti believes that (if agent
i + 1 believes to be) in contextagenti 4+ 1 desires
and has as a goal that;

. T — 5 € D;11: agenti believes that agent+ 1
desires not to sanction.

. T — 3§ € D;: agenti has the desire not to be sanc-
tioned.

. T — =Vi(n) € D;y1: agenti believes that agent
1 + 1 desires that there is no violation.

. ¢gANT — Vi(n) € D;y1 NG;11: agenti believes that
if (agenti + 1 believes thatyy A T then agenti + 1
has the goal and the desifé(n): to recognize it as a
violation of agent.

. Vi(n) — s € D;y1 N Gi41: agenti believes that if
agent:i + 1 decidesV;(n) then it desires and has as a
goal that it sanctions agerit

The definition is based on three simplifications. First,
there is no ‘logic of rules’ as for example proposed in [17].
Second, the conditions can be partitioned into preconditions
of creating a norm (first three conditions), and conditions
which follow from such a creation (last three conditions).
This issue is explored in [7]. Third, sanctions are defined
as decision variables only, not for parameters. In the latter
case, we may add a condition that there is a way to apply
the sanction.

The following example illustrates an obligation to
achieve parameter' of a stable agent which adoptsp!
only for the fear of the sanctioneven if it desires not to do
anything for achieving!. By convention we only give pos-
itive literals in states; all propositional variables not men-
tioned are assumed to be false.

Example 1 O; »(p', s)

S?:V),Bl:{x _>p1}a21B:®a'r € A17p1 € Pl’
G, = ®7D1={T — -, T — ﬁ'S}a

>1={T — =s}>{T — -z}

59 =0,0P, = Ay UP! By = {x — p'},>B=10),

Vi(n) € Ay, s € Ay,n € NS,

Go={T — p',—p! — Vi(n),Vi(n) — s},

Do={T—p!, -pt—=Vi(n),Vi(n)—s, T—=Vi(n), T—-s},
>0 {-pt = Vi(n)} > {T — =Vi(n), T — —s}

Optimal decision set{d; = {z},d> = )
Expected state description:

st = {a,p'}, 55 = {z,p'}, 55 = {p°}, 51 = {p*}
Unfulfilled mental states:

UlD = {T_)_'x}ﬂUlGZQLUZD :UQG =0

If agent1 decides to dar, d; = z, then we have
st € max(s{,dy, B{,>P,0) = {{z,p'}} by Definition 4
of respecting mental states. Agdrg desire not to be sanc-
tioned is fulfilled: the antecedent of the unconditional
rule T — —s is true, and the consequent is consistent with
states? = {p?} since agent decides not to sanction-§)
(recall thats € A, so it is implicitly a variable of the last
stage - Definition 2 - whilg? by persistency of the parame-
terp! from si - Definition 4). In contrast, the unconditional
(and hence applicable) goal— —z is in conflict with state
st = {z,p'} (v € Ay, soitis adecision variable describing
second stage) and it remains unsatisfied (see Definition 6).
For what concerns agefts attitudes, its unconditional
desire and goal that agent adopts the content of the
obligation T — p! is satisfied insi. Analogously are
the desires not to prosecute and sanction indiscriminately:
T — =Vi(n) andT — —s (recall that states are complete
- Definition 2 - so—V;(n) and—s are true ins3 = {p?}).
The remaining conditional attitudest — V7 (n), etc. are
not applicable and hence they are not unfulfilled.
Whatever other decision agedtwould have taken, it
could not satisfy more goals or desiresdso= () is a min-
imal and optimal decision - Definition 7. E.gl, = {s}
leavesT — —s unsatisfied:{T — —s} > 0 (in fact, >
contains the subset relation) and tHeh, = {T — —s} >
UP = () for a stable agent.

Had agent'’s decision beer; = (), agent2 would have
chosend, = {Vi(n), s}. The unfulfilled desires and goals
in states) sh = {Vi(n),s}: U'P = {T — =s},
U'¢ =0, =U0P={T — p, T — =Vi(n), T — =s},
U'S={T — p'}.

How does agent take a decision betweefy andd)?
Since its agent type istable (Definition 6) it compares
which of its goals and desires remain unsatisfietf; =
US =0butU'P = {T — s} > UP = {T — —z}.
And hence, the optimal state (Definition 7) 4s: s; =
{l‘,pl,p2} < 5/1 - {Vl(n)’s}



5 Formalization of defender agents Further definitions with multiple levels of defenders are

possible since obligations at Items 5 and 6 can be delegated
We now introduce the distinction between a defender t0 & second defender agent and so on.

agenti + 1 who has the duty to enforce a normand a Moreover, item 5 and 6 imply by the definition of obli-
normative agen«t +2 who imposes by means of normé gation in Definition 8 also that introducing a defender agel’lt

andn’ to + 1 the duty to watch over a norm The defini-

tion contains the same six conditions as the definition in the

leads to the addition of two new norms.

In the second example we show a three agent situation

previous section. The crucial distinction between the nor- where agen? is the defender of the obligation to doon
mative system and the defender agent, is that the defendebehalf of the normative systefn(Definition 9). However,
agent does not desire to count the agent’s behavior as a vioqi prefers to violate the obligation with respect to not being

lation and to sanction it.

Definition 9 (Delegated obligations)Agent: believes that
it is obliged to decide to da (a literal in Lit 4, pi pi+1)
with sanctions, a literal built from a decision variable of
A,y performed by defender+ 1, and sanctionss’ and
s” for the defender, literal built from a decision variable
of A;,12, on behalf of the normative agent+ 2 (where
V;(TL) S Ai+1)v denoted bpi7i+1,i+2(lﬂ, S, S/, S//‘q), iff for
somen € NS:

1. ¢ — = € D12 N Giqq: agenti believes that agent
i + 2 desires and has as a goal that

2. T — 5 € D,;;o: agenti believes that agent+ 2
desires not to sanction.

3. T — 5 € D;: agent: has the desire not to be sanc-
tioned.

4. T — =Vi(n) € D,;+o: agenti believes that agent
i + 2 desires that there is no violation.

5. Oit1,i+2(Vi(n),s'lg A T): agent i believes that if
(agenti + 2 believes that) then agent + 1 is con-
ditionally obliged by agent + 2 to determine that this
counts as a violatio; (n) by agent.

6. Oit1.i+2(s,8'|¢ A Vi(n)): agenti believes that if
(agenti + 2 believes that) agent + 1 decides that
T counts as a violatiorV;(n) then it is conditionally
obliged by agent + 2 to sanction agent.

Item 5 and 6 imply by the definition of obligation in Def-

sanctioned.

Example 2 O; 2 3(z, 5,5, s”|T) and thus there is a norm
n such thatOs 3(V1(n), s'|-z) and Oz 3(s, s"|Vi(n)). We
call the norms related to the latter obligation$ andn”.

8[1) = QaBl = 03213: @,m € Ala

Gi=0,D, = {T — oz, T — —|$}7

>1={T - 2} > {T — —s}

s3=0,0P, = A{UP', By =0, >F=9,
Vi(n) € VN Ag, s € As,
Gy=0,Dy ={T — =5, T — 5"},

59 =10,0P3 = Ay U P? B3 =), >5= ),
Va(n'),Va(n'') € As,s',s" € Az,n,n’,n"” € NS,
Gs3={T—z,~xz —=Vi(n),Vi(n)—s,~xA=Vi(n)—Va(n'),
Va(n')—s", Vi(n) A ~s—=Va(n"), Va(n")—s"},

D3 ={T — z,—z — Vi(n), Vi(n) — s,

-z A =Vi(n) = Va(n'), Va(n') — &,

Vi(n) A —s — Va(n”), Va(n") — s, T — =Vi(n),

T =8, T —alh0n),T— -8, T — 0",

T— _‘S”}a

>3 (A V(1) = Va(n'), Vi(n) A ~s — Va(n)} >
{T = -WVa(n), T — s, T = =Va(n”), T — s}
Optimal decision set:

(dy = 0,d> = {Vi(n), s}, ds = 0)

Expected state description:

st =s3=10,53 =52 ={Vi(n),s},s3=s3=10
Unfulfilled mental states:

UuP = {T — =sh,UF = 0,09 = U§ = 0,
UP ={T -2, T —-Vi(n), T — =s},U§ ={T — z}

Given that agent prefers not to comply with its obliga-

inition 8: Given that these two goals are normative goals for tion, agent2 has to choose to determine that is a viola-

agent; + 1, if it adopts them, thenis in the same situation
as before the introduction of the defender agent.

1. ¢gANT — Vi(n) € Diyo N Giya: If ¢ AT then agent
i+ 2 has the goal and the desire that agentl does
Vi(n): it recognizest as a violation by agerit

2. ¢ AVi(n) — s € D;y2 N Giypo: if Vi(n) then agent
1 + 2 desires and has as a goal that agentl sanc-
tions agent.

tion and thus to sanction it. Age?has no direct motivation
to do so apart from the fact that if it decides otherwise, then
it can be sanctioned by agehtin fact, agen8 has the goal
V2(n') in a context where-zx is true but agen? does not
decide forV;(n). To deal with this reasoning, agehhas
to recursively model agert's decision process: in doing
so agentl assumes that agedtrecursively models ageit
since it depends on aged decisions for what concerns
the obligation to determine violations by agérnd to pun-
ish it.



6 Summary and concluding remarks

In this paper we show how agents make decisions in-
volving norms, and in particular, when they fulfill or violate
norms, in a logical framework with three dimensions. The
first dimension is the set of agents involved, where we dis-
tinguished the agent whose behavior is norm governed, the
defender agent who monitors and sanctions violations, and
the normative agent who issues norms and monitors the de-
fender agent. The second dimension is the mental attitudes
attributed to each agent, where we distinguished beliefs, de-
sires and goals each represented by conditional rules. The [5]
third dimension are the elements of the norms and obliga-
tions, where we distinguished between behavior that counts
as a violation, and sanctions. the agents make decisions [6]
in this framework by recursively modelling the reaction of

their behavior by the normative system.

Moreover, we show how the role of monitoring and sanc-
tioning violations can be delegated by the normative system [7]
to autonomous agents called defender agents [10]. With this
extension, the agents model the defender agents, which re-
cursively model the autonomous normative systems. Our [8]
approach can be used to control distributed systems by del-
egating the task of monitoring and sanctioning violations to
defender agents, even when these agents are not assumed to
be fully cooperative. Since, as [12] claim, at higher levels
the control routines become less risky and require less ef-[10]
fort, there is no need of a infinite regression of authorities
controlling each other. As [11] discuss, centralized control [11]
is not feasible in virtual communities where each partici-
pant is both a resource consumer and a resource provider.

In fact, there is no authority which is in control of all the

resources. Rather the central authority can only isset-

policies[19] concerning the policies regulating the access to

the single resources: for example, the central authority can[13]
oblige local authorities to grant access to their resources to
authorized users, who are thestitiedto use the resources.
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