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Contracts for Web services

Technologies

e behavioral descriptions of Web services (wsdl, wscl,
ws-bpel, ...)

e repositories of Web services descriptions (uddi)
Goals

e search for Web services with a given behavior
e see if it’s safe to replace a service with another one

e if not, see whether we can adapt one service to safely
replace another one

We propose

e contracts = abstractions of Web services’ behavior
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Finding Web services by contract
Compliance = client’s satisfaction
pH0o

Running a query with compliance

Q(p)=1{o|p-o}

Running a query with duality p* and subcontract o < T

Q(p)=1{o|p- Lo}
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The quest for <

Desiderata
e reduction of nondeterminism aob=<a
e extension of functionalities aza+b
e some permutation of messages ac<Xc.a
Facts

e reduction alone is too strict
e extension and permutation are unsafe
e reduction;extension is not transitive

Solution

e use (simple) orchestrators
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Outline

@ Basic theory of contracts
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A ws-bpel service

<process>
<sequence>
<receive operation="Order" variable="Request"/>

<flow>
<invoke operation="InStock" inputVariable="Request" outputVariable="InStock"/>
<invoke operation="Charge" inputVariable="Request" outputVariable="Charge"/>
</flow>

<switch>
<case condition="getVariableData(InStock) == true && getVariableData(Charge) == true)">
<invoke operation="Ship" inputVariable="Request"/>
<reply operation="Order" value="0K"/>
</case>

<case condition="getVariableData(Charge) == true)">
<invoke operation="Refund" inputVariable="Request"/>
<reply operation="Order" value="NO"/>

</case>

<otherwise>
<reply operation="Order" value="NO"/>
</otherwise>
</switch>
</sequence>
</process>
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What’s in a contract

Actions
0 Order
I InStock
C Charge
S Ship
R Refund
Traces

{0ICSO, 0CISO,0ICRO, 0CIRO,0ICO,0CIO}

Branching points

e OI... and OC... is an external choice
e ...S0,...RO, and ...O is an internal choice
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Contracts

Syntax
o = contract X = action
0 (null) a (input)
| .0 (action prefix) | a (output)

| o+0 (external choice)
| oo0 (internal choice)
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Operational semantics

[0 ’
g — 0 o —0

[0
X0 —0 O&T—O0 a
o+T— 0 C+T —0' +7T

e R. De Nicola, M. Hennessy, CCS without tau’s, 1987
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Compliance, formally

Systems
pllo
System transitions
4 4 & 4 (23 4
p—0p O —0 p—0p O —0
plo—p'llc plo—plo’ pllo—p'llo’

Compliance

def , , . . ;e
pH0 <= pllo=p ||oc — impliesp —
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Compliance, examples

daedbe H4? a+b @)

dedbe —H4? aeob ®
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Subcontract, formally

Set-theoretic interpretation of contracts

]]5 def

[o {plp-o}

Subcontract

def
occT & [o]f < [1]°

1
|
In
D)
||
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Properties of strong subcontract
Internal choice = intersection
[o®T]* =[o]* n[T]*°

External choice # union
e there are clients in [a + b]® that are not in [a]® U [b]°:

deobeca+b]®* aGeeob.ed[a]®ulb]*
e sometimes + is & in disguise:
X0+ XT=x(0&T)
e interferences:

ge+belal®* ae+b¢la+b]
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Properties of strong subcontract

C js a precongruence

X0 C X.T
OCT = cooc' cTeo’

o+’ cTt+0’

In

+ nice axiomatization
+ can be used for safe replacement of parts of services
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Deduction system for =

(el) o+0 = O
(e2) o+T = TH+O
(e3) o+(0'+0") = (c+0')+0”
(e4) o+0 = o
@im) oc®0 = O
(i2) o®T = THO
(i3) oco(oc'eo”) = (ceo)eo”
d1) o+(0c'ed’) = (c+0)e(c+07")
(d2) oco(c'+0") = (ceo)+(ced”)
(d3) XO+&T = &.(OT)
(d4) XOBDXT = x(ooT)
(red) oeT < O
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Outline

© Orchestrators
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Limitations of =

= does not support extensions. ..

ata+b

...because of interferences

de+b-a de+bha+b
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Not all deadlocks are equal

Deadlock due to client/service nondeterminism

deobella — bela

agellaeb — d.ela

Deadlock due to Murphy’s law

de+bcella+bd — e]O

de+b.cella+bd — celd
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Idea: orchestrated interaction

client s orchestrator s service
a — (a,a) — a
a — (a, a) — a

S
R

>

(o, &)
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Synchronous orchestrators

f == orchestrator
0 (null)
| u.f (action prefix)
| fVvf (union)
U o= orchestration action

(a,a) (input/output)
| (a,a) (output/input)
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Orchestrator semantics

Orchestrator transitions

TR

, folr
wftf ——
fvg—f
Trace semantics for orchestrators

1< - pn 1 3g f 2 22 g)
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Orchestrated compliance, formally

Orchestrated systems

pliro
Orchestrated system transitions

p—p og— o’

pllfo—p'llro  plfo—rplfo’

x (o, &) x ’
p—p f—f o—o0

pllfo—p'lgo’
Weak compliance

def
f:p-io = pllfo=p'llgo’ — implies p’ —
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Weak compliance, examples

Ql
©

(a,a) e+a —7?

(a,a) vV (b,b) : deebe 4?2 a+b ©

(a,a)v{b,b) : aedbe —? aob ®
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Weak subcontract, formally

Set-theoretic interpretation of contracts

[0 (p|3f:f:p i)

Weak subcontract

def
0T & [o]® < [T]"

Hmm. ..
e is < the subcontract relation we’re looking for?
e is <X a preorder?
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Step 1: existence of universal orchestrator

def
oT < VpHo:3df:f:piT

H

Af :VpHo:f:pHiT

Universal orchestrator
f:oXT

f is the universal orchestrator for o X T
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Step 2: relating < and =

Orchestrator application f(o)

f o f(o)
(a,a) Vv (b, b) a+b a+b
(a,a) Vv (b, b) aeb aseb

(a,a) a+b a
(a,a) aob ao0
0 a+b 0
0 aob 0

e f:p—ioifandonlyifp - f(o)
e f:oXTifandonlyifo c f(T)
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Transitivity of < (1/2)

f:o0<0 g. o T = h:o<T

Proposition (Orchestrator application is monotone)
o S T implies f(o) = f(T)

occf(o) o cg(1) = o= f(g(1))
< is transitive if f o g is an orchestrator
Example

(a,a) v (b,b).{c,C) : a®b.c <
(a,a) : a <X a+b.d
777 . aeobc X a+bd
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Transitivity of < (2/2)

Orchestrator composition

fnrg

e f A g permits the traces permitted by f and by g
e f A g forbids the traces forbidden by either f or by g

If A g] = [f] n [g]

f(g(o)) =(f ng) (o)
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Deduction system for < (fragment)

(red) o). 08T<0

(o) AI(T) =0

(width)
l(o):c0<0+T
(depth) 0:0<0
f:o<o g:o0 <0o”
(trans)

frag:o<0o”
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An example by Wil van der Aalst (1/3)

o order.(money + food.money)
p ¥ Oorder.food.money.e
pt = order.food.money
f = (order,order).{food, food).{money, money)
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An example by Wil van der Aalst (2/3)

o = order.(money + food.money)
P def order.(food.money.e + money.food.e)
p* = order.(food.money ® money.food)
f = (order,order).{food, food).{money, money)
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Interpretations of orchestrators

As mediators
pllro

As assumptions on the environment

(a,a) :a<a+b

e it is safe to replace a with a + b if nobody ever tries to
perform b
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Outline

@ Buffered orchestrators
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Buffered orchestrators

client = orchestrator = service
a — (a, &) o
p (&, a) - a
P (&, a) - a
a - (a,e) o
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Syntax of buffered orchestrators

f == orchestrator
0 (null)
| u.f (action prefix)
| fVvf (union)
U o= orchestration action
(ox, @) (action/co-action)
| (&, ¢€) (action/-)
| (&, x) (-/action)
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Valid k-orchestrators

Not every orchestrator makes sense

orchestrator valid rank
(a, &) ®

(&, a) ®
(a,&).{(a,c¢e) ®
(g,a).(a,c¢e) ©) > 1

(a,€).(a, ) ® > 2

Valid k-orchestrators are directional, finite-state, fair
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Weak k-compliance, formally
Orchestrated systems

pllfo

Orchestrated system transitions

pLp XD fEDp 5 Ly
pllfo—plfo pllfro—plgao’

Weak k-compliance

f:p-i def ’ ’ . I , e
p ko = plfo=p' o’ — implies p’ —
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Weak k-subcontract, formally

Set-theoretic interpretation of contracts

oy € (o 13f:f:p 4k 0}

Weak subcontract

def
o<1 < [o]° <[]
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Some properties of iy and <X

e existence of universal k-orchestrator (harder!)
e < is transitive (harder!)
e no complete deduction system for <y is known

(swap-inputs) (swap-outputs) (postpone-input)
a.b.oc =b.a.oc a.b.o =b.a.oc a.b.o < b.a.c
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An example by Wil van der Aalst (3/3)

o = order.(money + food.money)
o3 X' order.money.food.e
ps = order.money.food
fs = (order,order).(money, €).{food, food).{c, money)
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Outline

@® Conclusions
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Wrap-up

Subcontract relation
e searching for and reasoning about services by their
contracts

e < combines reduction, extension, and permutation into a
single preorder

e <X gives safe substitution of services modulo orchestration

(Simple) orchestrators

e have nice properties (universality, compositionality)
e can be automatically synthesized
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Other things you may want to know. ..

how to compute o+
how to deal with recursive (regular) behaviors
how to decide —, <, and the like

the symmetric theory
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