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Abstract. In this paperwe proposetheuseof processalgebrasas
powerful frameworks for model-baseddiagnosis.In fact, they pro-
vide machineryandtools for building component-orientedmodels,
for characterizingandcomputingdiagnoses,andfor analyzingprop-
ertiessuchasthediagnosabilityof thesystemunderinvestigation.

1 Intr oduction

The definition of frameworks for characterizingdiagnosisattracted
a lot of attentionin themodel-basedreasoningcommunity(seee.g.,
chapt.2 of [7] or [2, 5]). Theseframeworks have beenusedto pro-
vide a semanticsfor diagnosticproblemsolving and to analyzeits
properties(e.g.,its computationalcomplexity). Moreover, they have
beenusedto analyzepropertiesof thesystemto bediagnosed,e.g.,
studyingthe suitability of different typesof models[21] or sensor
placementfor diagnosability[20] or, moregenerally, diagnosability
[18].

Although logic is the formalism most frequently used in AI
frameworks for diagnosis[15, 14, 4], the comparisonwith other
formalisms such as FDI techniques[12] or discrete event sys-
tems[17, 16], is attractingincreasingattention.Indeed,thereis a
tradition in theuseof discreteevent systemsfor modelingphysical
systemsandfor analyzingtheir functionalproperties[11, 13], their
performance[8, 1], reliability andfaulttolerance[10]. However, only
in a few casestheseapproacheshave beenusedin thecontext of di-
agnosis[18, 16].

In this paperwe proposethe useof processalgebrasfor model-
ing physicalsystems,characterizingtheir diagnosesandanalyzing
their diagnosticproperties.Processalgebras(and,specificallyPEPA
– PerformanceEvaluationProcessAlgebra[8]) areexpressive lan-
guageswhich enablethe high-level definition of complex systems,
supportinga componentcenteredmodelingparadigm.Equivalence
notions,which canbeusedto comparemodels,have beenformally
definedandsomeextensionsof the formalismincludesophisticated
modelsof time (time, however, is out of the scopeof this prelim-
inary work). Moreover, tools are available for model specification
andanalysis(bothqualitative andquantitative).

In the paper, after a brief sketchof PEPA (Sec.3),we show how
this algebrasupportsthe modeling of complex physical systems
(Sec.4)and the characterizationof diagnosis(Sec.5).In Sec.6 we
show how theformalismcanbeappliedto investigatingdiagnosabil-
ity of a physicalsystem,giventheavailablesensorsandtheassump-
tions madein the model.Finally, Sec.7 provides conclusionsand
comparisons.
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Figure1. Abstractrepresentationof therunningexample

2 A running example

In thissectionwe introducea simpledevice (seeFig.1) thatwe shall
useas a running examplethroughoutthe paper. It is formed by a
pump 6 which deliverswaterto a tank 718 via a pipe 6:9 ; another
tank ;:< is usedasacollectorfor waterthatmayleakfrom thepipe.
For thesake of simplicity weassumethatthepumpis alwaysonand
suppliedof water.

Thepump 6 hasthreemodesof behavior: ok (thepumpproduces
a normal outputflow), leaking (it producesa low outputflow) and
blocked (no outputflow). Thepipe 6:9 canbeok (delivering to the
tank the water it receives from the pump)or leaking (in this case
we assumethat it deliversto thetanka low outputwhenreceiving a
normal or low input, andno outputwhenreceiving no input). The
tanks 718 and ;:< arealwaysin modeok, i.e., they simply receive
water.

Weassumethatthreesensorsareavailable(seetheeyesin Fig.1):=?>�@5ACB
measuresthe flow from the pump, which can be normal

( D3E#FHG ), low (
>�@5A G ), or zero ( I5E @ G ); >�J/K�J#>�L?M measuresthe level

of thewaterin 7�8 , which canbenormal ( D3E#FONQP ), low (
>Q@#A NQP ), or

zero ( IRE @ N�P ); >�J/K�J#>QSUT recordsthepresenceof waterin ;:< , either
present (V?E J&W�X ) or absent ( Y�Z/[ W\X ).

A PEPA modelof this device is presentedin Sec.3.For the sake
of simplicity we startby abstractingdynamics;we thenshow how
dynamicbehavior canbe naturallymodeled.In particular, we first
considerastatelessabstractionin whichthelevel of waterin thetank
dependsonly on the input to the tank; we thendiscussa moreac-
curatemodel in which the level is a “statevariable” whosechange
dependson the input. On the other hand,we regard time as a se-
quenceof states(events),without any metric (seethe discussionin
[2]).

3 PEPA

In thissectionwebriefly introducethesyntaxof PerformanceEvalu-
ationProcessAlgebra(PEPA) [8], analgebraicdescriptiontechnique
basedonclassicalprocessalgebras[9, 11] andenhancedwith timing
information.This extensionresultsin modelswhich canbe usedto
calculateperformancemeasuresaswell asdeducefunctionalproper-
tiesof a system.
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PEPA
^

supportsa compositionalapproachto modeling:the com-
ponenttypesoccurringin asystemaremodeledin isolation;thenthe
structureof thesystemis describedasa compositionof component
instances.

The componentsexecuteactivities Y`_ba-ced4ERf . Eachactivity is
representedby two piecesof information: the label or action type,
chgji , which identifiesit, andthe activity rate E which is the pa-
rameterof thenegative exponentialdistribution functionexpressing
its duration.Thesetof possibleactiontypesincludesadistinguished
type, k , whichdenotesinternaldetailsandprovidesanimportantab-
stractionmechanism.The restrictionto negative exponentialdistri-
butionsallows thederivationof Markov processesandthecomputa-
tion of performancemeasuresstartingfrom PEPA models.However,
sincetiming informationis notconsideredin thispaper, wewill omit
actionrates—andtheir implications—inthefollowing discussion.

PEPA usesa small set of operatorsfor the specificationof lan-
guageexpressions2. The grammarof the languageis shown below,
thenamesandthemeaningsof theoperatorsareinformally presented
referringto theexampleof Sec.2.

l mnm _ 8poqa-ced4ERf�r l o ltsul (componentsbehavior)
6 mnm _ l oR6hvxwy 6zo{6}|5~ (systemstructure)

Theoperatorsin thedefinitionof
l

canbeusedto definecomponent
typesbehaviors; thosein thedefinitionof 6 allow thedescriptionof
thestructureof a system.

Constant.Theequation
l def_�8 givestheconstant

l
thebehavior of

component8 . In this way we assignnamesto componentsandwe
candefinerecursive behaviors.
Prefix. This is the basicmechanismfor specifyingbehaviors: cer l
carriesout activity c andsubsequentlybehavesas

l
. Sequencesof

actionscanbe combinedto build complex terms.For example,the

behavior of a pumpin modeok couldbe 6 @R� � def_�D3E#FO�5r D3E#FHG�r 6 :
after receiving a normal input flow ( D3E5F � ), the pumpproducesa
normal output flow ( D�E#FHG ) and then behaves as 6 . For the leak

modalitywe canwrite 6 >�� � def_�D3E#F � r >Q@#A G r 6 , thepumpproducing
a low output(

>Q@5A G ).
Choice. The choice operatorcapturesthe possibility of selection

amongalternatives.For example, 6 def_�6 @5� � s 6 >�� � representsa
pumpwhich maybehave eitheras 6 @5� � or as 6 >Q� � . If all theinitial
activities (preconditions)of 6 @R� � and 6 >�� � areenabled,thechoice
is nondeterministic.
Cooperation. Thepump 6 passeswaterto thepipe 6:9 andthis can
be modeledin PEPA by meansof the cooperationoperator, i.e. we
canwrite 6hv�wy 6:9?d4��_��/D�E#FHG�d >Q@#A G2� . The two components6
and 6:9 proceedasynchronouslywith any actionnotcontainedin the
cooperation set �`_��/D�E#F G d >�@5A G � . However, for any actionin � ,
they mustcooperate.Suchaction,calledsharedaction,is enabledin
6hv�wy 6:9 whenit is enabledin thetwo individualcomponents.If the
cooperationsetis empty, thetwo componentsproceedindependently
andwe usethecompactnotation 6��16:9 , insteadof 6 vxw � 6:9 . No-
tice that this typeof cooperationis not restrictedto pairsof compo-
nentsbut it caninvolve morethantwo entities.
Hiding. This operatorabstractssomeaspectsof the behavior of a
component:only action typesrelevant for the currentanalysisare
visible to an external observer, or to other components.In the ex-
pression6}|5~ , ~ representsthe setof actionsthat arehidden;for
exampleD�E#F � , in 6}|��/D�E#F � � .
�

All the details can be found in [8] or at the PEPA Web page
www.dcs.ed.ac.uk/pepa.

4 Modeling a physicalsystem

In componentorientedapproachesto model-baseddiagnosis,the
modelof a physicalsystemis usuallydividedin two parts:
1.A modelof thebehaviorof each componenttype. In particular, for

eachcomponent,we recognize: a-Y�f a set of behavioral modes,
including the correctok modeand a set of fault modes; a-Z!f a
setof interfacevariables,correspondingto input/outputto/from
the component;a-�!f (possibly)a setof statevariables; a-��f a set
of relationsbetweenthe variablesthat describe,for eachmode,
thebehavior of thecomponent.Sucha behavior is describedin a
context independentway, i.e., independentlyof the role that the
instancesof thecomponenttypemayplaywithin thesystem.

2.A modelof thestructureof thesystem, i.e.,theenumerationof the
componentinstancesandtheir connections.

Thesetypesof modelscanbeeasilyexpressedusingPEPA. Thebe-
havior of eachcomponenttype in the exampleof Fig.1 canbe de-
scribedasanondeterministicchoicebetweenthevariousmodes.For
eachmode,we definea setof equations(Fig.2) that specifythe re-
lationsbetweenthe componentvariables.In particular, the actions
of PEPA areusedto expressconditionson input, output(andstate)
variables.

In the following we discussin detail one component,the pipe
6:9 , thebehavior of theothercomponentsbeingsimilar. First of all,
6:9 may eitherbe in the ok mode( 6:9 @5� � ) or in the leaking mode
( 6:9 >Q� � ). This is expressedby thefirst equation6:9 : thealternatives
within thechoicecorrespondto themodesof behavior of thecompo-
nent.Theadditionalidentifier ��D�� allows thecomponentto evolve
into a final (absorbing)statewhosemeaningwill beclearin Sec.5.

Whenthe ok modeis selected,the subsequentbehavior depends
on the input to the pipe. In the equation6:9 @5� � we have a choice:
for eachalternative we have an actionthat specifiesa precondition
on theinput and,accordingto its value,thepipebehavesas 6:9 @R� � ,
6:9 @5�2� or 6:9 @5�2� . In eachcasethe pipe producestwo values:one
is its output,the other is usedto simulateleakage.For example,in
6:9 @5� � we have a normal( D�E#F � ) outputandno leakage( Y�Z![ � )3.

Theequationsdescribinga componentarerecursive: in this way
we can describeits behavior acrosstime. As we noticedin Sec.2,
we considertime asa sequenceof states(events); thusa pipe, for
example,may receive a streamof inputsacrosstime. In fact, after
producingtwo outputsit startsagainbehaving as 6:9 , i.e., it canpro-
cessanotherinput. For eachinput it canbehave eithercorrectlyor
faulty andthereforealsotime-varyingandintermittentbehavior can
beeasilymodeled.

The exampleof Fig. 1 is composedof a pump,a pipe, a tank,a
collector, whichareinstancesof thecorrespondingcomponenttypes.
We useindexesto denoteinstances;6�� ��� m 6 meansthat 6�� ��� is an
instanceof thecomponenttype 6 (for thesakeof simplicity weshall
omit indexeson thenamesof theactions).Equation

l�� � describes
thestructureof this systemin termsof its components;thecooper-
ation operatoris usedto specify their connectionsand the sets ���
defineactiontypeson which thecomponentssynchronize.Thehid-
ing operatoris usedto hidenonrelevantbehavior: actionsbelonging
to theset ~ , representingtheinput to thepipeandtheinternalflows
to 718 and ;:< , arenow invisible.

Thesemanticsof each(untimed)PEPA termis givenvia aLabeled
TransitionSystemLTS _�a���d4i d¢¡£?¤ f where � is thesetof states,
correspondingto syntactictermsof thelanguage,i is thesetof ac-
tions,andthetransitionrelation ¡£?¤ specifieswhich actioncauses
�

Thesubscriptsareusedto distinguishthetwo outputsof thepipe.
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Componentsbehavior

a(¥&f¦6 def_ 6 @R� � s 6 >�� � s 6:Z > � s ��D3�
6 @5� � def_ D�E#F � r D3E#F G r 6
6 >�� � def_ D�E#F � r >�@5A G r 6
6:Z > � def_ D�E#F � r I5E @ G r 6

a�§Rf¦6:9 def_ 6:9 @R� � s 6:9 >�� � s ��D3�
6:9 @5� � def_ D�E#F G r 6:9 @5� � s¨>Q@#A G r 6:9 @5� � s I5E @ G r 6:9 @5� �
6:9 @5� � def_ D�E#F � r Y�Z![ � r 6:9
6:9 @5� � def_ >Q@5A � r Y�Z/[ � r 6:9
6:9 @5� � def_ IRE @ � r Y�Z/[ � r 6:9
6:9 >�� � def_ D�E#FHG�r 6:9 >�� � s¨>Q@5A G�r 6:9 >�� � s IRE @ G�r 6:9 >��2�
6:9 >�� � def_ >Q@5A � r V?E J � r 6:9
6:9 >��2� def_ IRE @ � r Y�Z/[ � r 6:9

ax©�fª718 def_ 7�8 @R� � s ��D3�
718 @5� � def_ D�E#F � r D3E#F NQP r 7�8 su>Q@#A � r >Q@#A NQP r 718s IRE @ � r IRE @ NQP r 718

a-«2f¬;:< def_ ;:< @R� � s ��D3�
;:< @5� � def_ V?E J � r VE J/W\X r ;:< s Y�Z![ � r Y�Z![ W�X r ;:<

a�®Rf¦��D3� def_ J D3�?r ��D3�
Structur eof the device
componentinstances

6�� ��� m 6�¯°6:9?� ��� m 6:9?d�718±� ��� m 7�8±¯�;:<�� ��� m ;:<
connections

l�� � def_ ax6 � ��� v�wy�²�³R´*µ�¶R·�¸ ax6:9 � ��� vxwy�¹�³�´4µ�¶5·�¸
a�718º� ��� vxw´*µ�¶R·�¸ ;:<�� ��� f4f4f»|�~

� � _¼�&D3E#FHG�d >Q@#A G�d*IRE @ G2�2d�� � _¼�&D3E5F � d >Q@#A � d*IRE @ � d(Y�Z![ � d-V?E J � �
~½_¼�&D3E#F � d4D3E#F � d >Q@#A � d*IRE @ � d*Y�Z/[ � d-V?E J � �

Figure2. PEPA modelfor theexamplein Fig.1

onestateto evolve into another.
TheLTS describesall possibleevolutionsof thecomponents,ei-

ther individually or in cooperationand can be automaticallycom-
putedusingthe PEPA Workbench[6], a prototypetool which sup-
portsmodelingandanalysiswith PEPA. Qualitative properties,such
asabsenceof deadlocksor the reachabilityof a given state,canbe
studiedby investigatingit. Model-checkingtechniques[3] canalso
beusedto verify systempropertiesexpressedusinglogical formulas.
In the following we will useLTS¾�¿ to denotethe transitionsystem
underlyinga physicalsystem

l��
.

Weendthis sectionby briefly discussinganexampleof equations
for describingdynamicbehavior. In a moreaccuratemodelof a tank
we shouldconsiderthe level of the water inside the tank asa state
variable,whosechangedependsonthebalancebetweeninputstoand
outputsfrom thetank(thelatterarenotpresentin thesimpleexample
we areconsidering).Statevariablescanbemodeledasactions,just
asinput andoutputvariables.A modelof thetankcouldcontainthe

following equations:

(i) TA � def_ TAok� s TAlk � s End

(ii) TAok� def_ zroÀ\r TAok� s lowÀ r TAok
�°s r!r/r

(iii) TAok� def_ zro � r zroÀ\r TA � s r�r!r
r!r�r

(iv) TA� def_ zroÀ\r zroÀ�r TA� s lowÀ r lowÀ r TA� s highÀ r highÀ r TA�
(v) TA

def_ TA � vxwy 718 � where �Á_�� zroÀ�d lowÀ d highÀ �
Actions in the set � denotethe level of the water (i.e., the values
of the statevariableassociatedwith the tank).Whenthe tank is ok
( 718 @R� � ) and the level is zero ( I5E @ À usedaspreconditionin equa-
tion a-ÂxÂ�f ) thenthetankbehavesasspecifiedby equationa-ÂxÂxÂ�f : when
it receivesno input ( IRE @ � ) it remainsempty(i.e., the statevariable
maintainsthesamevalue IRE @ À ). In orderto modelthe dynamicbe-
havior of the tank, equation a-Â K f introducesa dummy component
718 � which is usedin a K f to synchronizetheoutputfrom thetankto
theinput to thetankitself (in thissenseastatevariableis regardedas
bothaninput andanoutputfrom thecomponentto itself).

5 A characterization of diagnosis

Diagnosisis performedstartingfrom a setof observations,possibly
gatheredin differentstates(snapshots).It consistsin finding a mode
assignmentto eachcomponent(in eachsnapshot)suchthat theob-
servationsareexplained.

In termsof PEPA, theobservationscanbeexpressedasnew equa-
tions.In principle,any equationcanbeused;thesimpler(andcom-
mon)caseis whenwemerelyhaveasequenceof thevaluesobserved
by thesensors.For instance:

1. <:Z/[ � def_�D3E#F G r Y�Z![ W\X r D3E5FtNQP�r J D3�?r �±D3� correspondsto observ-
ing onevaluefor eachsensorin Fig.1.Action

J D3� is introduced
to specifythat no moreobservationsareavailable.All the com-
ponentsin Fig.2have anassociated��D3� behavior that is usedto
terminatetheevolution: thesystemevolvesinto afinal statewhen
all its componentsexecutethesharedaction

J D3� .
2. <:Z/[ � def_�D3E#F G r < � s`>Q@#A G r < � ¯*< � def_�Y�Z![ W�X r D3E5FtNQP�r J D3�?r ��D3�

correspondsto a casewherethereadingof theflow sensorfrom
the pipe is impreciseandwe cannotdistinguishif it is normal
( D�E#F G ) or low (

>�@5A G ).
3. <:Z/[ � def_�D3E#F G r Y�Z/[ W\X r D3E5FtNQP�r D3E#F G r V?E J W�X r >Q@#A NQPr J D��?r ��D3� cor-

respondsto observingtwo snapshots,i.e.,observationsin two dif-
ferentstatesfor thethreesensors.

Givena systemdescription
l��

andan observations <:Z/[ , thediag-
nosiscanbecharacterizedstartingfrom theequation

� Â�Y2Ã def_ ax<:Z/[ vxwÄ ³�´4µ�¶5·�¸ l�� f°|:~
in which

l��
and <:Z/[ aresynchronizedover the set

l
containing

all the actionsthe sensorscan witness,and ~ is the set of non-
observableactions(for readabilitywe will omit theset ~ in thefol-
lowing equations).

If we compareLTS¾�¿ with theLTS underlying
� ÂxY2Ã (LTS¿ �ÅP!Æ )

we have that: a(¥&f its size is reduced;a�§Rf only somepathsleadthe
systemto thefinal state; ax©Rf somedeadlocks—statesfrom which no
transitionsarepossible—areintroduced.

Only the pathsleading the systemto the stateenablingactionJ D3� correspondto evolutionswhichexplain theobservationsandare
thoseof interestfor our diagnosispurpose.Otherevolutions,which
werepossiblein SDbeforesynchronizationarenotallowedanymore
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sincethey correspondto behaviors which do not completelyexplain
theobservations.

For instance,giventheequation
l�� � of Fig.2andtheobservations

<:Z/[ � above,we canwrite

� ÂxY�Ã � def_Ç<:Z![ � vxwÄ ³�´4µ�¶5·�¸ l�� �l _¼�&D3E5F G d >Q@#A G d*I5E @ G d4Y�Z/[ W\X d�V?E J W�X d4D3E5FtNQP�d >Q@#A NQP�d*I5E @ NQP��
Accordingto theobservation <:Z/[ � , thefirst sensorwitnessesa nor-
mal flow D3E#F G from thepump.Thisobservationcutsfrom LTS¾�¿ ²
all the pathswhich start with actions

>Q@#A G or IRE @ G sincethey are
not offeredby <:Z![ � . Also thepathsin LTS¾�¿ ² startingwith action
D3E5FÈG but expectingVE J/W\X areprunedbecause<:Z/[ � expectsY�Z![ W�X .
By continuingthis reasoning,the only evolutions compatiblewith
theobservationsarethosethateventuallyenableaction

J D�� . These
arethepathsof interestfor thediagnosis.Notice that,asa resultof
thesynchronizationbetween

l»� � andtheobservations,thesearethe
only pathsthatdonot leadto deadlocksin LTS¿ �ÅP!Æ .

More formally, for eachcomponent; � we denoteby É � the set
of its behavioral modes,identified by the constantsappearingon
the right handside of the equationdefining ;Ê� . We then consider

the equation
� ÂxY2Ã def_{<:Z![ vxwÄ ³�´4µ�¶5·�¸ l�� and the transitionsystem

LTS¿ �ÅP!Æ . Eachstatein LTS¿ �nP�Æ is in theform Ë<��OË; � �qr/r!r��ÌË;ÊÍ
where Ë< is the stateof the observation and Ë;Ê� is the stateof com-
ponent ; � . We call final statethe state �±D3�j�Îr!r�rC�H��D3� ( D s ¥
times).

Definition 1 We say that a path ÏÐ_z[ � [ � r!r!r�[/Í in the LTS of
<:Z/[ vxwÄ ³�´4µ�¶5·�¸ l�� is consistentwith observations<:Z![ if it leadsfrom

theinitial stateto thefinal state.

From eachconsistentpath Ï it is possibleto extract a diagnosis.
Let us start from the casewherethe observationscorrespondto a
single snapshot(i.e., at most one readingfor eachsensor).In this
caseadiagnosisis simply thesetof behavioral modescorresponding
to statesË; � in Ï .

Definition 2 Givena consistentpath Ïu_�[ � [ � r!r!r�[ Í , a candidate
diagnosisÑÒa-ÏÓf is thesetof behavioral modesZ � gÔÉ � such that Z �
correspondsto somestate Ë; � in [*Õ . Givena diagnosisÑÒa-Ï�f , Ñ×ÖÊa-ÏÓf
is thesetof fault modesin ÑÒa-Ï�f .

A candidatediagnosisis thus an assignmentof a modeto each
oneof the componentsandwe can show that the setof candidate
diagnosesaccordingto Definition 2 coincideswith the diagnoses
thatwould becomputedby abductive diagnosis[4]. In analogywith
the abductive approach,we canalsodefinea notion of minimal di-
agnosis, i.e., a diagnosisthat containsa non-redundantsetof fault
modes[4].

Let us considernow the caseof multiple snapshots.In this case
a path Ï can be partitioned into a sequenceÏ � d!r�r!r!d4Ï3Ø of sub-
paths,eachone correspondingto a single snapshot.We thus have
that a diagnosisÑÒa-ÏÓf is a sequenceof single-snapshotdiagnoses
Ñ � a-Ï�f�d�r!r!r*Ñ×Ø�a-Ï�f , whereeachÑ � a-ÏÓf is obtainedfrom Ï � according
to Definition2.

6 Specifyingand testing diagnosability

In thissectionweshow thatPEPA is asuitableframework for testing
thediagnosabilityof a system.Intuitively, studyingthediagnosabil-
ity of a systemcorrespondsto studyingif it canbediagnosedgiven

theavailablesensors,the modelingabstractions,a numberof snap-
shotsof sensorreadings.This is aninterestingpropertyandtheabil-
ity to verify it would bevery importantin differenttasks.For exam-
ple,duringthedesignof asystemit canbeusedto decidethenumber,
positionandtypeof sensors;duringdiagnosticsoftwaredevelopment
it canbeusedto evaluatealternative modelingassumptions.

Sinceageneraldiscussionondiagnosabilitywouldbetoolong,we
considerheresomesimplecasesgiving theflavor of theadequacy of
PEPA for suchananalysis.In particular, weassumethatweareonly
interestedin finding an optimal sensorplacementfor diagnosabil-
ity [20].

Definition 3 Wesaythata systemis diagnosablewith a givenset ÙUÚ
of sensors if andonly if (i) for any relevant combinationof sensors
readingsthere is only oneminimal candidatediagnosisand (ii) all
faults of the systemcorrespondto a candidatediagnosisfor some
sensorreading.

By relevantwe meanthatwe consideronly thecombinationsthat
canoccurin reality4. In termsof PEPA thispropertycanbetestedby
studyingtheequations� ÂxY2ÃR� def_Ç<:Z/[/� v�wÄ ³�´4µ�¶5·�¸ l��
for differentsetsof sensorsÙUÚ andthecorrespondingsets

l
of ob-

servable actions,and for all relevant combinationsof observations
<:Z![ � for theselectedsensors.This studyhasto berepeatedfor dif-
ferentsetof sensorsuntil we find the setthat makesthe systemdi-
agnosable.Noticethatin theequations

� ÂxY2ÃR� , thePEPA model
l��

of thesystemunderinvestigationis left unchanged.Varying theset
of sensorscorrespondsto varyingtheobservationandthesets

l
and

~ .
A systemis diagnosableif for all <:Z/[/� and the corresponding

LTS¿ �nP!Æ*Û , we have that for eachLTS¿ �ÅP!Æ*Û the pathshave the fol-
lowing property:

Definition 4 Given a set
l _Ü�/Ï � d!r!r�r!d*Ï Í � of paths, we say

that the paths in
l

are d-equivalent iff ÝRÞ such that
� Ö a-Ï Õ fÌ_ß �Qà �4á á Í � Öâa-Ï � f .

thatis, d-equivalentpathscorrespondto thesameminimal candidate
diagnosis;thecomputationof d-equivalencecanbemadeautomatic
usingthePEPA Workbench.

Property 1 A system
l»�

is diagnosablewith respectto a set ÙUÚ of
sensors with correspondingobservablesactions

l
if (i) for all rele-

vantobservations<:Z/[ � wehavethat all consistentpathsin theLTS
of <:Z![&� vxwÄ ³�´4µ�¶R·�¸ l»� are d-equivalentand (ii) all faults correspond

to at leastonepathfor someObs� .
Letusconsideragaintheexampleof Fig.1.Wehavethreepotential

sensors
=?>Q@#ACB d >�J/K�J&>QL?M d >QJ&K�J&> SUT andwe are interestedin finding

which minimal subset(s)of themis sufficient for having a diagnos-
ablesystem.We first startby studyingthecaseswherewe useonly
onesensorata time.For example,if weconsidersensor

>�J/K�J&>QL?M
, we

canhave only threerelevantobservations

<:Z/[ � def_{D3E#F NQP r J D3�?r ��D3� <:Z/[ � def_ >Q@#A NQP r J D3�?r �±D3�
<:Z/[ � def_ãI5E @ NQP r J D3�?r �±D3�

Thuswe have to studythreeequationsof theform:� ÂxY2Ã�� def_{<:Z/[/� vxwÄ ³�´4µ�¶5·�¸ l�� � l _¼�&D3E#FONQP�d >Q@#A NQP�d4IRE @ NQP2�
�

In somecasesthevaluesof sensorsreadingsmayberelatedor constrained,
hencenot all thecombinationsaresignificant.
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It turns out that for <:Z![ � the system is not diagnosablesince
LTS¿ �ÅP!Æ ¹ containstwo nond-equivalentpathscorrespondingto the
two minimal diagnosis

� � _��#6 � ��� leaking � and
� � _Ð�&6:9 � ���

leaking � .
On theotherhand,it canbeshown thatwhenusingthe two sen-

sors
>�J/K�J&>QLM

and
>�J/K�J&> S�T

thesystemis diagnosable.In fact,for any
combinationof valuesof thesetwo sensorsall pathsin the corre-
spondingLTS¿ �ÅP!Æ Û ared-equivalent.Item (ii) of property1, i.e. the
fact that eachfault correspondsto at leastonepath,can be easily
verifiedaswell.

Moregenerally, since<:Z![ canbeany algebraicexpression,wecan
test other dimensionsconcerningdiagnosability. For example,one
couldcheckif takinginto accounttherelative orderingof snapshots
is relevant for diagnosis(i.e., if a state-basedapproachis sufficient
[22]). Thiscanbedoneby checkingif thetwo following expressions
leadto thesamesetof diagnosesfor all relevantsnapshots<:Z/[/� and
<:Z/[*Õ � Â�Y2ÃR� Õ def_{<:Z/[/�4r <:Z/[ Õ vxwÄ ³R´*µ�¶R·�¸ l»�� Â�Y2Ã Õ � def_{<:Z/[ Õ r <:Z![/� vxwÄ ³R´*µ�¶R·�¸ l»�

7 Conclusions

We have shown that processalgebras(andPEPA in particular)are
suitabletechniquesfor model-baseddiagnosisand for studyingdi-
agnosticpropertiesof physicalsystems.What we presentedcanbe
regardedasa preliminarywork sincewe have not exploited all the
potentialitiesof the formalismyet. In particular, we will investigate
theexploitationof deterministicandstochastictimealgebraicexten-
sionsto dealwith time in physicalsystemsandin thediagnosticpro-
cess.Moreover, we will investigatehow more complex properties
concerningdiagnosisanddiagnosabilitycanbedefinedandverified
within our framework, taking advantageof the possibility of using
any equationfor representingtheobservations.

To thebestof our knowledge,similar approacheshave beencon-
sideredin [18, 19, 16]. In [18] the behavior of systemcomponents
is modeledwith automataand the systemdescriptionis obtained
throughautomatacomposition.This kind of descriptionis indeed
similar to theLTSdescribedin aprevioussection;amajordifference
is thattheauthorsof [18] describecomponentsasdiscreteeventsys-
tems,whereaswe usestructureandfunctionmodels.In [18] diagno-
sisanddiagnosabilityaredefinedstartingfrom thenotionof a diag-
noser; this is anautomatonthat takesanobservation asinput while
its final staterepresentsthe diagnosis.The diagnoserintroducesa
further stepin the diagnosticprocess,sinceit hasto be compiled;
moreover it dependson the setof observables,andthereforehasto
berebuilt whenthissetchanges.Thecomplexity of thediagnoserde-
pendson theassumptionson theobservableevents.[16] exploits the
diagnoserapproachtoo, thoughstartingfrom a systemdescription
basedon temporalcommunicatingautomata.

In ourcasethesystemdescriptiontakestheroleof thediagnoseras
well; onceit is synchronizedwith anobservationit is ableto perform
diagnosis.Noticealsothat this is donewithout makingassumptions
on which parameterscan be observed, or for exampleon whether
the orderof observationsis known or not. The choiceaboutthat is
left to the observer, who is representedby an algebraicexpression
andis simply composedwith the systemitself. Thesameholdsfor
definitionandverificationof systemdiagnosability.

Whatcomesout is thatPEPA allowsanintensionalandtruly com-
positionaldescriptionof thesystemto bediagnosed;separatingthe
systemitself from the observer leadsto flexible notionsof diagno-

sisanddiagnosability;lastbut not least,it comeswith asuiteof tools
for testingsystempropertieswhichcanbeextendedfor ourdiagnosis
purposes.
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