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Abstract In this paper we present a framework to support business process com-

pliance verification. A process model, provided in a Business Process Modeling

tool, is annotated with information relevant for compliance verification. In particu-

lar, if a condition is mentioned in a regulation, an activity that makes that condition

true, or that requires it as a precondition, should be annotated accordingly. In our

approach, annotations are defined by specifying the effects of atomic tasks, includ-

ing the obligations they generate, using Artificial Intelligence techniques for

reasoning about actions and the notion of commitment developed in the context

of a social approach to agent communication. Verifying the compliance of a

business process to a regulation includes checking that, in all executions of the

business process, all the obligations triggered by the norms are fulfilled. Such a

verification is performed using model checking techniques for Temporal Logics.

Two approaches are explored, one based on Colored Petri Nets, and one based on

Answer Set Programming.

1 Introduction

Verifying the compliance of business processes with respect to normative

regulations has become an important issue to be addressed. Many organizations

(banks, hospitals, public administrations, etc.), whose activities are subject to

regulations are required to justify their behaviors with respect to the norms and to
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show that the business procedures they adopt conform to such norms. In the

financial domain, in particular, the Sarbanes-Oxley Act (commonly named SOX),

enacted in 2002 in the USA, describes mandates and requirements for financial

reporting, and was proposed in order to restore investors’ confidence in capital

markets after major accounting scandals. MiFID (Markets in Financial Instruments

Directive) is a EU law, effective from 2007, with similar goals, including

transparency.

In this paper we present a framework to support business process compliance

verification based on the following ideas.

1. The business process is modeled in a Business Process Modeling tool; such a

modeling should be useful independently of compliance verification purposes.

2. The process model is annotated with information relevant for compliance verifica-

tion. In particular, if a condition is mentioned in the norms ruling the business

process, an activity that makes that condition true, or that requires it as a precondi-

tion, should be annotated accordingly. Here we exploit Artificial Intelligence

techniques for reasoning about actions for defining such a semantic annotation.

3. Compliance verification is performed using formal methods from Computer

Science, based on Temporal Logics and on Model Checking.

In the following sections we provide some more details on the basic ideas.

2 Process Modeling

Business Process Modeling (BPM) is becoming widely used for several purposes.

Specifically, BPM may be both a powerful tool to represent business processes and

to support a manager during his decisional activities, as well as a powerful pro-

gramming environment. Whereas in the former case we need only a BPM notation,

in the latter one, an executable code is generated, based on the graphical specifica-

tion provided by the chosen notation, in order to be executed by a workflow engine.

Several BPM languages and tools have been developed, for example Business

Process Modeling Notation (BPMN), Business Process Execution Language

(BPEL), Unified Modeling Language (UML), XPDL, and so on.

In particular, YAWL (Yet Another Workflow Language) [24] is suitable to be

adopted in a general framework because it is an open source system, and it is a

result of a deep analysis of business process modeling practice [25]; it comes with a

formal foundation, allowing for well-founded formal analysis for achieving valida-

tion and verification goals.

As a running example we consider a fragment of the business process of an

investment firm, offering financial instruments to an investor. Its YAWL descrip-

tion is given in Fig. 1. We may be interested in verifying its compliance to current

regulation, which might include norms requiring, for instance, that:

(1) The firm shall provide to the investor adequate information on its services and

policies before any contract is signed;
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(2) If the investor signs an order, the firm is obliged to provide her a copy of the

contract.

Due to the presence of norms like these, the execution of a task in a business

process may require that some obligations have been fulfilled and may generate

new obligations to be fulfilled. For instance, according to norm (2), signing an order

generates for the firm the obligation to provide a copy of the contract to the investor.

In our approach, verifying the compliance of a business process to a regulation

requires to check that, in all executions of the business process, all the obligations

triggered by the norms are fulfilled. To this purpose, a specification of the effects

of atomic tasks on the state the business process execution is needed, as well as a

specification of the obligations triggered by the execution of atomic tasks themselves.

3 Process Annotation: Defining Effects and Preconditions

of Atomic Tasks in an Action Theory

The description of the atomic actions occurring in the business process provides the

background knowledge common to both the business process and the norms. The

effects and, possibly, the preconditions of the atomic tasks are defined by

introducing propositions representing the properties of the world that are affected

by the execution of the tasks and are subject to the norms. They are the properties

whose value is to be checked for compliance verification. Such properties are

sometimes used in the literature [9, 13, 26] as annotations that decorate the business

process.

In our approach, annotations are defined by specifying the effects of atomic

tasks, by using Artificial Intelligence techniques for Reasoning about Actions and

Change [8, 22]. We define annotations by rules that describe effects and

preconditions of the atomic tasks (boxes in the YAWL specification).

For instance, the atomic task inverstor_identification can be regarded as an action
with effect investor_identified; the atomic task profiling as an action with effect

Fig. 1 Example business process in YAWL
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investor_classified, the task inform_investor has effect informed and so on. We can

represent these effects with the following rules (in the A language [8] notation):

investor_identification(I) causes investor_identified(I)
profiling(I) causes investor_classified(I)
inform_investor(I) causes informed(I)

Rules defining executability conditions for atomic tasks can also be given.

For instance,

non executable sign_order(I) if ´ informed(I)

states that an order can only be signed if the customer has been informed. Observe

that in this case the precondition represents a “good property” that the modeler

would like to verify on the business process (and it actually holds in the example).

According to the normative specification, the execution of each task in the

business process can trigger some normative position (obligation, permission,

prohibition). In the example, the sign_order task generates the obligation to provide
the investor a copy of the contract. For the process to be compliant, this obligation

must be fulfilled during the course of execution of the business process.

In our approach, we use causal rules to represent norms in the action theory, and

we introduce a notion of commitment to model obligations, following a social

approach to agent communication [6, 14, 23]. Here, as in [11, 27], we use (base)
commitments of the form C(i, j, A), meaning that agent i is committed to agent j to
bring about A, and conditional commitments of the form CC(i, j, B, A), meaning that

agent i is committed to agent j to bring about A, if condition B is brought about.

For instance, the requirement that, if the investor signs an order, the firm is

obliged to provide her a copy of the contract, can be captured by the causal law:

order_signed(T, I) causes C (firm, I,sen_contract(T, I))

saying that when an order is signed by I, the firm is committed to I to send her the

contract. The commitment C(firm, I,sen_contract(T, I)), which is generated by the

execution of action sign_order, remains active until some action is executed, which

makes sent_contract(T, I) true. In the business process above, the commitment is

fulfilled by the execution of the action send_contract(T, I).
To model the weaker requirement that, when an order is signed by I, the firm is

committed to I to send her the contract only in case the order is confirmed, we can

use, instead, a conditional commitment, introducing the causal law:

order_signed(T; I) causes CC(firm, I, order_confirmed, sent_contract(T, I))

In this case, the commitment to send the contract will become active only in case

the order is confirmed.

In [5] we have provided an encoding of process annotations as well as an

encoding of the norms in a temporal answer set programming language with

commitments. It must be observed that norms may have exceptions: recent norms

may cancel older ones; more specific norms may override more general norms and,

in other cases, explicit priority information is needed for eliminating conflicts

566 D. D’Aprile et al.



among norms. The problem of representing the defeasible nature of norms is one of

the central issues when dealing with the representation of norms [13, 20]. In [15] the

defeasible nature of norms is captured by using default negation.

4 Compliance Verification

As shown above, causal rules triggering new commitments/obligations can be used

to model those norms which generate obligations to be fulfilled. Other norms may

define preconditions on the executability of some actions (as for instance norm (1))

or may impose ordering constraints on the executions of atomic tasks. Such norms

can be encoded by general temporal formulas. For instance, in LTL [19] we can

encode norm (1) above with the temporal formula ´(´informed (I) U order_signed
(T, I)), saying that it is not the case that investor I has not been informed until she

has signed the order T. In general, in our approach, the specification of a set of

norms is given by specifying a set of temporal properties to be checked. As a

specific case, the requirement that commitments are fulfilled can be captured by

introducing, for each commitment C(i, j, A), a temporal formula to be verified,

namely the formula G(C(i, j, A)! F(A ∨ ´ C(i, j, A))), meaning that, after any

action sequence, if the commitment C(i, j, A) becomes true, then A will eventually

become true, unless the commitment is cancelled (for instance, if the client

withdraws, the commitment to send the contract is cancelled).

Given a business process, as the one in Fig. 1, and given the annotations

describing the effects of atomic tasks and the commitments that their execution

generates, the problem of verifying compliance of the business process to the norms

is defined as a problem of reasoning about the annotated business process.

In order to verify the normative compliance of business processes in a formal

and (semi)-automatic manner, we include in our framework several alternatives to

be evaluated; in particular, we have formulated an approach based on Petri Nets

technology [16] and one based on Answer Set Programming (ASP) [7]. Both of

them exploit model checking techniques [4]. Figure 2 describes the framework.

In the model checking approach, a model checker receives as its inputs a formal

representation of the system (the annotated process, here) to be analyzed (the so-

called model), a set of requirements (properties to be checked), specified in a

temporal logic (as, for instance, CTL [4] and LTL [19]), and provides, as its output,

a positive answer, if the model satisfies the specification, or a negative one, with a

counter-example, if it does not.

As concerns the approach based on Petri Nets, we chose to translate the YAWL

processes into Coloured Petri Nets (CPNs) [16], for a number of reasons: the underly-

ing semantics of the YAWL constructs is naturally defined by CPNs; the colour

mechanism, which characterizes a Coloured Petri Net (CPN), provides a powerful

way to annotate it, according to the semantical annotation; finally, a mature, stable

and well-known tool, named CPNtool [21] has an embedded ASK-CTL model

checker. CPNtool is open-source and available for free. The ASK-CTL logic [3] is
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a CTL-like logic which is interpreted over the state spaces of CPNs, and it has been

designed to express properties of both state and transition information. The basic idea

is that of associating with each token occurring in the net the information concerning

the annotations. To this purpose, in the CPNtool we have associated with each

transition in the Petri net (broadly corresponding to an atomic task in the workflow)

specific functions (written in the ML language), which compute the annotations

according to the action theory, each time the transition is fired.

The other approach, based on Answer Set Programming (ASP), exploits bounded

model checking (BMC) techniques, and, more precisely, LTL bounded model

checking [15], for the verification of temporal properties of the business processes.

In this approach (described in detail in [5]) both the business process and the

annotations are encoded in a temporal ASP program which is used to generate the

transition system (the model) over which the verification is performed. Norms are

encoded by means of causal rules and commitments, as described in Sect. 3, which

are mapped into ASP rules. Default negation in ASP rules is used for modeling

priorities among the norms. The implementation has been run in DLV [17].

An experimental evaluation of both of the approaches is currently under devel-

opment. While the Petri Nets approach exploits efficient and optimized state of the

art model checkers, ASP technology has the advantage of allowing a greater

flexibility in the specification of norms and annotations and, in particular, it allows

for the specifications of priorities among norms, which can be expressed in CPNs

with less flexibility.

5 Conclusions and Related Work

The paper presents a framework for the verification of the compliance of business

processes with norms. The approach is based on the idea of providing a semantic

annotation of the business process through the specification of the effects of atomic

Yawl

Semantics
Annotation

Extended
CPN

CPN

ASP

Model Checking

Normative Logical 
Specification

Bounded Model 
Checking in ASP

Fig. 2 Overview of the

normative compliance

verification framework
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tasks and of the obligations they generate, using AI techniques for Reasoning about

Actions and the notion of commitment. Compliance verification can be performed

by model checking techniques. We shortly describe an approach based on Answer

Set Programming and an approach based on Colored Petri Nets.

Several proposals in the literature introduce annotations on business processes for

dealing with compliance verification [9, 13, 26]. In particular, [13] proposes a logical

approach to the problem of business process compliance based on the idea of

annotating the business process. Process annotations and normative specifications

are provided in the same logical language, namely, the Formal Contract Language

(FCL), which combines defeasible logic [2] and deontic logic of violations [12].

Compliance is verified by traversing the graph describing the process and identifying

the effects of tasks and the obligations triggered by the task execution. As a difference,

our approach does not require the definition of ad hoc algorithms for propagating

obligations, but it exploits standard model checking techniques. Besides the verifica-

tion that commitments are fulfilled, model checking allows for the verification of a

wide range of temporal properties, including structural properties of the business

process.

In [26] a formal execution semantics for annotated business processes is

introduced. The proposed semantics combines a Petri-net like (token passing)

semantics for BPMN process execution, coming from the workflow community,

with a declarative specification of actions preconditions and effects in clausal form,

coming from the AI literature of actions and state changes. Several verification

tasks are defined to check whether the business process control flow interacts

correctly with the behaviour of the individual activities. However, [26] does not

address the problem of verifying compliance of the business process with norms.

In [18] the Abductive Logic Programming framework SHIFF is exploited in

the declarative specification of business processes as well as in the (static and

runtime) verification of their properties. In [1] expectations are used for modelling

obligations and prohibitions and norms are formalized by abductive integrity

constraints.

Temporal rule patterns for regulatory policies are introduced in [10], where

regulatory requirements are formalized as sets of compliance rules in a real-time

temporal object logic. The approach is used essentially for event monitoring.
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