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Abstract. Companies are currently forced to update their technologies to store
and analyze data in order to remain competitive in a rapidly changing market.
Digitalization and dematerialization of documents are increasingly needed espe-
cially for companies with a large amount of data to manage or store. The effi-
ciency of the process must be balanced to risk management which is a key factor
of success for organization as risks are part of every business activity. Compli-
ance is an integral part of risk management with not only economic implications
but also on the legal and liability level. This paper proposes a methodological
framework to investigate risks and compliance in reorganizations by adopting a
Business Process Management perspective that includes modeling and simulation
of business processes. We applied our methodology to processes in a Blood Bank
department of a large hospital. Our results show that a simulation-driven approach
is an effective way to provide a decision support to guide department’s managers
to the reorganization and verify, before implementation, the balance between ef-
ficiency of the reorganization of activities, risk management and compliance. In
addition, digitalization in the health sector would facilitate the self-reporting of
errors (methodology encouraged by the Joint Commition for accreditation and
certification in Healthcare), that increase transparency. Reporting such incidents
can provide a variety of information about successful error management practices
as well as weaknesses.
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1 INTRODUCTION AND RELATED WORK

One of the main issue of Business Process Management (BPM) [1,2,16] is change
management. The adoption of process-centric approach relying on a process-aware in-
formation system [15] allows the redesign of business processes in an organization.
A simulation-driven approach is a versatile tool to produce results that are relatively
easy to interpret by comparing different scenarios to evaluate process changes (What-
if analysis). A scenario can be considered as a description of a possible future situation.
It is not a complete description of the future, but rather a way to consider the basic el-
ements of a possible future and to draw analysts’ attention to the key factors that can
help to effectively improve the actual process (As-is model) [13].
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Risk is part of every business activity and therefore part of every business process
[30,20]. If a risk occurs it may cause loss of quality, increased costs, time delays, com-
plaints and legal problems [5] as well as, in healthcare, serious and permanent damages
up to death. Thus, risks need to be managed by the applications of principles, frame-
works and activities in the context of Risk Management [27,24,19]). The discipline
introduces a whole range of new regulation [12,6] facing two sets of problems: on one
side the process have to be compliant to law; from the other side new reorganizations
must be implemented with the introduction of new procedures [21], i.e. for privacy
control. In healthcare studies on business process analysis are relevant for the direct
and indirect consequences of errors [32,17,10,13]. It is possible to find several studies
on compliance with laws, rules or regulations in the case of processes related to pa-
tient health [8,26,31,4]. The adoption of digital innovations makes physical products
programmable, communicable, memorable, traceable [18]. Digitalization furthermore
requires an organization to revisit its management logic and its use of corporate In-
formation Technology (IT) infrastructures [34]. The intensive use of ICT solutions to
collect, share and digitize data of a health process, makes it necessary to prepare tools
able to identify any possible risk scenario related to the use of computer systems and
lack of awareness on the agents, as well as to facilitate the adoption of appropriate
counter-measures. Previous research on IT in healthcare explored digitalization chal-
lenges for organization [11]. Traditional approaches stress enforcement styles [25,33]
as well as reconsidering project implementations [22]. Following a different strategy
from common business analysis [9,14], we applied an approach oriented towards the
understanding of cases of success [7], as a way to address other departments of the
same organization in process optimization. Our case study refers to an Italian Hospi-
tal1. In particular, we selected a well-performing department (accordingly with the Risk
Manager office of the hospital) as the Blood Bank (BB) department. The department’s
laboratory performs tests necessary for production of blood components (immunohe-
matology, blood-borne infectious diseases) as well as for diagnostic, pre-transfusion
testing and prevention of hemolytic disease of the newborn. The compliance model
is the starting point for the minimum requirements.This model satisfied the minimum
level of checks you protects from legal risk. It would also be a very streamlined process,
even if a large amount of errors are not detected. For this reason, and to solve this prob-
lem, a large amount of corrective actions have been carried out by workers in current
real model. Actually the process is very efficient in detecting errors even if it suffers of
a lack of staff (which would imply higher costs), mainly involved in repetitive manual
checks that implies elongation of the times. With the corporate restructuring with the
new single management and scanning documents you would maintain the efficiency
of the process in the detection of errors, streamlining the process in terms of num-
ber of tasks, so staff and timing and consequently costs. Furthermore, current process
FMEA analysis reveals that the causes with greater risk index are precisely those which
would be torn down thanks to the new type of process. In the next section we describe
our methodological framework, while section 3 includes the case study which includes
modeling, compliance and business process analysis,

1 This research was conducted at Cittá della Salute e della Scienza of Turin (Italy) within the
project “CANP - CAsa Nel Parco” of Regione Piemonte - POR FESR PIEMONTE 2014-2020.
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2 THE METHODOLOGICAL FRAMEWORK

This section introduces our methodological framework which is based on a Risk-aware
Business Process Management (RBPM)[29].

2.1 The RBPM methodology

Our methodology consists of four phases:

– Context Analysis and Compliance Verification - this phase aims: a) to fix the overall
strategic scenario of the enterprise, b) to determine the organizational components
that are related to the process under analysis, and c) to collect the laws and regula-
tions related to the process and analyze them in order to identify which controls are
mandatory or simply suggested.

– Process Engineering - the initial purpose of this phase is the determination of the
activities performed in the functions involved in the process and the causal relation-
ships existing between them. The process is then reconstructed from facts external
to the system, events and objects in input/output: this provides the Process dia-
gram (sometimes referred to as process map or flowchart) that will be specified
using the Business Process Model and Notation (BPMN) language [3]. The process
model must be validated with the stakeholders involved in the process, using ani-
mation and simulation of BPMN specification, obtaining the so called As-is model.

– Compliance checking and Risk Analysis - the purpose of this phase is to verify the
compliance of the current process to underline which rules and controls must be
present in the new optimized process. In the risk analysis phase the possible causes
of error must be analyzed to decide which corrective actions must be introduced.

– Reengineering Process - this phase creates a new optimized version of the As-is
model, the To-be model that includes the necessary rules and corrective actions as
well as other restructuring actions such as, e.g., the digitization of paper forms.

2.2 Optimization, compliance and risk in healthcare processes.

Methods and systems for the optimization of business processes, the compliance with
laws and regulations, and the management of risks and vulnerabilities are of particular
importance in the medical field. For this reason, it is essential that the methodology
that will be developed will see the integration and development of these three factors
at the same time. Optimizing patient-centered clinical processes helps improve clinical
performance, reduce costs and resource, labor, and supply requirements, and provides
an integrated approach to care management.

Within a framework of continuous development, hospital management must regu-
larly evaluate the risk management system in care pathways to increase the safety of
patients and those involved in their care. A risk control procedure should include:

– Risk identification: to perform risk identification the hospital can take into account
notifications from reporting errors (usually stored into an incident reporting data
base), such as events that caused problems to patients and complaints. Even results
of inspections and audits can provide useful indications.
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– Risk analysis: the goal of this step is to determine the causes of risks and factors
that favor errors as well as their effects on the safety of patients.

– Risk assessment: decision-makers must determine what kind of risks should be
treated with priority.

– Risk treatment: a risk can be treated by introducing preventive measures and/or
accepting risk with or without supervision.

Compliance refers to an organization’s ability to meet the obligations set by laws
and regulations. It must become part of the organization’s culture and integrate into its
processes. The risk of compliance may be characterized by the likelihood of occurring
and by the consequences of non-compliance with the obligations during patient treat-
ment. A compliance framework must establish organizational procedures to implement,
monitor and continuously improve compliance management across the organization.

3 The Blood Bank Case Study

The blood banking system is the process that takes place in the hospital to make sure
that blood products are safe before being used in blood transfusions and other medical
procedures. The blood banking system includes blood typing and infectious disease
testing. Whole blood is now rarely used for transfusion because most patients require
only a specific blood component, such as red blood cells or platelets.

The hospital BB unit consists of three functional departments: Acceptance, Labo-
ratory and Distribution. In Acceptance, requests from other hospital departments (e.g.
the Emergency Room) are checked: for example, staff should confirm if the data on
the tube label and on the transfusion request form are identical.In case of any discrep-
ancy or doubt, a new blood sample should be obtained. The request and the test tube
with the patient’s blood are then sent to the Laboratory. When a patient’s blood sample
is received, the Laboratory performs the required tests and, if necessary, a pack with
the correct blood is prepared (rather a lot of requests only concern the execution of
some tests). In Distribution, the required pack of blood (or a component) is sent to the
requesting department through appropriate personnel.

In our RBPM methodology the process diagram is integrated with a description of
how each activity treats a transaction (in our case a request), how long it takes and
what resources are needed to perform it. Furthermore, it is necessary to specify how
the transactions are introduced in the model and how long the simulation must last. The
integrated As-is model can be simulated by means of a design and simulation environ-
ment, the RBPMTool, which is based on the iGrafx Process tool [23]. In this paper we
decided to show only the Acceptance (sub)process for lack of space, but the same anal-
ysis was carried out for all three (Acceptance, Laboratory and Distribution) processes
and some full results are provided. In particular, for the Acceptance process, we will
consider a workload that includes about 350 requests a day, distributed according to
the timetable in Figure 1, for a total of approximately 84,000 requests received by the
Blood Bank during the initial 8 months of the 2017.
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Fig. 1. The Blood Bank daily workload.

3.1 Acceptance Process: Compliance analysis.

At the beginning of the analysis of the BB case the Working Group was set up which
subsequently carried on the project. The Working Group was composed of members of
the Department of Computer Science (authors of this article), and of doctors, biologists,
technicians and administrative employees of the Blood Bank. In the Acceptance pro-
cess, the Italian law only imposes to check that the surname, name and date of birth of
the patient reported on the request are the same as reported on the test tube. The Work-
ing Group discussed a reasonable possible implementation of the Acceptance process
with this rule and the result is shown in Figure 2. The RBPMTool allows to introduce a
counter C in the process diagram that counts the requests that flow along an arc of the
diagram, in this case C shows the number of incorrect requests at the end of the sim-
ulation. The simulation of the compliance model with the workload shown in Figure 1
provides as a result 440 intercepted errors.

Fig. 2. Acceptance process: the Compliance model.

3.2 Acceptance Process: the As-is model.

The number of errors that can be detected with the compliance model is very low and,
over the years, the BB staff has introduced many other checks, the so called Corrective
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Action, to discover the largest possible number of errors. The application of the Process
Engineering phase of the RBPM methodology results in the As-is model illustrated
in Figure 3. In this process the requests (a test tube and a paper request) are received
(Receive Request), and the staff makes a first set of generic checks:

– the test tube is empty,
– the test tube has not the label,
– the patient’s data on the tube label and on the paper request are different,
– there is a lack of data or signatures on the paper request.

Fig. 3. Acceptance process: the As-is model.

If no errors are found, another person adds the request in the Local Management
Information System (LMIS) and applies an identifying barcode on the paper request
and the test tube (Manage Request). At this point, the request is further checked to
ensure the correctness of the barcodes (Check, Double Check, Verify validity) on
the request and the test tube. Since the “decision to transfuse” is a critical step for the
patient’s safety in his care path (unnecessary transfusions are common), the BB doctor
can discuss (Ask explanation) with the requesting department about adequacy of the
request and, if necessary, refuse it. If all these controls are positive, the request with the
test tube is sent to the Laboratory (event Laboratory), otherwise the request is rejected
(event Disposal. The C1-C6 counters are positioned on the process to count the number
of errors intercepted during simulation at different control points. Simulating the As-is
process with the same workload as above, we obtain a total number of intercepted errors
equal to 6,356 (sum of all counters). The result obtained was discussed (and validated)
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with the Working Group, and it is certainly interesting because it shows how the simple
application of controls deriving from the current law can provide very poor results.
Similar results were obtained for the Laboratory and Distribution departments, and are
shown in Table 1 in which the first column (As-is) reports the errors intercepted with the
As-is model, the second column (Compl) those intercepted with the compliant model,
the third column (Not-int) shows the percentage of errors that would not be intercepted
with the compliant model. Finally, in the fourth column are reported the Complaints
arrived at the BB in the considered period (January - August 2017), i.e. errors detected
in the requesting departments that have been reported to the BB and stored in its LMIS.

Errors Complaints
As-Is Compl Not-Int

Acceptance 6,448 440 93% 10
Laboratory 1,031 725 30% 4
Distribution 461 235 49% 12
BB Process 7,940 1,400 82% 26

Table 1: Comparison between As-Is and compliant processes.

The Acceptance case analysis suggests some interesting considerations:

– the number of errors detected must be compared with the total number of requests
processed in the BB, which is about 84,000. Errors not detected in the final phase of
the blood distribution process (7,940) represent a very small percentage of the total
number of requests, and this shows how the whole BB process is very effective
in detecting errors. However, since the consequences of errors in the distribution
could be very serious, it is important to continuously improve the whole process;

– the limited number of complaints confirms the efficiency of the process. It should
also be noted that, in the last 20 years, only in two cases the hospital has been
reported for damage to patients.

3.3 Acceptance Process: Risks analysis

Although the Acceptance process is very efficient, the consequences of certain errors
can be very serious, so there is always a need to improve the process. The BB provided
us with a database reporting the error causes with the relative number of errors, and the
Working Group decided to perform a risk analysis using the FMEA (Failure Mode and
Effects Analysis) technique.

The method is based on the assignment, for each cause (and the related effect) of a
severity score (S), an occurrence score (O) and a detection score (D):

– S shows the severity of the effects eventually happening. It can range from 1 (very
moderate problems) to 10 (death),

– O estimates the frequency with which an effect will occur. May vary from 1 (un-
likely to occur) to 10 (almost certain to occur),
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– D refers to the possibility of the operators and the control measures to detect error
before the effects occur. It can range from 1 (the system will always detect error)
to 10 (detection is not possible).

The scores S, O and D were estimated with the Working Group and validated with the
analysis of the detailed data for a limited number of days. To calculate the Risk Priority
Number (RPN) the 3 scores were multiplied (each RPN index has a range between 1
and 1000). In this way, the FMEA matrix shown in Table 2 is obtained. Looking at

Causes Occurrence (O) Detection (D) Severity (S) RPN
Incoming from the outside
Improper sample 1 1 5 5
Inaccurate request 1 3 5 15
Delivery delay request 2 6 6 72
Other 1 1 1 1
Internal Acceptance
Incomplete data 2 2 5 20
Switching Errors 1 1 7 7
Insert Errors 2 5 5 50
Other 1 1 1 1
Internal Check in Acceptance
Cross check (request-tube) missing 1 1 7 7
Signature check missing 1 1 3 3
Doctor check missing 1 2 5 10
Inappropriate Request
Data: inappropriate/reconsidered 1 1 7 7
Quantity: inap./recons. 1 1 7 7
Urgency: inap./recons. 1 1 7 7

Table 2: FMEA matrix for the Acceptance process.

Table 2, the most relevant RPN indices were highlighted in the Table and were the
subject of an in-depth discussion in the Working Group.

– (F1) Inaccurate request and (F2) Delivery delay request: concern errors com-
mitted in the requesting departments and therefore will not be considered further
(they will be treated in the hospital risk management),

– (F3) Incomplete data and (F4) Insert error: concerns errors made by the staff in
entering the patient and the request data in the LMIS,

– (F5) Doctor check missing: concerns the lack of final doctor’s control.

The causes of error (F3) and (F4) will be taken into consideration in the following
optimization phase.

3.4 Acceptance Process: Optimization

The optimization step in the RBPM methodology determines a set of possible restruc-
turing actions on the As-is process in order to improve the efficiency and effectiveness
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of the process with respect to a certain set of critical indicators. The verification of
the validity of these actions takes place by introducing the appropriate modifications on
the As-is model (generating a candidate To-be model) and comparing the new values of
the indicators, obtained through the simulation, with the previous values. In our case,
the Acceptance process must continue to comply with the strict error control require-
ments previously seen. On the To-be model it is therefore useful to introduce actions
that can remove some possible causes of errors, in particular those identified by the
FMEA analysis. A new web-based version of the LMIS management system, currently
under development, has been proposed to address the problems that emerged during the
risk analysis. The new system (local) will be integrated with the central management
system of the hospital and developed with the following requirements:

– the requesting department prepares the label with the patient’s data and the barcode,
places it on the test tube and loads, with the same barcode, the request (which will
be dematerialized) on the central system,

– in the Acceptance department the test tube arrives and, through the barcode, with
the new local system the request is retrieved (the control will be much faster).

The new scenario was discussed with the Working Group and the candidate To-be model
was modeled producing the diagram in Figure 4, which is very simplified. The optimiza-

Fig. 4. To-be model of the Acceptance process.

tion mainly concerns the Acceptance sub-process (while the other two, Laboratory and
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Distribution, will remain almost the same). In fact, the integration of local and general
management systems involves the introduction of patient and request data only once,
avoiding rewriting errors and eliminating the need for controls. The digitization allows
to remove the causes of error (F3) and (F4) detected with the FMEA analysis.

To compare the models As-is and To-be, it is necessary to define the set of indicators
for which to make the measurements. In our case, we will consider the following set: the
number of incoming and rejected requests, the average cycle time, the average working
time and the average waiting time for requests that pass through the Acceptance process
(between the initial event start and the final event Laboratory).

In the RBPMTool the measurement of these indicators is carried out with the help
of a monitor which is placed in the process diagram between the start event and the
Laboratory event. A monitor collect the statistical data related to the set of requests that
travel the path between these two points. The simulation of As-is and To-be models with
the same workload allows the comparison between the two processes and the results are
shown in Table 3 (times are expressed in minutes).

As-Is To-Be Earn
Total request in input 86,160 86,160 -
Disposal request 58 25 33
Average cycle time 35.22 2.61 32.61
Average work time 5.46 2.20 3.26
Average waiting time 29.75 0.41 29.34

Table 3: Comparison between the As-is and the To-be model of the Acceptance process.

Table 3 shows how the digitization of the request and the integration of hospital and
BB management systems leads to a drastic reduction in waiting times when processing
requests. This is particularly important at peak times of requests, between 8 and 12 am
(see Figure 1). In fact, urgent and very urgent requests require a rapid delivery of blood:
between 15 and 20 minutes for very urgent requests, within 1 hour for urgent requests.

4 CONCLUSIONS

In this paper we described a simulation-based approach to address the challenge of
corporate reorganization and digitization while maintaining a global vision that also in-
cludes risk management and compliance. The proposed framework includes a method-
ology to model and analyze the current process (As-is model), to verify its compliance
with current laws, to highlight the risks that may occur during its execution, and to
evaluate some future scenarios which describe its possible evolutions so as to select
the most appropriate restructuring actions (To-be model). The possibilities offered by
the methodology have been illustrated through a complex case study describing the be-
havior of the BB that provides for the storage and distribution of blood for patients
in a large hospital. This case study has shown that it is possible to construct an ac-
curate model of the process, able to be validated and analyzed from different points
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of view (risk and compliance analysis) using a powerful discrete event simulator. We
plan to adopt an agent-based modeling approach [28], to include cognitive aspects of
personnel as well of patients. Simulation allows to easily study a number of possible
operational scenarios, thus providing the analysts with useful information to evaluate
the restructuring actions on the process. Moreover, for the purpose of transparency and
safety of care, that including prevention and management of risk related to the provision
of health services, one of the techniques used to date and encouraged by most States
in the world is the reporting of adverse events and Sentinel events2; digitization could
favor this signaling.
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