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Abstract col is described by a state transition diagram where transi-
tions are labelled by events which represent the sending of a
Systems of Data Management Timed Automata (SDM-structured message along a channel. The performance of a
TASs) are networks of communicating timed automata with transition is conditioned by the trigger of a communication
structures to store messages and functions to manipulateevent and by the temporal constraints imposed by a delay
them. We prove the decidability of reachability. As an ap- and/or timeout. Communication is synchronous. Primitive
plication, we model and analyze a cryptographic protocol. messages (public/private keys, identities, nonces, etm)
be composed by using cryptographic primitives (encryp-
tion, hashing, signature, etc.). An initial evidence fummct
assigns each initial state the set of evidence that is known
1 Introduction by each participant at the beginning. Such evidence can be
augmented by receiving messages from other participants

Automata based formalisms have been successfully usedd is reset to the initial conditions every time an inputista.
to describe concurrent and distributed systems and analyzé® "éached. The semantics of these descriptions is given in
their properties. Basic formalisms allow describing theno ~ t€rms of Timed Automata, thus obtaining a specification on
deterministic behavior of a system. This is enough to model Which properties can be verified.
the functionality of systems, and hence to be used to cap- In this paper we define Systems of Data Management
ture also the logical information flow, but if one wants to Timed Automata (SDMTAs). An SDMTA has a finite set of
capture also time-dependent information flow, formalisms €lementary messages, a finite set of functions to elaborate
must be extended with real time features. Alur and Dill them and afinite set of Data Management Timed Automata
have proposed Timed Automata [2]. In general, timed au- (DMTAS) Each DMTA has a finite set of channel labels,
tomata models have an infinite state space. However thed finite set of clocks, a finite set of states (one of them is
region automata construction shows that this infinite statethe initial state), an initial condition and an initial knbw
space can be mapped to an automaton with a finite num_edge, a finite set of transitions. Transitions from state to
ber of equiva|ence classes (regions) as states, and finiteState of a DMTA represent either an internal move with the
state model Checking techniques can be app||ed to the recomputation of aterm (Wthh enriches the knowledge of the
duced, finite region automata. Among the model checkers@utomaton) or the input or the output of a term on a chan-
for timed automata we quote Kronos ([11]) and UPPAAL nel. The performance of a transition is conditioned by the
([3]). Systems of communicating agents can be describedfulfillment of a constraint. Two DMTAs of a system may
by automata composed in parallel and sharing synchronizaferform a communication step modelling the communica-
tion channels. Transitions labelled with a complementing tion of a term through a channel. Time elapsing is modelled
channel name can be taken at the same moment and datdy a timed step of the automata of the system.
transmission is typically modelled by a synchronization,  Our formalism extends the formalism of [9] to deal with
where global variables are updated ([5]). In [9] the authors a general class of distributed communicating systems with
propose a model of communicating automata tailored for data structures. Note that the formalism of [9] assumes a
describing and analyzing protocols with timing constraint bounded memory and has the power of regular languages,
and verifying their security. Each participant in the proto while our formalism assumes an unbound memory and,



when endowed with a concept of recognized language, doe€xample 2.1 ConsiderC = {A, M, K}, where A =
accept languages which are not regular. Differently with {a,,...} is a set of agent names/ = {m1,mo,...} isa
respect to [9], we define a direct operational semantics ofset of basic messages (i.e. a set of plaintext messages repre
SDMTASs in terms of steps and runs, and we prove the de-sented by bitstrings of a fixed length) aRid= {k1, ks, ...}
cidability of the reachability. This allows proving propies is a set of keys. Given a finite set of message variables
expressible in terms of reached states. As an applicatien, w T, we assumé&) = {Pair, Enc, Nonce}, with domains
show how we can model cryptographic protocols and for- 7(Y) x 7(Y), 7(T) x Kand(AUT) x (T U IN), re-
malize and decide a secrecy property. We do it for a versionspectively. Pair(71, 72) denotes the concatenation of the
of the known Yahalom protocol adapted to take timeouts terms+; and 2, Enc(mq,k;) denotes the encryption of
and retransmissions into account. messagen; with the keyk;, and Nonce(a, 100) denotes

We leave as a future work to develop a concept of bisim- a nonce of the agent with value100. Nonce(uq, u2),
ulation for SDMTASs, and to study expressiveness power of whereuq, s € T are variables, may be instantiated by
our model. We believe that a model which maintains sim- Nonce(a,w) for somea € A andw € IN. Enc(y, k),
plicity and visual effectiveness of automata but does net ab where ;1 is a variable can be instantiated bignc(m, k)
stract from data structures and still allows deciding inter for somem € M, by Enc(a,k) for somea € A, by
esting properties, has many applications besides the Kkind o Enc(k, k) for somek € K or by Enc(w, k) for some

the one shown in this paper as an example. w € IN. We remark that:;, 2, 4 cannot be complex terms,
i.e. Enc(Nonce(a,1),k) or Enc(Enc(m', k'), k) are not
2 Basic notions instances ofinc(y, k).

Let us assume a set &f positive real variables called
clocks A valuationover a set of clocks is a mapping: With  Var(r) we denote the message vari-
X — R=" assigning real values to clocks. For a valuation ables appearing in the termr. For example
v and a time valug € IR=", letv + ¢ denote the valuation  Var(Enc(Nonce(u1,100), p2)) = {1, pa}-

such tha(v + ¢)(x) = v(x) + ¢, for each clock: € X. We say that two terms and+’ in 7(Y) arereducible

Let ¢ = {Ci,...,Cn} be afinite set, wher€); de- (written 7 ~ 7’) if they have the same structure, namely

notes a finite set of elementary messages. For an elemen% ~ 7' if there existyi. .. ., in, iy, - - -+ i, € T such that

tary message we mean non composed/manipulated message_ 7y ] G,/ ]
(i.e., names are elementary messages, lists of elementary 1 oo M/ Bl

messages are not). Finally, with K we denote a knowledge. A knowled§e

Let us assume a st of message variables that can i a finite set of terms such thatar(7) = 0.
assume values i(U7_, C;) U IN. Given a finite set of mes- Given a finite set of clockst and a finite set of mes-
sage variables, an instanteelates a message varialéo  sage variable¥’, we define the seb(X, T) of formulaeas
avaluein(U;_,C;)UN. Namely,l : T — (U7_,C;) UN. follows:

LetQ = {f1,..., fn} denote a finite set of functions.
?l(\/;;igélg;itseze;gf message variablésthe set of terms bim true | TEK | T=7 | pEN |

z~e | z~vy | 29 | d1Vde | d1 A b2
Tuo=c | w | p| flr,...,7%)

wherec € C; for somei, w € IN, u € Y is a message Whereg,¢1,¢2 € (X, Y), 7,7 € T(Y),p € Y, z,y €
variable, f is a function inQ with arity k. X, ~e{<,<,=,>,>}andc € Q.

We useC' and(2 to represent a set of data structures and e will write 4 7' for =(r = 7), 7 ¢ K for
a set of functions to manipulate such structures. In general ~(r € K), p € N for =(u € IN), andr € {r,..., 7} for

C may be any set of data structures of different types and- — /... = 7,. As an example, with- € C;, for
2 may be any set of functions which represent operationssome;, we denote the formuly
on such structures. The examples we shall use to explain

the framework focus on the application of our model to the _ ) _ ) _
case of cryptographic security protocols. In such a coptext CVen aternr and/an mstar/u_:é, we define the instanti-
the setC' may contain sets of ground messages exchangedftion Of7 asl(r) = " wherer’ is the term resulting after
within the protocol (for example a set of plaintext messages "€Placing each syntactically occurring i with ().

a set of agent names, a set of keys...), and th@ sy con-

tain the basic cryptographic primitives, as message [gairin Let ¢ € ®(X,Y), I be an instancey a valuation of

encryption, nonce generation, hashing, etc. clocks andC a knowledge; we say thdt v andC satisfya,

mec; T =m.



written I, v, K |= ¢, in the following cases: An example of transition igqo, a!(n),x < 5 A p €
KAz’ = zAp' € IN, qq), stating that from the initial statg

Lo, K = true _ _ the DMTA may reach statg and output a messagewhen
Lo KErel iff I(r)eK this is in K andz < 5. The conditionz’ = z means that
Lo KEr=7 it I(r)=1(r) the transition does not change the clagland the condition
Lo KEpeN iff I(p)eN ¢/ € IN means that the variabjenon-deterministically as-
Lo KEz~c if ”U(I; ~c sumes a natural value after the transition.

LvKEx~y iff  v(z) ~ov(y)

Iv,K | —¢1 iff  I,ul o 3.1 Semantics
I,U,E|:¢1\/¢2 iff eitherl,v=¢10rl,vE= ¢
Lo, KE¢1Ngs iff bothI,v = ¢y andl,v = ¢,. Given two valuationsv;, v, over X, with v @& v we

denote the valuation oA U X’ such that for any: € X,
(v1®v2)(x) = vy (x) and(vy Bve)(z’) = va(z). Given two
instanced, I, overY, with I, & I, we denote the instance
overYT UY’ suchthatforany. € T, (I & I) (1) = I1 (1)
and(ly © I2) (i) = I2(p).

Example 2.2 The formulau; # s A 1 € K A s € K
says that in the knowleddé there are at least two elemen-
tary messages. Formuja € K, whereK € C denotes the
set of keys, means thatiithere is at least one key.

3 Data Management Timed Automata A configuration of an SDMTAA = (C, Q, A1, ..., An)
where A, = (34, X%, Y Q% qi, ¢4, Kb, d%), is a tuple
Given a finite set of clocks( (resp. message variables (s, ..., s,,) such thats; = (q,v,I,K) is a configuration
T) with X’ (resp.T’) we denote a new set of clocks (resp. of the DMTA A; with ¢ € Q¢ a state of4;, v a valuation
message variables) such théte X' (resp. ' € Y’) iff over X', I an instance ovef andK a knowledge.
r € X (resp.u € ). Given two configurations = (sq,...,s,) ands’ =
A System of Data Management Timed Automata (s),...,s,,) such thats; = (g, v;,1;,K;) and s, =
(SDMTA) is atupled = (C,Q, A4,..., A,), where: (¢}, v}, I!,K}), we have that:
o O ={C1,...,Cy} is a set of elementary messages; e there is a-transition stegfrom s to s’ (denoteds —
o Q={fi,.... [} isasetof functions: s') if there exist an index ande = (g;, €(1), ¢, q;) €
6" such that[l-(ﬁ) =T, (Iz D Iz/)7 (’Ui D U;),’CZ‘ ': ¢,
e Ay,..., A, are Data Management Timed Automata Kl =K;u{r}and, forallj # 1, s;- = 5;;
(DMTAS). _ o -
e there is acommunication transition stefpom s to s’
ADMTAis atupled = (X, X,7,Q,q, ¢0, Ko, 9), with the termr (denoteds — (. ') if there exist two
where: different indexes andj, (¢;,a!(m1), ¢1,4.) € §* and

L i, a?(m2), ¢, q;) € 67 such that:
e Y is afinite set of channel labels; (gj,07(72), ¢ q])

- Li(n) =ILj(m) =T,
- (L&), (vi®),Ki | ¢ and(l; & 1), (v; &

e X is afinite set of clocks;

e T is afinite set of message variables; W), Kj E o,
e () is afinite set of states witlyy € @ initial state; - Ki=Kiu{r}and} = K; U{7};
o ¢y € B(X,T) is the initial condition; — forall k ¢ {i, j}, it holds thatsj, = si;
e Ky is the initial knowledge ofd. o there is @imed stegrom s to s’ through timet € IR™°,
) o N o written s —; &', if, for any i, ¢, = ¢;, v, = (v; + 1),

e ¢ is a finite set of transitions. Each transition is a Il = I;, andK}, = K;.

tuple (¢, , ¢,¢'), whereq,q’ € @ are the source

and the target states respectively, forc X, a € With thee-transition step we model the internal data ma-

{e(7),a?(1),al(7)} represents, respectively, the inter- nipulation executed by the DMTA without any communi-
nal move producing the term, which enriches the cation. For example, given a configurationv, I, ), the
knowledge of.A, or the input or the output of the transition(q, e(u), ¢,q’'), wherep = Enc(u, k) e KAk €
term 7 € 7(Y) on channela, ¢ is a formula in K, states that if7 ¢ I'), (v ® '), K E ¢ the DMTA may
d(XUX’' , TUTY). Variables inX U and inX’UY’ decipher a ciphertextnc(u, k) contained in its knowledge
represent the value of variables before and after the fir- if also the keyk is known, and then enrich the knowledge
ing of the transition, respectively. with the instantiation! ().
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al(k) a?(Nonce(p1, p2))

al(Nonce(b, 10))

x>5 a?(Nonce(c, 1))

Figure 1. A System of Cryptographic Timed
Automata.

A communication transition step, -y models the com-
munication of the termr through the channet. There
is a synchronization between two DMTAs, and they both
change their configuration by following the formula in the
transition and by augmenting their knowledge. If variables
appear in the output and input terms @nd 7, respec-
tively), they should beeduciblefor transmission. In par-
ticular, we require thaf;(m;) = I;(2) (also see Exam-
ple 3.1). The other DMTAs of the system non involved in
the communication remain in their original configuration.

Finally, a timed step models time elapsing. When time
elapses, we reasonably assume that each DM74n the
system performs a timed step by changing its valuation

Example 3.1 Consider the DMTASg!; and A, in Figure 1,
whereqo andr, are the initial states ofl; and A,, respec-
tively. If Ky is the initial knowledge ofi; and we assume
thatk € Ky, the only communications that may happen be-
tweenA; and A, through synchronization steps of match-
ing terms are eithew(Nonce(b, 10)) (whenz has value
greater tharb) or a(k). In both cases, the knowledgebf

is augmented with the term received Ay.

Given a DMTAA = (X, X, Y, Q, qo, ¢0, Ko, ), a con-
figurations = (go,v, I, Ko) of Aisinitial if I,v, Ko = ¢o.
Given an SDMTAA = (C,Q, Ay, ..., An), we say that
the configurations = (s, ..., s;,) of Alis initial iff s; isan
initial configuration of the DMTAA; for all ¢ € [1,m].

A run of an SDMTA A is a finite sequence of steps
0 = S0 —a; S1 —as --- —o S1 Wheresg is an ini-
tial configuration of A, s; is a configuration of4 and
a; € {r,a(t)} UTR”" for eachj € [1,1].

A stateq of of an SDMTA A is reachable iff there is a
runo = (sf,...,88") —ay - —a (},...,8") of A
such that there exigtand;j with s = (¢, v, I, K).

3.2 Decidability of Reachability

We recall the definitions of clock equivalence [2]. Clock
equivalence is a finite index equivalence relation perngtti
to group sets of evaluations and to have decidability result

Let A be a DMTA; withC 4 we denote the greatest con-
stant that appears iA.

Let us consider the equivalence relatisnover clock
valuations containing precisely the pafes v’) such that:

e foreach clocke, either|v(z)| = |v'(x)], or bothv(z)
andd’(z) are greater that' 4, with C 4 the largest in-
teger appearing in clock constraints ower

for each pair of clocks: andy with v(z) < C4 and
v(y) < Cy4 it holds thatfract(v(x)) < fract(v(y))
iff fract(v'(z)) < fract(v'(y)) (where fract(-) is
the fractional part);

for each clocke with v(z) < Cy4, fract(v(z)) = 0
iff fract(v'(x)) =0.

Let [v] denote the equivalence clas |v ~ v'}. The
set of equivalence class¢®| | v is a valuation is finite,
and withV we denote its cardinality.

Known properties of the equivalence classes are summa-
rized in the following theorem [2].

Theorem 3.2 Letc < C 4 andv andv’ be two valuations;
v € [v'] implies thatv |= z ~ ciff v = = ~ ¢. Moreover,
given a classv], the sef{[v +t] | t € R="} is computable.

For simplicity, we prove that we can always translate an
SDMTA into an SDMTA with only one component.

Proposition 3.3 Given an SDMTA4 and a tuple of states
(¢1,---,qn), an SDMTAA’ composed by only on@ M T A
with a stateq’ can be constructed such that the tuple
(g1,-..,¢n) is reachable by4 iff ¢’ is reachable by4'.

Proof. It is sufficient to consider the cartesian product of
the sequential components.dfand introduce two functions
pair andtriple in €.

Terms of the formpair (i, 7) mean that is in the knowl-
edge of thei* component thanks to antransition step.
Terms of the formiriple(i, j, 7) mean that is in the knowl-
edge of thei*” and ;" components thanks to a communi-
cation betweer andj.

Given a formulag, with ¢* we denote the formula
where each formula of the form € K is replaced with
pair(i,7) € KVV triple(s, j, ) V triple(j, i, 7).

JE[L,n]
In A’ we introduce a transition
((q17 BRI ¢ PR QTL)a e(pair(i,T)), ¢Z7 <Qh ey q/7 e QR)) if

there exists a transitiofy, (1), ¢, ¢') of thei** component.
In A’ we introduce a transition

((q1s---5q,... - qn), €(triple(i, j,T)), ¢ A

1

7q ’ .



@) AN ¢ (q,---5q,...,q",...,q,)) if there exist
two ftransitions (¢, a1,¢,¢') and (¢’ ,as,¢',q") of
the i*» and j** components, respectively, such that
{a1,a2} = {al(7),a?(7")} and ¢ expresses the set of
instanced andI’ such that/(7) = I'(7'). O

Hence, from now on we suppose to have SDMTAs
composed by only one sequential DMTA performing only
€ transitions.

With Term(.A) we denote the set of termsappearing
in the transitions of4.

Given a termr, with Nat(r) we denote the set of
natural numbers appearing in If I is a knowledge,
with Nat(K) we denote the set) ., Nat(r). More-
over, given an SDMTAA, with Nat(A) we denote the set

UTGTerm,(A) Na’t(T) .

Example 3.41f the SDMTA A has the transition
(g, a!(Nonce(u,10)), Nonce(A,11) € K,¢'), then
10,11 € Nat(A).

A term is simple for a set of message variablésf it
is equal tof (s, - - -, fi, ) With iy, ooy gy, € T

As an example, f(u1,pe) is simple,
f(pa, f(pz, ps)) and f(1, p2) are not.

and

With ¥(T) we denote the set of formulae of the form
/\/L K € H\I A /\ﬁET M ~um EWIth N#7ﬁ€ {:7 7&}
~ Asan exampley = (u1, po, s € N A g = o = us)
is inW({u1, p2, p3}).

We show now that an SDMTA can be transformed into a
standard form that preserves reachability of states.

Proposition 3.5 Given an SDMTA A =
(C,0,(%,X,7,Q,q,%0,Ko,8)) we can construct

A = (C", (2, X,T,Q,dy, ¢),0,6")) such that:

e foranyq € @, q is reachable byA iff ¢ is reachable
by A’

Proof. First of all, if Ky {m1,...,7}, then

we add the transition§j,,, €(), ¢o[1' /1l per @' /x]zex, q0)

and (g;, (1), Ayex © = 0,q;,4), fori = 0,...,n — 1.
These transitions initialize the values of the clock and of
the message variables and of the knowledge to the initial
value expressed hyy and/Co.

Now, we delete the natural numbers Mat(A). If
Nat(A) = {n,...,ni}, then we considety, ..., c, new
constants and we substitute eaghwith ¢;. Moreover we
replace eachu = n; with u = ¢;, and, x € IN with
nweWNVue{e,...c},foranype YUY

Let T be the terms appearing in the SDMTA after these
operations. We can partiticfi in 771, ..., T, such that, for
anyr, 7’ € T, it holds thatr is equal tor’ but for a renam-
ing of message variables iff 7' € T; for somei.

We defineQY = {f1,...,fn} and, for anyr € T;,
we replacer with the simple termf;(u;,, ..., w1, ) if
Wi, - - -, M, 1S the sequence of variables occurring ifiom
left to right.

Now, we replace each formutaderived by the previous
steps with the formulap vV /e (xuy) ¥, and, finally,
we recursively replace each transitigne(7), ¢1 V ¢2,q’)
with two transitions(q, e(7), ¢1,¢’) and(q, €(7), ¢2,q’).

It is easy to show that the states@hreached byA are
the same that are reached Ay ]

From now on, we suppose that SDMTAs are in the
standard form of the proposition above.

For checking reachability for Timed Automata, in [2]
they are reduced to finite state machines. We note that un-
bound memory cannot be simulated with a finite state ma-
chine. Hence we prove the decidability of reachability of
SDMTASs by reducing the problem to the reachability prob-

e C' = (), hence message variables can assume only nat-lem of vector addition systems.

ural values;
¢ Q' =QU{qp -, q i b3
. ff)f):/\xexm:OA/\;LETNGNA/\KT#:E

hence clocks are set that the beginning and message
variables assume the same natural value;

forany(q,e(7), ®,q') € ¢’ we have that is simple for
T and ¢ is of the formp, A g2 A 3 Whereg; is equal
to \iy i € AN, 7 € K, for some simple terms
TlyeoesTryThyeeos

7). onYTUY, ¢ € T(TUY') and
¢3 is a formula on clocks{ U X’; hence we have only

simple terms and each transition expresses the relation

between message variable;

We recall now the model ofector addition systems
Given two vectorsv, w’ € Z", with m;(w) we denote the
ith component ofv and withw + w’ we denote the vector
w’ such thatr; (w”) = m;(w) + m;(w"), for anyi € [1, n].

Definition 3.6 A vector addition system of dimensiom
is a tupleS = (Q,d) such thatQ is a finite set of states
andd C @ x Z" x Q. A configurationis a pair (¢, w)
with ¢ € @ andw € IN". There exists a step from
configuration(g, w) to configuration(¢’, w") (denoted with
(g, w) — (¢',w"))if (qg,w”,q") € § such thatw’ = w”’ +w.

The following theorem is proved in [8].



Theorem 3.7 Given two configuration§g, w) and (¢’, w’)
of a vector addition syster§, the problem of checking
whether there exists a sequence of stgps) — -+ —
(¢’,w’) is decidable and EXP-SPACE hard.

We now prove the reduction result.

Theorem 3.8 Given an SDMTA4 and a statej of A, there
exists a vector addition systefrand two stateg’ andq” of

S such thatA reachegj iff there exists a sequence of steps

(¢,(0,...,0)) = ---—(¢",(0,...,0)) of S.

Proof. First of all, we consider an extension of a vector

addition system. I8 = (Q, §) we assumé C Q x 2171 x
Z™ x Q. There exists a step from the configuratignw)
to the configuratiorig’, w’) if (¢, In,w"”,q’) € ¢ such that
w' =w" 4+ w andm;(w) > 0, for anyi € In.

T; is a connected set ifi (A;), for any, and Ay, ...
is a partition ofY.

The dimensionU of S is equal to the cardinality of
2T, Letg : 27(™M) — [1,U] be a surjective function
assigning a coordinate of the vector to each subsEt ).

The configuration(q, [v], (A1,T1), ..., (Am, Tn)), w)
expresses the configuratidi’, v’, I, ) of A such that
qg=4q,v € ], (4,T1),...,(Amn,Ty) andw express
the instancd and the knowledgé.

» Am

We have a transiton from the state
((q,[v], (A1, T1)y .oy (Apny Tin)) to the state
(¢, V'], (AL T, ..., (AL, Tr))  with  label (In,w)
in S iff either ¢ = g¢q, V| = [v + t] for some
t € RZ°, n = mandA4; = A, andT, = T, for
anyi = 1,...,n (hence a time step is taken), or there

exists a transition(q, (), o1 A ¢2 A ¢3,q") of A with

It is obvious that, given an extended vector addition ¢1 = A;_, 7 € KA /\;”:17; ¢ IC, for some simple terms

system we can construct an equivalent vector additionTy,..

system by replacing any transitidg, In, w, ¢') with two
transitions(q, w’, q), (g, w — w’, ¢') whereg is a new state
andr;(w') = —1if i € In andm;(w") = 0 otherwise.

LetQ = {f1,...,fx}, @ T and X be, respectively,

the set of function symbols, the set of states, the set of the

message variables and the set of clockglof

Let T be a set of message variables; WiiY) we de-
note the set of terms of the forif(4,, ..., A,) such that
feQandd c U, A CT. Givenasefl C T and
T C T(Y), let Ty denote the seff((A, N Y),...,(Ax N

) | f(Ar,..., Ax) € T}
A set T C T(Y) is coherent if, for any
flAq,... Ay, f1(AY, ..., Al) € T and for anyi € [1,n]

andj € [1,m], itholds that eitherd; = A’ or A;NA; = 0.

Theideais thaf (A4, ..., A,) represents the instanée
and the termyf(cy, ..., c,) such that; = I(w), if p € A;.
Hence, ifA; = 0, theng; is different fromI(p), for any
w. Thereforeu;, uo € A;, for somei, iff (1) = I(pe).
Hence, a set is coherent if an instancean be built from
T.

A setT C T(T) is connected if it is coherent and, for
anyr, 7 € T, Var(r) N Var(r') # 0. The idea is that

a set is connected if the values appearing in two terms are

related.

Given a connected s@t C 7 (T), with [T] we denote
the set of connected sef¥ in T(T) such that, given the
sets of variablesl,, ..., A, appearing ir{’, there exist sets
of variablesA’, ..., A}, such thall” = T'[A;/Aicp n)-

The idea is that[T] expresses the knowledge af
abstracting from the instance.

A state ofS is a tuple(q, [v], (A1,T1), ..., (Am, Tm))
such that; € @, v is a valuation onX, and ¢ A; C T and

Ty Tiy ey T, ONTUY g € U(T UT') andgs
is a formula on clocks{ U X', such that:

e v @ v satisfiesps;

e there exists a coherent SEtC 7 (YT U Y') and7’ =

f(Ay, ... Ay if 7= f(ua,...,un) andA, is the set
in which p; appears irf” such that:
-U T = Ty and U, T} =

(Tyr) [1/ u’]u'er;:

— foranysi, if , = f(us, ..., pk), then there exists

f(Ay, ..., Ag) € T with u; € A;, for anyj;

— for anyi, if 7/ = f(u1,..., ), then for any
f(A1,..., Ax) € T it holds thatu; ¢ A;, for

somey;

— for any u1, pe, it holds thatpe = (u1 # uo)
iff ether y; € Ah_aﬂd L2 eiAk with h # k,
or, there exists ng(A4i,...,A;) € T; such that
L, po € A; for anyi andy;

e In={g(T;)|i=1,...,m};

o if 7 € |J,T;, thenw = (0,...,0) and otherwise,
if H={i| Var(T;) N Var(r) # 0}, thenr;(w) =
—1 if g71(j) € [l;] with T; # @ andi € H
1
0

if g7(j) € {7} UU,en T
otherwise
Hence we have a transition for any stepAf The tran-
sition updates the values of the vector by following the
changes of the knowledge due to the steplof
Finally, we add a new stater to S and transitions
with label (In,(0,...,0)) and targetyr from each state
((67 [UL (AlaTl)? te (Amva)) with I'n = {g(n) I i =
1,...,m}. Moreover, we add,, ..., ey transitions such
that, for each, e; = (¢7,0, w;, gr), wherer;(w;) = —1



if ¢ = j andm;(w;) = 0 otherwise. The statgr represents
the statej of .4, and these new transitions have the purpose
to set the vector t¢0, . . ., 0).

It is easy to show thatd reaches; iff there exists a
sequence of steps froftqo, [A,cx = = O, A, zexr 1t =
,0),(0,...,0)) to (¢, (0,...,0)). O

Hence, we have the following result.

Corollary 3.9 Given an SDMTA4, it is decidable in expo-
nential time whether a statgis reachable.

Example 3.10 Consider an SDMTA composed by a DMTA
A with initial condition¢y = (z = 0 A 1 = pe) and a
transitione = (q,e(f(p1)), 2 < 1A f(ur) € KA uy #

p1 = pi2 = b, q).

The set of equivalence classes dre = 0,0 < z <
le=1,2 > 1}.

As an example, from configuration(¢g,z =
0, ({p1,p2},0)),(0,...,0)) we have a step
with  label (0,...,0) to the configuration
((q,v, ({p1, p2},0)),(0,...,0)) withv € {z = 0,0 <
x < l,x = 1,z > 1} representing a possible time
step. The pair({u1,p2},0) means thaty; = po and
fua)s fp2) & K.

Moreover, by using transition
can reach the  configuration ((g,x
0, ({pa},0)({p2}, {f(u2)})),w) such thatw is one
in position g(f ({1 }), g(f({u2})), 9(f ({111, p2})), and

is zero otherwise. Actually, after the step we have that
w1 # pe, f(p2) € K and in the future it is possible to
create three different kind of instances such that:

e we

1 flp) € K A f(pe) ¢ K is true (since
To(f({u ) (W) = 1);

2. f(m) & K A f(ue) € K is true (since
To(f({na}) (W) = 1);

3. f(k) € K A wm = g IS true (since

Tg(f ({papap) (W) = 1);

4 An Application to Modelling Crypto-
graphic Protocols with SDMTAs

Security protocols, like distributed programs in general,

are sensitive to the passage of time; however, most methods

for the formal analysis of security properties of protoaids

not take time aspects into account (see, among them, [6, 1]).

The role of time in the analysis of cryptographic protocols
has only recently received some attention (see [7, 9, 5]).

Time aspects can influence the flow of messages during
the execution of a protocol. For instance, if a message does

not arrive in a certain time interval, retransmissions beot

behaviours should be considered (in this case the protocol
specification should model these implementation details).
Time information can be used within a protocol in order to
enrich the information contained in a message (for example
by usingtimestampp Finally, the timing of the message
flow may be exploited by an adversary to violate the secu-
rity of the protocol.

In this section we define an instantiation of SDMTAsS
to the case of cryptographic protocols. We formalize an
intruder’s capabilities and a security property we want to
verify. Then we model each principal of the protocol and
the intruder with DMTASs. The execution of the protocol is
modeled by the resulting SDMTA.

Definition 4.1 A Cryptographic SDMTA (CSDMTA) is an
SDMTAAC = (C,Q, A4, ..., A, I), whereC and (2 are
defined as in Example 2.1, DMTAs model the principals
in the protocol, and is the DMTA modelling the intruder.

In the following, we give a formalization of a classical
Dolev-Yao style intruder [6].

Definition 4.2 Given a cryptographic protocol modelled by
the CSDMTAAC = (C,Q, Ay, ..., A, I), where DMTAS
A = (L, XY Q0 b, ¢4, Kb, 6%) model the principals
in the protocol, we say that= (X, X, Y, Q, qo, 90, Ko, 0)

is the intruder forAC iff:

e Q={q}
o X =Um, 35
e (qo,€(),true, qo) € ¢';

e for all i € [1,m)], if either (g,a!(7),,q') € & or
(q,a?(7),6,q") € &% then(qo,a?(7'), true, qo) and
(go,al(7"), 7" € K, qo) are ind, wherer ~ 7/;

e for all ¢ € [1,m], if Pair(m,2) is a sub-
formula of = with (q,a!(7),¢,¢') € &% then
both (qo, €(7q), Pair(r{,75) € K,q) and

(g0, €(13), Pair(t{,75) € K,qo) are in 4, where
71 ~ 7 andr, ~ 75;

for all ¢« € [1,m], if Pair(m,m) is a sub-
formula of 7 with (q,a?(7),¢,¢') € &°, then
(qo, e(Pair(ry,75)), 1 € LA Ty € K,q0) € 6, where
TI T A To = Th;

e for all ¢ € [1,m], if Enc(r,m) is a sub-
formula of 7 with (q,a!(7),¢,¢') € &%, then
(qo, €(m1), Enc(r{,74) € KA T, € K,q0) € 0, where
71~ 7] andry ~ 75;

e for al ¢ € [1,m], if Enc(r,m) is a sub-
formula of 7 with (q,a?(7),¢,¢') € &% then
(qo, e(Enc(ry,13)), 7 € KA Ty € K,q0) € I, where

71 ~ 7 andry ~ 75;



With such a definition of a single state intruder, we as- protocol resorts to a trusted server, and each user is adsume
sume that principals of the protocol use only public chan- to share a symmetric key with the server. Here we consider
nels, therefore the intruder may intercept each message exa strengthened version of the Yahalom protocol proposed
changed within the network and spread any information. by Paulson in [10]. In the standard protocol notation, we

This is modeled by taking as the set containing all channel
names appearing in the automataand by adding an input
transition to the intruder for any output transitions of ahyy
(and an output transition for any input one). Moreover, we
give the intruder classical Dolev-Yao capabilities (extra
tion of a term from a pair, pairing of two terms, encryption
and decryption assuming the key is known). With the empty
e-transition the intruder may nondeterministically ingtan
ate variables by modifying its actual instanteWith such

a transition no messages are added to the memory.

4.1 Security Properties

Many security properties may be defined in order to ana-
lyze cryptographic protocols (among thesecrecyauthen-
tication, integrity, fairness non-repudiationetc.). We give
a definition of secrecy in our framework.

Intuitively, a term is secret to a principal if it never ap-
pears within its knowledge.

Definition 4.3 Given a  CSDMTA AC
(C,Q,Ay,..., Ay, I), a term 7 with Var(r) 0
and a set of principalsP? C {A4,..., A, I}, we say
that 7 is P-secretfor any principal in P iff there ex-
ists no rune = % —,, st —,, ... =, st of AC,
with s° = (sa,,...,sa,,,sr) for somei € [0,I] and
s; =(q,1,v,K) for somej € P such thatr € K.

Proposition 4.4 Given a CSDMTA AC
(C,Q,Ay,...,Ap,I), it is decidable whether a term
7 with Var(r) = 0 is P-secretfor a set of principals

—

PC{Ay,...,Apn, I}
Proof. We build the CSDMTA AC’ =
(C,0, AL, ..., Al T") such that for each DMTA ¢ P,

A" = Aand for eachd = (2’ Xv T7 Qa qo0, QSO? ICOa 5) € P,
A (EvXaTvQUQqu0a¢07K075U53)!WhereQS ¢ Q
andd; = d U {(q,e(r),7 € K,qs)|q € Q}. Now, for
all DMTA in P we have a special transition reaching the
special state, when the term to be kept secret appears in
its knowledge. Therefore, we can say that the ternis
P-secret forAC if no g; can be reached in the CSDMTA
AC'. Thus, by the decidability of state reachability given in
Corollary 3.9, alsaP-secrecy is decidable. O

We use now the model of CSDMTAS to analyze the se-
crecy property for the Yahalom protocol.

4.2 The Yahalom Protocol

The Yahalom protocol [4] is designed for the distribution

denote withA — B : Msg a messagé/sg sent byA and
received byB, with { M sg} x we denote the encryption of
the messagé/sg under the keyK. If A, B and S are
the principals of the protocols (with the trusted server),
Na and Nb are fresh nonces anlfas, Kbs and Kab are
symmetric keys shared by the principals in the subscript, th
protocol can be described as follows:

1.A— B : A /Na

2.B— S : B,Nb{A, Na}kss

3.8 — A : Nb,{B,Kab,Na}kas, {A, B, Kab, Nb} kps
4. A — B : {A,B,Kab,Nb}Kbs,{Nb}Kab

It is also assumed that principal only knows ele-
ments in the sef{ A, B, S, Kas}, principal B knowledge
is given by{B, S, Kbs}, and the trusted server S knows
{A, B, Kas, Kbs}.

User A starts the protocol by communicating Bits in-
tention to share a new session key with it (step 1). User
generates a fresh nond& and creates a new term contain-
ing the identity ofA and its nonceVa encrypted with the
key Kbs shared with the trusted server. Udgrsends its
identity, its nonceNb and the encrypted term to the server
(step 2). Servef deciphers the encrypted term, obtains the
identity of A and generates a new fresh k&ub. It also
builds two terms encrypted with as and K'bs, and sends
the whole message té (step 3). Finally,A deciphers the
first encryption and checks whether it contains nonge
If this is the caseA sends taB the second term encrypted
with Kbs and mutually authenticates by sending nonce
Nb encrypted with the fresh session key (step 4).

The basic requirement that this protocol must satisfy is
the secrecy of the ke ab (in every session, the value of
Kab must be known only by the participants playing the
roles of A, B andS).

The protocol can be adapted to take timeouts and retrans-
missions into account. In step 1, after sending its message,
A may start a timer while waiting for the message of step
3. If the timeout occursA may retransmit its message
(the same noncé&/a can be sent as it was already sent in
clear). As some amount of time must pass wiile@nd S
receive and elaborate messagesi ieceives an answer too
early, this might signal some misbehaviour. Suppose that
A knows the encryption and decryption times®fand .S,
we might adapt the Yahalom protocol to take time into ac-
count. In a formalism where time aspects are not considered

of a fresh symmetric key shared between two users. Thethis would not be possible.
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Figure 2. Specification with CDMTA of the principals of the Ya

4.3 Specification of the Yahalom Protocol through
SDMTAs

We model the execution of the Yahalom protocol through

a CSDMTAAC = (C,Q, A, B, S, 1), whereA, B and S
are the DMTAs representing the principalthe principalB
and the trusted servét, respectively, whild is the intruder
as specified in Definition 4.2.

The principals in the protocol are specified by the fol-
lowing DMTAs, graphically represented in Figure 2:

A= ({C}’ {x’t}7 TAa QAa q0, ¢f)47 {aa b, s, kas}a 6A>;
B = ({C}7{y}7TB7QB7T05¢OBa{basakbs}aéB);
S = ({0}7{Z}7TS7QSau07¢ga{a’7 b787kasakbs}755)~

We assume that all communications happen through the

only public channek. All initial formulas ¢} reset to0

the clocks of the DMTA; and set message variables to a @, N

random value. All principal§’ € {A B, S} have the set of
variable messages® = {u§, ..., u§'}.

For readability, in Figure 2 we use the notati
for Nonce(p,p'); 7,7" for Pair(r,7') and {r}, for
Enc(r, p).

56)

ng € K Aug QK/\M‘79=1€#§ Az = Senc Az
halom protocol.

(11,...,7n) is send/receiveds, . .., 7, fall in the knowl-
edge (this is simply implementable by a finite sequence of
transitions).

In the figure, for all principals € {A, B, S}, we omit
the conditionvu € Y u' = p from transition guards, but
we assume that it holds for all transitions but the transgio
with labele(again), true, wheretrue means that message
variables assume a value non-deterministically.

Moreover,KC on a transition is intended to refer to the
knowledge in the configuration to which the source state of
the transition belongs.

The guarantee that each message sent within the net-
work will be received by the right participant (without
considering the intruder which is capable of interceptithg a
messages) is given by the reducibility of the terms sent.

The protocol |s started byd that sends a message

, where N is a fresh unused nonce, and starts
waiting for a reply fromS. In the formula on this transition,

Né‘f should not be in the knowledge df. When A sends

the message t® it also resets a timerto 0, and a timeout
can be fixed (in the figure it is fixed to the valti§. More-

Moreover, we suppose that when a messageover, we assume that knows the encryption/decryption



time of B and .S, and hence it does not expect to receive a 5 Conclusions and Future Works
message before timg,;,,.

After B receives the message fra it checks whether We have defined systems of communicating automata
the nonce is unused and generates a fresh nonce, and build@hdowed with structures to store information and functions
the encrypted terms it will send 6. Note thatB.,.. is a to elaborate them. We have given a construction of a finite
constant representing the time neededibor encrypting region graph and hence proved decidability of the reacha-
a term. bility. We have shown an application to describe and verify

. . . cryptographic protocols.
When S receives the term frond it deciphers the en- As a future work we are interested in an application to

crypted term and builds the ciphered terms it should send o560, vty in distributed data bases. We plan also to enrich
A. Again, Sgec andSe,,. are constant values representing e tormalism with probability and to develop a concept of
the time needed by to decipher and cipher a term. bisimulation for this version of SDTMAs and give an al-
Note that the key chosen l#y through the instantiation  gorithm for decision. Moreover, we want to study the ex-
of the variableyg is fresh (since it does not appear in the pressive power of our model. We believe that when SDM-
knowledge ofS, it was not chosen before). TAs are endowed with a concept of recognized language,

WhenS finishes to elaborate the messages, it sends to "ON context—free languages such{asv™c” | n > m >
the message containing the new fresh key in the two sub-% = 1} are recognized while context-free languages such
. . . nilpn
terms ciphered wittk,, andk,, respectively. as{a"b" | n > 1} are not.

If A receives such a message before the timeout has ex;
pired, it extracts the new fresh key and uses it to cipher theReferences
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